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MO PAU

Ngay nay do nhu ciu thuc té va do Sy phat trién manh mé& ctia nhiéu cong nghé tich hop,
dan dén cac chuong trinh tng dung hién ndy hau hét déu c6 kha ning thyc hién trén moi
truong mang may tinh noi riéng va mang tich hop néi chung. Chinh vi vay giao trinh nay
nham cung cép cho sinh vién nhiing kién thirc va ki thuat co ban nhat dé phat trién cac
chuong trinh ing dung mang. Gido trinh ndy bao gom 4 phan 16n va 7 chuong: Phan thir
nhét trinh bay cac kién thirc co so cho 1ap trinh mang, chii yéu 1a kién thitc mang may
tinh, ngdbn ngir 1ap trinh va md hinh lap trinh mang. Phan 2 va 3 cung cap cho sinh vién 2
ky thuat 1ap trinh co ban nhat va phd bién nhét hién nay 12 lap trinh mang véi socket va
lap trinh phan tan thdng qua ngdn ngit Java. Pong thoi ciing rén sinh vién cach lap trinh
Véi giao thirc truyén thong c6 san va kha ning tich hop trong cic img dung khac nhau,
nhat 1a céc giao thirc truyén thong thoi gian thuc(RTP). Phan 4 s& dé cap dén 1ap trinh
truyén thong qua mang dién thoai cong cong, dé sinh vién budc dau 1am quen voi ki thuat
lap trinh co ban truyén thong qua hé thong mang nay. Tir d6 sinh vién dé dang tiép can
phat trién cac ung dung trén co s¢ mang nay nhu hoi thoai video, cac dich vu truy cap tu
xa, VPN, IPTV.. va ndi chung ia céng nghé IP. Phan 5 cung cip cho sinh vién 1am quen
kién thirc 1ap trinh mang an toan bao mat ma cha yéu 1a giao thirc SSL. Cach bd tri cua
ching t6i thanh timg phan 6 rang, mdi phan ¢ thé c6 mot hodc nhiéu chuong véi muc
dich hudéng mé cho tiing phan trong tuong lai.

Pé nam duoc kién thuc 1ap trinh mang, sinh vién phai hoc qua kién thirc cic mon: Mang
may tinh, lap trinh OOP, phan tich va thiét ké hé thdng, ngdn ngit 1ap trinh java co ban.
Gi4o trinh bién soan phién ban dau, chic khong tranh khoi 161, rat mong nhan dugc y kién
dong gop cuia ddng nghiép va nhimg doc gia quan tam.

Xin chéan thanh cam on!

Ha Ngi, thang 07 nam 2010
Tac gia



MUC LUC

PHAN 1. KIEN THUC CO SO CHO LAP TRINH MANG
CHUONG 1..MOT SO KIEN THUC CO SO CHO LAP TRINH MANG

I. GIGI THIEU VE LAP TRINH MANG
II. MOT SO KIEN THUC MANG CO SO LAP TRINH MANG
1. M6 hinh OSI./ISO va ho giao thirc TCP/IP
1.2. Giao thtc truyén thdng va phan loai
1.3. bia chi IP, mat na
1.4. Dia chi cong
1.5. Giao dién socket, dia chi socket
II. CAC MO HINH LAP TRINH MANG
1. M0 hinh client/server
1.1. Chuong trinh client
1.2. Chuong trinh server
2. M6 hinh peer-to-peer
3. Mb hinh da tang
[11. NGON NGU LAP TRINH MANG
1. Gi6i thiéu chung
2. Lap trinh bang ngdn ngit JAVA
IV. KY THUAT LAP TRINH MANG

PHAN II. KY THUAT LAP TRINH MANG VOI SOCKET
CHUONG II. LAP TRINH UNG DUNG MANG VOI SOCKET

I. GIOI THIEU CHUNG
Il. LAP TRINH THAO TAC VOI PIA CHI MAY TRAM
1. Lap trinh thao tac vai dia chi IP
1.1. Lép Address
1.2. Vi du st dung cac phuong thire 16p InetAddress
[11. LAP TRINH UNG DUNG MANG VOI TCPSOCKET
1. Giao thttc TCP va co ché truyén thong TCP
2. Mot sb 16p Java hd trg 1ap trinh TCPSocket
2.1. L6ép Socket
2.2. L6p ServerSocket
3. K§ thuat Iap trinh truyén thong vai giao thirc TCP
3.1. Chuong trinh phia server
3.2. Chuong trinh phia client
3.3. Ludng 1/0 mang va doc/ghi dit liéu qua ludng 1/0

0O 00 N N OO OO0 OO0 OO O o ol BN DNDNPEFE P PP PP

N e e el e T e el e i = =
N O OO © N NN ~N U1l oo oo oo



4. Mot sb chuong trinh vi du
4.1. Chuong trinh quét cong st dung Socket
4.2. Chuong trinh quét cong cuc b dung I6p ServerSocket
4.3. Chuong trinh finger client
4.4. Chuong trinh cho phép liy thoi gian server vé client
IV. LAP TRINH UNG DUNG MANG VOI UDPSOCKET
1. Giao thirc UDP va co ché truyén thong UDP
2. Mot s6 16p Java hd tro lap trinh voi UDPSocket
2.1. Lop DatagramPacket
2.2. Lop DatagramSocket
3. K§ thuat lap trinh truyén thong véi giao thirc UDP
3.1. Phia server
3.2. Phia client
33.Luuy
4. Mot sb chuong trinh vi du
V. LAP TRINH VOI THE GIAO TIEP MANG(NIC)
1. Gigi thigu vé thé giao tiép mang
2. Lép NetworklInterface
3. Lap trinh véi giao tiép mang
4. Mot sb chuong trinh vi du
VI. LAP TRINH TRUYEN THONG MULTICAST
1. Gi6i thiéu truyén thong multicast va 16p MulticastSocket
2. Mot s6 vi du guri/nhan dir liéu multicast
VII. KET LUAN

CHUONG IlI. KY THUAT XAY DUNG UNG DUNG MANG PHIA SERVER

I. GIOI THIEU CAC KEU SERVER
1. Server chay ché d6 dong thoi huong két nbi
2. Server chay ché do lap huéng khong két ndi
I1. XAY DUNG SERVER PHUC VU NHIEU CLIENT HUOGNG KET NOI
1. Gi6i thiéu
2. Ky thuat lap trinh da lung trong Java
3. Xay dung chuong trinh server phuc vu nhiéu client dong thoi ...
1. KET LUAN

CHUONG IV. LAP TRINH GIAO THUC DICH VU MANG PHIA CLIENT

I. GIOI THIEU
I1. LAP TRINH GIAO THUC DICH VU TELNET
1. Mot sb khai niém va dic diém dich vu Telnet

2. Mot sb kién thire giao thirc Telnet co ban

23
23
24
24
25
28
28
28
28
30
33
33
33
33
34
35
35
35
38
41
43
43
45
47
48
48
48
49
49
49
50
53
57
58
58
58
58
60



. Cai dat dich vu Telnet Client voi Java

4. Chay thir chuong trinh

. LAP TRINH DICH VU TRUYEN TEP VOI GIAO THUC FTP

. Dich vu truyén tép FTP

. Ky thuat cai dat giao thirc FTP véi Java

. LAP TRINH GUI/NHAN THU VOI GIAO THUC SMTP/POP3
. Giao thirc SMTP

. Giao thirc POP3

. KET LUAN

PHAN IlI. LAP TRINH PHAN TAN
CHUONG V. KY THUAT LAP TRINH PHAN TAN POI TUONG RMI

GIOI THIEU LAP TRINH PHAN TAN VA RMI

. Gioi thiéu k§ thuat l1ap trinh phéan tan

. Gi¢i thiéu k§ thuat lap trinh RMI

. Céc 16p hd tro lap trinh véi RMI

. XAY DUNG CHUONG TRINH PHAN TAN RMI

. Ky thuat lap trinh RMI

. Bién dich chuong trinh

. Thyc thi chuong trinh

. CO CHE TRUYEN THONG RMI

. VAN BE TRUYEN THAM SO CHO PHUGNG THUC GOI TU XA
. Gi6i thiéu truyén tham so tham tri va tham chiéu....

. Truyén d6i trong theo kiéu tham tri

. Truyén ddi tuong theo kiéu tham chiéu

. KY THUAT SU DUNG MOT BOI TUQONG SAN SINH NHIEU...
. Gidi thiéu

. Ky thuat Gng dung Factory

. KET LUAN

. XAY DUNG CHUONG TRINH PHAN TAN RMI

. Ky thuat lap trinh RMI

. Bién dich chuong trinh

. Thyc thi chuong trinh (g dung

KET LUAN

PHAN IV. LAP TRINH TRUYEN THONG QUA MANG PSTN
CHUONG V. LAP TRINH UNG DUNG TRUYEN THONG ..MANG BTCC

l.
1.
2.

KY THUAT LAP TRINH VOI JTAPI
Gioi thiéu thu vién JTAPI
Co so cua JTAPI

63
68
68
68
73
76
76
84
87
88
88
88
88
88
91
92
92
95
95
96
97
97
97
99
102
102
103
107
98
98
101
102
102
108
108
108
108
110



. Céc céu hinh cudc goi tiéu biéu
. M6 hinh cudc goi Java

. CAU HINH HE THONG

. Céu hinh méay tinh mang

2. Céu hinh desktop

4.
V.

. MOT SO CHUONG TRINH Vi DU LAP TRINH VOI JTAPI
. Vi du thiét lap mot cude goi dién thoai

. Thuc hién goi mdt cude dién thoai tir mot sb

. Mot trng dung tra lo1 cudc dién thoai

Vi dung xay dung dich vu RAS vai JTAPI
KET LUAN

PHAN IV. LAP TRINH MANG AN TOAN BAO MAT
CHUONG VII. LAP TRINH MANG AN TOAN BAO MAT VOI SSL

g B~ W N

= =

2.
Il.

GIGI THIEU SSL VA MOT SO KHAI NIEM

. Gi¢i thiéu vé SSL

. Khoa(key)

. Thuat toan ma hoa

. Co ché 1am viéc caa SSL

. Bao mat cua giao thuc SSL

. LAP TRINH MANG AN TOAN BAO MAT VOI SSL
. Thu vién Java ho tro 1ap trinh véi SSL

Vi du str dung cac lop SSL
KET LUAN

TAI LIEU THAM KHAO

111
113
118
118
118
118
118
119
120
122
130
131
131
131
131
131
132
134
135
136
136
137
141
142



PHAN I. KIEN THU'C CO SO CHO LAP TRINH
CHUONG I
MOT SO KIEN THUC CO SO CHO LAP TRINH

1. GIOI THIEU VE LAP TRINH MANG(LTM)

Ngay nay khi noéi dén phat trién cac tmg dung phin mém, da s 1a nguoi ta mudn nodi dén
chuong trinh ¢6 kha nang 1am viéc trong moi truong mang tich hop noi chung va mang may
tinh ndi riéng. Tir cac chuong trinh ké toan doanh nghiép, quan 1y, trd choi, diéu khién... déu
la cac chuong trinh ing dung mang.

Vian d¢& 1ap trinh mang lién quan dé nhiéu linh vuc kién thirc khac nhau. Tir kién thirc st dung
ngbn ngit 1ap trinh, phan tich thiét ké hé thong, kién thirc hé théng mang, mé hinh xay dung
chwong trinh tng dung mang, kién thirc vé co s& dir liéu... cho dén kién thic truyén thong,
cac kién thirc cac linh vuc lién quan khac nhu mang dién thoai di dong, PSTN, h¢ théng
GPS, cac mang nhu BlueTooth, WUSB, mang sensor.... Nhung c¢6 thé néi vin dé lap trinh
mang c6 3 van d& chinh cbt 16i tich hop trong lap trinh tng dung mang va duoc thé hién nhu
hinh 1.

Hinh 1.1. Céc kién thirc co so cho lap trinh mang

Hay ndi cach khac, vin d& 1ap trinh mang c6 thé dwoc dinh nghia v6i cong thire sau:
LTM=KTM+MH+NN
Trong do:
= LTM: Lap trinh mang
=  KTM: Kién thirc mang truyén thdng( mang may tinh, PSTN....)
= MH: M6 hinh lap trinh mang
= NN: Ngbn ngir 1ap trinh mang



Trong giao trinh ndy, ching toi tap trung chi yéu vao cac ky thuat phat trién chwong trinh tng
dung mang. COn c4c van dé khac can thiép siu xudng phia thip hon trong hé thong mang nhu cac
trinh tién ich mang, thu thap bat va phan tich goi tin...cac ban c6 thé tham khao céc tai liéu khac,
nhat 1a c4c tai liéu lién quan dén 1ap trinh v6i Raw socket.

I1. MOT SO KIEN THUC MANG CO SO LAP TRINH MANG
1. M6 hinh OSI/1SO va hg giao thirc TCP/IP

ISO/1sOl TCP/IP |

Applications
p————i]
— &

Hinh 1.2. M6 hinh OSI/ISO va ho giao thirc TCP/IP
1.2. Giao thirc truyén théng va phan logi(protocol)

Giao thuc truyén thong 12 tap cac qui tic, qui wdc ma moi thyc thé tham ra truyén thong phai tuan
theo dé mang c6 thé hoat dong tot. Hai may tinh n6i mang muon truyén thong véi nhau phai cai
dit va sir dung cling mot giao thirc thi méi "hiéu" nhau dugc.
Duya vao phuong thirc hoat dong, ngudi ta co thé chia giao thire truyén thong thanh 2 loai: Giao
thirc huéng két nbi va giao thirc hudng khong két ndi.
1.2.1. Giao thtrc hoat dong theo hudng c6 két nbi
Loai giao thuc truyén thong ndy st dung két ndi(ao) dé truyén thong. Pic diém cua loai giao thirc
nay la:

e Truyén thong theo kiéu diém-diém

e Dit liéu truyén qua mang 1a mot dong céc byte lién tuc truyén tir noi guri ti noi nhan, mdi

byte c6 mot chi s6 xac dinh.



e Qué trinh truyén théng dugc thyuc hién théng qua 3 giai doan:
% Thiét lap két ndi
% Truyén dir liéu kém theo co ché kiém soét chit ché
% Huy bo két ndi
e Giao thuc tidu biéu 1a giao thuc TCP
1.2.2. Giao thire hoat ddng hwéng khong két noi
Kiéu giao thirc ndy khi thuc hién truyén thong khong can két ndi (40) dé truyén dir liéu. Giao
thure ki€u nay co dac dieém sau:
e Truyén thong theo kiéu diém-da diém
e Qué trinh truyén thong chi c6 mot giai doan duy nhat 13 truyén dir lidu, khong cé giai
doan thiét 1ap ket ndi cling nhu huy bo két noi.
e Dirliéu truyén duoc t6 chirc thanh céc tin go61i tin doc lap, trong mdi g061 dir li€u c6 chuira
dia chi noi nhan.
e Giao thuc tidu biéu loai ndy la giao thirc UDP
1.2.3. Mét 56 giao thirc truyén théng Internet phé bién
e Giao thiic tang Internet: IP, ARP, RARP, ICMP, IGMP
e Giao thirc tang giao van: TCP, UDP
e Giao thac dich vu: Telnet, FTP, TFTP, SMTP, POP3, IMAP4, DNS, HTTP...
1.3. Dia chi IP, mdt na(mask)
1.3.1. Dia chi IP
Hai phién ban dia chi IP thong dung: IPv4 va IPv6. Hién thé gi6i ciing nhu Viét Nam dang
chuyén dan sang st dung IPv6.
1.3.2. Mat na(mask)
Mat na la mot gia tri héng( mot sb nhi phan 32 bit) cho phép phan tach dia chi mang tir dia chi
IP(dia chi dau khdi dia chi IP). Cu thé khi cho bt ky mot dia chi IP nao trong khéi dia chi, bing
cach thuc hién phép toan AND muc bit, mat na sé gitt nguyén phan netid va x04 toan bo cac bit
phan hostid vé gia tri 0, tuc 1a tra vé dia chi dau khéi dia chi d6. Mt na cua mdt mang con co thé
la mat na c6 chidu dai c6 dinh hoic bién ddi. Cac mit na mic dinh cua cac 1p dia chi A, B, C
tuong tng 1a: 255.0.0.0, 255.255.0.0, 255.255.255.0. Trong k¥ thuat chia mot mang thanh nhiéu
mang con(subnet), hodc dé tao thanh siéu mang(supernet) dbi véi 16p C, nguoi ta phai tim duoc
mat na mang va dinh danh cho cac mang d6 bang cach muon mét s6 bit phan hostid(subnet) hoac
phan netid(supernet). Mét na c6 vai tr0 quan trong trong viéc dinh tuyén cho mdt goéi tin di dén
dang mang dich
1.3.3. Mgt 56 dia chi IP ddc biét

* Dia chi mang: nettid 1a dinh danh cua mang, cac bit hostid déu bang 0.



Dia chi Broadcast truc tiép: La dia chi dich, co phﬁn netid cila mang, céc bit phﬁn hostid
déu co giatri 1.

Dia chi Broadcast han ché: La dia chi dich va c0 tit ca cac bit phan netid va hostid déu co
gia tri 1. Goi tin ¢6 dia chi nay s bi chan boi cac router.

Dia chi this host on this network: ¢ tat ca cac bit netid va hostid déu bang 0. Dia chi nay 1a dia
chi nguén dugc may tram sur dung tai thoi diém Bootstrap dé truyén thong khi nd biét dia chi IP

cua no.

Dia chi may tram cu thé trong mdt mang: cé tat ca cac bit netid bﬁng 0 va phan hostid 1a
dia chi host cy thé trong mang.
Dia chi Loopback: Dia chi nay c6 byte dau tién la 127, con cac byte con lai c6 thé c6 gia
tri bat ky: 127.X.Y.Z. Dia chi ndy duoc ding dé chay thir cac chuong trinh tng dung
mang trén ciing Mot may, nhit 1a khi khong c6 mang. Pia chi loopback 1a dia chi dich, khi
dia chi nay duoc sir dung, goi tin s& khong bao gid truyén ra khoi may. Dia chi loopback
tiéu biéu 1 127.0.0.1 hoic c6 thé dung chudi “localhost” thay thé.
Dia chi riéng: Mot sé khdi dia chi trong céc 16p dwoc qui dinh chi sit dung cho mang
riéng(mang cuc bg) ma khong dugc phép sir dung trén mang Internet. Khi cac goi tin
truyén théng trén mang Internet, cic router va switch trén mang xuwong song Internetduoc
c4u hinh loai bo gdi tin sir dung cac dia chi trong cac khdi dia chi riéng nay. Céc dai dia
chi riéng:

- Lop A:10.0.0.0 -> 10.255.255.255

- LopB:172.16.0.0 -> 172.31.255.255

- Lop C: 192.168.0.0 -> 192.168.255.255

Ngoai ra ngudi ta con sir dung cic dia chi khong theo 16p ma cho cac khdi dia chi ¢ chiéu dai
bién dbi, cac dia chi nay cd dang CIDR: a.b.c.d/n.

1.4. Pia chi cong(port)

Pa s6 cac hé diéu hanh mang hién nay déu da nhiém nén cho phép nhiéu tién trinh truyén thong
chay dong thoi trén cing mdt may tinh va déu chung mét dia chi IP. Chinh vi nhu vy, 2 tién
trinh trén 2 may tinh mudn truyén thong véi nhau ma chi st dung dia chi IP 14 chua thé thuc hién
duogc. Dé phan biét cac tién trinh chay trén cling mot may tinh dong thoi, ngudi ta gan cho mdi
tién trinh mot nhan duy nhit dé phéan biét cac tién trinh v6i nhau. Trong k¥ thudt mang may tinh,
ngudi ta st dung mot sd nguyén 16 bit dé 1am nhén va nd dugc goi 1a s6 hiéu cong hodc dia chi

cong(port). Dia chi cong nay dugc st dung va dugc quan 1y boi ting giao van va né cd gia tri tir 0
dén 65535, dugc chia 1am 3 giai:



Registered
49,152 65,535

0 1023 ‘

L ] 1 ] 1 ]

1 1 1 1 1 1
1‘ 1,024 19151 "‘

Well-known Dynamic or private
Hinh 1.3. Céc dai dia chi cng

% Giai dia chi tir 0 dén 1023: Gai nay dung cho hé thdng, ngudi sir dung khong nén dung.
Cac dia chi cong trong dai nay thuong dugc gan mic dinh cho céc giao thirc truyén thong

phd bién nhu bang sau:
port Giao thuc Mo ta
7 Echo Phan hoi Datagram nhan dugc tré lai noi
gui
9 Discard Loai bé moi Datagram nhan dugc
13 Daytime Tra vé ngdy va gid
19 Chargen Tra vé mot chudi ky tu
20 FTP,Data Phia server FTP(Két ni dir liéu)
21 FTP,Control | Phia server FTP(Két ndi diéu khién)
23 Telnet Mang dau cudi
25 SMTP Giao thtc gui thu Internet
53 DNS Giao thirc DNS
67 BOOTP Giao thiic Bootrap
79 Finger Finger
80 HTTP Giao thirc truyén siéu van ban
111 RPC Giao thirc goi thu tuc tir xa
110 POP3 Giao thtc truy cap Email
143 IMAP4 Giao thutc truy cap Email

< Giai dia chi tir 1024 dén 49151: Giai dia chi cong ndy ngudi sir dung dwoc phép dung,

nhung phai dang ky dé tranh tring lap.




< Giai dia chi tir 49152 dén 65535: Pay 1a giai dia chi dong hoic dung riéng. Ngudi sir
dung dung dia chi trong giai nay khéng phai dang ky va cling khong phai chiu trach
nhiém khi xay ra xung dot dia chi.
1.5. Giao dién socket, dia chi socket
Socket 1a gi? Chiing ta c6 thé hiéu socket 1a giao dién va [a mot cau trac truyén thong dong vai
trd nhu 1a mot diém cudi(end point) dé truyén thong. MJi tién trinh khi mudn truyén thong bang
socket, dau tién n6 phai tao ra mot socket va socket d6 phai dugc gan mot dinh danh duy nhat
dugc goi la dia chi socket. Mot dia chi socket 1a mot to hop gém 2 dia chi: dia chi IP va dia chi
cong(port). Nhu vay dia chi socket xac dinh mot dau mat cudi truyén thong. N6 chi ra tién trinh
truyén thong nao(port) va chay trén trén may nao(IP) s& thuc hién truyén thong.
Dé hd trg ngudi phat trién tng dung mang st dung socket, cac nha san xuat phan mém d4 xay
dung san mot tap cac ham thu vién API va goi 1a tap ham thu vién giao dién socket. Giao dién
socket dugc phan 1am 3 loai socket(hinh 2).

ﬁpﬂlﬂmn Proj i

| Stream Datagram

| socket sockei Raw
interface interface socket

[ interface

Hinh 1.4. Cac kiéu giao dién socket

X/
L X4

Stream socket: cho phép truyén thong véi cac giao thirc truyén thong hudng két ndi ma
tiéu biéu 1a giao thirc TCP(TCPSocket). TCP sir dung mdt cip stream socket dé két ndi
mot chuong trinh ing dung vai mot chuong trinh ing dung khac qua mang Internet.

X/
L X4

Datagram socket: Cho phép truyén thong véi cac giao thirc huéng khong két ndi, tiéu biéu
la giao thirc UDP (UDP socket). UDP sir dung mot cip datagram socket dé giri thong diép
tr mot chuong trinh (rng dung téi mdt chuong trinh tng dung khac qua mang Internet.

X/
°

Raw socket: Py 1a kiéu giao socket cho phép truyén thong dén cac giao thirc ¢ ting
mang thap hon ci ting giao vAnma tiéu biéu nhét 1a giao thic ICMP ciia ting Internet
hodc OSPF. Vi du chuong trinh ping sir dung kiéu socket nay.

Il. CAC MO HINH LAP TRINH MANG

1. M6 hinh client/server

Chuong trinh tmg dung mang t6 chirc theo md hinh client/server dugc st dung phd bién trong
thuc té. Chuong trinh ng dung mang theo mé hinh ndy gom c6 2 phin mém: Phdn mém



server(phuc vu) va phan mém client(may khach) va né thé hién nhu hinh 2. Mét chuong trinh
server ¢6 thé phuc vu nhiéu chuwong trinh client dong thoi hodc tuan tu(kiéu lap).

Server

Client 1 Client 2 . Client_n

Hinh 1.5. M0 hinh client/server

1.1. Chwong trinh client: client 1a mot chuwong trinh chay trén may cuc bd ma dua ra yéu cau
dich vu dbi voi server. Chuong trinh client ¢6 thoi gian chay hitu han. N6 dugc khai dau boi
ngudi st dung( hodc mdt chwong trinh Gmg dung khac) va két thic khi dich vy da thuc hién hoan
thanh. Sau khi khoi tao, client thuc hién mé mot kénh truyén thong st dung dia chi IP cua may
tram tir xa va dia chi cong(nhdn) da biét & cua chuong trinh server cu thé chay trén may tinh tir
xa d6. Cach mo d6 cua client dugc goi 1a mé tich cuc( active open). Sau khi kénh truyén thong
duoc mo client s& giri yéu cau tdi server va nhan dap tmg tra vé tir server.

1.2. Chwong trinh server: Chuong trinh nay c6 dic diém 1a c6 thoi gian chay vo tdn va chi
dimg chay boi nguoi sir dung hodc tit may tinh. Chuong trinh ndy sau khi khoi tao, né s& thuc
hién m¢é thu dong(passive Open) va dugc dat ¢ trang thai “nghe” cho tin hi€u gui tdi tur client,
néu co, n6 s& nhan yéu cu giri t6i tir client, thyc hién xtr Iy va dap Gmg yéu cau do.

2. M& hinh peer-to-peer

Chuong trinh g dung mang 1am viéc theo mé hinh peer-to-peer(ngang cip, binh ding) co thé
n6i 1a cac chuong trinh ma c6 thé thuc hién vai trd cua ca server va cua client. Chuong trinh nay
khi chay c6 thé yéu cau chwong trinh khéc phuc vu né va né ciing c6 thé phuc vu yéu ciu giri toi
tur chuong trinh khac.

3. M6 hinh da ting

M6 hinh da tang gom nhiéu ting ma tiéu biéu nhat 12 md hinh 3 tang. Trong mo hinh nay, tang
thap nhat 1a ting thdng tin, tng trung gian va tang dinh. Mot vi du tiéu biéu ciia md hinh 3 tang
do la dich vu Web véi tang dinh I trinh duyét, tang trung gian la webserver va tang thong tin la
co s6 dit liéu. M6 hinh nhiéu tang s& duoc khao sét ky trong phan lap trinh émg dung mang nang
cao Vvai cac ky thuat Servlet, EJB, Portlet..

I11 . NGON NGU LAP TRINH MANG

1. Giéi thiéu chung



NOi chung tét ca cac ngdn ngit lap trinh déu c6 thé sir dung dé 1ap trinh mang. Nhung mdi ngon
ngwr c6 nhitng vu, nhugc diém khac nhau va duoc hd tro thu vién API & cac mirc dd khac nhau.
Tuy ting tng dung mang cu thé, hé diéu hanh mang cu thé va thoi quen Iap trinh ma ngudi 1ap
trinh ¢6 thé chon ngdn ngit phll hop dé phat trién cac ung dung mang. Cac ngdn ngir 1ap trinh phd
bién hién nay gom nhitng ngdn ngir sau:

* Hop ngti( Assembly Language)

= C/C™

= VC", VB, Delphi
= Java

= NET

= ASP

D6i v6i phat trién tng dung mang hién nay c6 2 ngdn ngit 14p trinh dwoc sir dung phd bién nhét,
d6 1a NET va JAVA. Nguoi lap trinh ¢6 thé sir dung thanh thao mot trong 2 dong ngdn ngir d6
dé phat trién tng dung mang(d v6i Viét Nam noi chung nén nim tét ca 2 cong nghé nay). Trong
gi4o trinh nay chuing t6i s& sir dung ngdn ngir 1ap trinh JAVA va cac cong nghé lién quan dén n6
dé phat trién ing dung mang. Sau khi ndm chic k¥ thuat, tu tuong lap trinh mang théng qua ngén
ngit Java, sinh vién c6 thé st dung bét ké ngdn ngir 1ap trinh nao phi hop nhu VB.NET, C#, ...
2. Lap trinh mang bing ngén ngir Java
D¢ lap trinh mang bang ngdn ngit Java, sinh vién phai nim chic mot s6 kién thuc lap trinh java
Sau:
e Tong quan cong nghé Java, cac goi thu vién(J2SE, J2ME, J2EE)
e Lap trinh Java co s&
e Lap trinh Java OOP
e Lap trinh giao dién do hoa ngudi str dung(GUI) va applet
e 1/O theo ludng va thao tac tép
e Lap trinh két ndi véi co so dit lidu
e Ky thuat lap trinh da ludng
e Ngoai 1¢ va xur ly ngoai 1é
e Lap trinh an toan bao mat trong Java
Ngoai ra sinh vién con phai hiéu vé may 4o java danh cho céc tmg dung java khac nhau(JVM,
KVM, may ao cho dong SPOT...).
IV. KY THUAT LAP TRINH MANG
C6 nhiéu k§ thuat 1ap trinh mang khac nhau, nhung trong gido trinh nay chii yéu chi tap trung vao
3 k§ thuat 1ap trinh mang chinh:
- K§ thuat 1ap trinh mang vai socket: Trong ky thuat nay, chuong trinh (mg dung
mang s€ dugc xay dung voi cac ki€u socket khac nhau. Ky thuat nay cho phép moi



quan h¢ qua mang gitra cac chuong trinh chay long I€o vi ban than socket 1a giao
dién mang , khong phai co ché truyén thong.
- K§ thuat lap trinh phén tan: Trai voi k¥ thuat 1ap trinh socket, trong k¥ thuat nay
mdi quan hé gitra chuong trinh client va server Ia gin két chat ché. Ky thuat lap
trinh nay thuc chét 1a ki thuat lap trinh phan tan ma lénh(ddi tuong), cho phép
phan tai tinh toan 1&n cac may tinh két ndi voi nhau véi quan hé hiru co thay vi tap
trung trén cing mot may. Piéu ndy cho phép tan dung tai nguyén mang dé giai
quyét cac bai toan vai khoi lugng tinh toan 16n, thoi gian thyc.
- Ky thut 1ap trinh truyén thong qua mang dién thoai céng cong PSTN.,
Céc k§ thuat ndy s& dugc khao st chi tiét trong cac chuong tiép theo.
V. THIET KE VA CAI PAT THEO MO HINH MVC
1. Giéi thiéu mé hinh MVC
M6 hinh MVC (Model — View - Control) duoc sir dung kha rong rdi dé thiét ké cac phan mém
hién nay. Theo do, hé théng dugc nhém thanh 3 thanh phan chinh (Hinh 1.6):

Mediator
Controlier }
Property Component
Update Update
Model View
Property User
Change Action
Observer Java Swing

Hinh 1.6: M6 hinh MV C tong quan

- Thanh phian Model (M): mé hinh, hay con duoc goi véi nhiéu tén khac nhu thuc thé
(entity, bean). La céc I6p chira thdng tin dé xu 1i cua hé théng. Cac thdng tin khong
nén dé riéng Ié ma nén hop lai thanh cac 16p thyc thé dé trao doi, truyén/nhan, va xu Ii
gitta cac I6p thudc cac phan con lai nhu Control va View cho tién loi.

- Thanh phan View (V): trinh din, hay con duoc goi véi cac tén khac nhu giao dién
(interface), bién (boundary). C nhiém vu hién thi cac form dé nhap dit liéu va hién thi
két qua xt If tir hé thong cho nguoi ding.

- Thanh phan Control (C): diéu khién, hay con duoc goi la nghiép vu (business). Chira
toan b céc hoat dong xir Ii, tinh toén, diéu khién ludng, diéu khién form, va c6 thé ca
cac thao téc truy cap co so dir liéu.



2. Case study: thiét ké wng dung login theo md hinh MVC
Bai toan dat ra nhu sau: Xay dung mot ing dung cho phép nguoi dung dang nhap theo tai khoan

cta minh

- Trén giao dién dang nhap c6 2 6 van ban cho phép nguoi dung nhap
username/password, va mot nit nhan Login dé ngudi dung click vao ding nhép.

- Khi nguoi dung click vao nat Login, hé théng phai kiém tra trong co so dit liéu xem
c6 username/password day khdng. Néu cé thi thong bao thanh cong, néu sai thi théng
bao username/password khéng hop I¢.

- Hé théng phai dugc thiét ké va cai dit theo mé hinh MVC

<<|nterfaca»> JFrame

ActionListengr B -——————-————————-———————————~—~—~—~—~—~—~—~— i

. i

LoginListenar LoginControl LoginView
+actionPerformed| ActionEvent) : void -model | Loginhodel -ttUsername ;| JtextFiekd
-view : LoginView {:.a— tutPassword : JPasswond Field
+checklUserLoginModel ) : boolen binLegin : JButton
-madal : LoginModel
<> +getlser() : LoginModel
+showhMessage(String) : woid
+addloginlListener{ActionlListenar) : void
Tast

#main( )

<<Entity Bean=>>

LoginModel
-usernamse | String
-password : String

Hinh 1. 7: So db 16p cta hé thong

So d6 I6p cua hé thdng dugc thiét ké theo md hinh MVC trong Hinh 1.7, bao gom 3 16p chinh
tuong tmg Véi so @ M-V-C nhu sau:

Lép LoginModel: 12 16p twong g vé6i thanh phan model (M), bao gom hai thudc tinh
username va password, cdc ham khai tao va cac cap getter/setter tuong rng véi cac
thudc tinh.

Lép LoginView: 1a 16p twong Gmg véi thanh phan view (V), 1a 16p form nén phai ké
thira tir 16p JFrame ciia Java, n6 chira cac thude tinh 1a cac thanh phan d6 hoa bao gom
0 text nhap username, 6 text nhap password, nit nhat Login.

Lép LoginControl: 14 16p tudng tmg véi thanh phan control (C), né chira mot lop noi
tai 1 LoginListener. Khi nat Login trén tang view bj click thi n6 s& chuyén tiép sy
kién xudng 16p noi tai nay dé xur Ii. Tat ca cac xu I déu goi tir trong phuong thirc
actionPerformed cua I6p ndi tai nay. Piéu ndy dam bao nguyén tic control diéu khién
céc phan con lai trong hé thdng, dung theo nguyén tic ciia md hinh MVC.

Tuan tu cac budce xa Ii nhu sau:



1. Nguoi dung nhap username/password va click vao giao dién cua I6p LoginView

2. Lop Loginview s& dong géi thong tin username/password trén form vao mot dbi
tugng model LoginModel bang phuong thirc getUser() va chuyén xuéng cho I6p
LoginControl xur li

3. L&p LoginControl chuyén sang cho 16p ndi tai LoginListener xt i trong phuong
thare actionPerformed

4. Lép LoginListener s& goi phuong thirc checkLogin() cua Iép LoginControl dé
kém tra théng tin ding nhap trong co so dit liéu.

5. Két qua kiém tra s& dugc chuyén cho lép LoginView hién thi bing phuong thirc
showMessage()

6. Lop LoginView hién thi két qua dang nhap 1én cho nguoi ding

3. Cai dit irng dung login theo mé hinh MVC
Lop LoginModel.java

package login_GUI_MVC;

public class LoginModel {

private String userName;
private String password;

public LoginModel {
b

public LoginModel (String username, String password){
this.userName = username;
this.password = password;

}

public String getPassword() {
return password;
}

public void setPassword(String password) {
this.password = password;
}

public String getUserName() {
return userName;
}

public void setUserName(String userName) {
this.userName = userName;
}

Ldp LoginView.java

package login_GUI_MVC;
import java.awt.FlowLayout;



import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.awt.event._WindowAdapter;
import java.awt.event._WindowEvent;

import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.

public class

swing.JButton;
swing.JFrame;
swing.JLabel;
swing.JOptionPane;
swing.JPanel;
swing.JPasswordField;
swing.JTextField;

LoginView extends JFrame implements ActionListener{

private JTextField txtUsername;
private JPasswordField txtPassword;
private JButton btnLogin;

private LoginModel model;

public LoginView(){

}

super(*'Login MVC™);

txtUsername = new JTextField(15);
txtPassword = new JPasswordField(15);
txtPassword.setEchoChar("*");
btnLogin = new JButton('Login’);

JPanel content = new JPanel();
content.setlLayout(new FlowLayout()):;
content.add(new JLabel ('Username:"));
content.add(txtUsername) ;
content.add(new JLabel ("’'Password:""));
content.add(txtPassword);
content.add(btnLogin);

btnLogin.addActionListener(this);

this.setContentPane(content);
this.pack();

this.addWindowListener(new WindowAdapter(){
public void windowClosing(WindowEvent e){
System._exit(0);
}

K

public void actionPerformed(ActionEvent e) {

}

public LoginModel getUser(){

}

model = new LoginModel (txtUsername.getText(), txtPassword.getfext());
return model;

public void showMessage(String msg){

}

JOptionPane.showMessageDialog(this, msg);



public void addLoginListener(ActionListener log) {
btnLogin.addActionListener(log);
}

Lop LoginControl.java

package login_GUI_MVC;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.sqgl.Connection;

import java.sqgl.DriverManager;

import java.sql.ResultSet;

import java.sqgl.Statement;

public class LoginControl {
private LoginModel model;
private LoginView view;

public LoginControl(LoginView view){
this.view = view;

view.addLoginListener(new LoginListener());

}

class LoginListener implements ActionListener {
public void actionPerformed(ActionEvent e) {
try {
model = view.getUser();
if(checkUser(model)){

view.showMessage(*'Login succesfully!™);

Yelse{

view.showMessage("'Invalid username and/or password!');

} catch (Exception ex) {

view.showMessage(ex.getStackTrace() -toString());

}

public boolean checkUser(LoginModel user) throws Exception {

String dbUrl = "jdbc:mysql://localhost:3306/usermanagement™;

String dbClass = "com.mysqgl.jdbc.Driver™;

String query = "Select * FROM users WHERE username =

+ user.getUserName()

+ " AND password =""" + user.getPassword() + """;

try {
Class.forName(dbClass);

Connection con = DriverManager.getConnection(dburl,

"root", '12345678");
Statement stmt = con.createStatement();
ResultSet rs = stmt.executeQuery(query);



if (rs.next(Q)) {
return true;
}

con.close();
}catch(Exception e) {
throw e;
}

return false;

}

Lop Test.java

package login_GUI_MVC;
public class Test {
public static void main(String[] args) {
LoginView view = new LoginView();
LoginControl controller = new LoginControl(view);
view._setVisible(true);

}

Két qui

| £| Login MVC ——— o - ——— || |

Username: || __ | Password: | | Login

Login thanh cong:

Message < [t S|
@ Login succesfully!
OK |
Login 16i:

Message

@ Invalid username and/or password!

0K 1

VI. KET LUAN



Trong chuong ndy ching ta da diém qua mot sé kién thirc co s& cho lap trinh mang bao gém kién
thirc mang truyén thong, md hinh lap trinh mang va ngén ngir lap trinh mang. Va thong qua
chuong nay sinh vién ciing nim dwoc muc dich cia mdn lap trinh mang. Cac chuong tiép theo s&
lam rd cac ky thuat lap trinh mang co ban va chi ra lap trinh mang an toan bao mat. Con nhiing
ky thuat lap trinh mang phuac tap khdc nhu CORBA, EJB, PORTAL, JAVAMAIL hoac cong
nghé dam may(cloud) ciing nhu md hinh da tang, ky thuat lap trinh huéng dich vu SOA s& dugc
xét trong gi&o trinh lap trinh mang nang cao. Con ky thuat lap trinh c&c dich vu mang di dong
nhu SMS, MMS, céac dich vu mang di dong khac va mang Bluetooth, mang Sensor, ZeeBig,
WUSB, GPS...sinh vién s& dugc cung cip qua mon lap trinh thiét bi di dong, qua cac bai tap thuc
hanh va h¢ thong bai tap I6n caa mén lap trinh mang.



PHAN II. KY THUAT LAP TRINH MANG VOI SOCKET
CHUONG I
LAP TRINH UNG DUNG MANG VOI SOCKET

I. GIOI THIEU CHUNG

Lap trinh mg dung mang v&i socket 12 ky thuat hién nay duoc st dung cuc ky phd bién trong
thuc té. Cac ngdn ngit 1ap trinh mang hau hét déu c6 thu vién hd tro lap trinh véi socket nhu:
Ngbn ngir c/c’ co thu vién socket, VC™ ¢6 , VB c6 thu vién WinSock, C# c6 thu vién
system.socket...Trong Java cac 16p thu vién hd tro lap trinh véi socket hiu hét nim trong géi
java.net. Khi phét trién cac ung dung mang thi java va .NET hd trg rat manh ddi voi socket str
dung giao thirc TCP( TCPsocket) va UDP(UDPsocket), nhung lap trinh Raw socket véi java thi
cuc ky phtrc tap. Chinh vi vay, khi 1ap trinh c&c rng dung tién ich mang nhu chwong trinh ping,
tracer,.. hodc c4c ing dung can thiét siu hé théng mang ma sir dung raw socket thi tot nhat sir
dung ngdn ngit C/C™*(Linux), VC'* hoic .NET(Windows).

Trong chuong nay ching t6i s€ tap trung lap trinh Gng dung mang st dung TCPSocket,
UDPSocket va sir dung ngdn ngit 1ap trinh Java. Dbi voi cac ing dung ndy, Java hd trg rat manh
trong cac goi java.net, java.nio. Cac l6p quan trong nhat trong goi java.net gdm 6 16p:
InetAddress, ServerSocket, Socket, DatagramPacket, DatagramSocket, URL. V&i 6 16p nay Java
cho phép phat trién tit ca cac Gmg dung mang tir chwong trinh tmg dung don gian cho dén phuc
tap, tir cac ing dung ¢& nho dén cac tng dung 16n. Ngoai ra con mot sb 16p khac ciing duogc sir
dung phd bién nhu NetworkInterface... Sau diy ching ta s& khao sat nhitng k¥ thuat Iap trinh
mang co ban nhit sir dung socket trong Java.

Il. LAP TRINH THAO TAC VOI PIA CHi MAY TRAM

1. Lap trinh thao tac vai dia chi IP

1.1. Lop InetAddress

Java c6 c4c 16p quan trong dé thao tac voi dia chi IP trong géi java.net. Lép quan trong nhat 13
I6p InetAddress. Lép ndy cho phép lay dia chi ciia mot may tram bét ky trén mang va cho phép
dé dang hoéan chuyén giira dia chi IP va t&n cia mot may tram(host). Mdi dbi tuong InetAddress
chira 2 thanh phan chinh ctia mot may tram 13 hostname va dia chi IP ctia may tram d6. Ngoai ra
con o 2 16p khac két thira truc tiép tir 16p InetAddress danh cho céc phién ban IPv4 va IPv6 la
I6p Inet4Address, Inet6Address va 2 16p khac 1a 16p SocketAddress , InetSocketAddress lién
quan toi dia chi socket .

Inetiddress cocketiddress

Inetd2ddress Inetbtddress Inetfocketiddress




Hinh 2.1. Lép ké thira tir I6p InetAddress va SocketAddress

Lép InetAddress duge sit dung phd bién trong cac 16p Socket, ServerSocket, URL,
DatagramSocket, DatagramPacket va né duoc k& thwa tu 16p
Object:

public class InetAddress extends Object implements Serializable

Dic diém cta 16p InetAddress 13 16p khong c6 ciu tir nén khdng thé tao ra dbi tuong InetAddress
bang toan tir new. Nhung bu lai, 16p InetAddress c6 mot sd phuong thirc c6 thudc tinh static cho
phép liy dia chi ctia may tram bat ky trén mang, cu thé 14 c6 cac phuong thirc sau:

Tom tit cac phuwong thire ciia 16p InetAddress

boolean equals(Object obj)
So sanh dbi twong v&i dbi tuong obj

byte[] getAddress()
Tra vé dia chi IP chira trong dbi tuong InetAddress dang mang byte

static InetAddress[]  getAllIByName(String host)
Tra vé mang dia chi ctia tat ca cic may tram c6 cling tén trén mang

static InetAddress  getByAddress(byte[] addr)
Tra vé d6i tuong InetAddress tuong ung véi dia chi IP truyén cho phuong
thirec dudi dang mang byte

static InetAddress | getByAddress(String host,byte[] addr)
Tao dbi tuong InetAddress dua trén tén va dia chi IP

static InetAddress  getByName(String host)
X&c dinh dia chi IP ctia may tram tir tén ctia may tram(host)

String getCanonicalHostName()
L4y tén mién cua dia chi IP

String getHostAddress()
Tra vé dia chi IP chira trong d6i twong INetAddress 1a chudi dang a.b.c.d

String getHostName()
Tra vé tén may tram chua trong doi tugng

static InetAddress |getLocalHost()
L4y ddi tuong InetAddress cia may cuc bd

int hashCode()



boolean

boolean

boolean

boolean

boolean

boolean

boolean

String

Tra vé hashcode cua dia chi IP cuc thé

isAnyLocalAddress()
Kiém tra dia chi InetAddress ¢ phai dia chi wildcard khong?

isLinkLocalAddress()
Kiém tra dia chi c6 phai 12 mot dia chi link-local hay khéng.

isLoopbackAddress()
Kiém tra dia chi c6 phai la dia chi Loopback khong.

iIsSMCGlobal()
Kiém tra dia chi multicast c6 pham vi todn cuc hay khong?

iIsSMCLinkLocal()
Kiém tra dia chi multicast c6 phai la dia chi c6 pham vi lién két hay
khong?

iISMCNodeLocal()
Kiém tra dia chi multicast c6 phai 1a dia chi pham vi nit mang hay
khong?

isMulticastAddress()
Kiém tra dia chi InetAddress c6 phai 1a dia chi IP multicast hay
khéng.

toString()
Chuyén dia chi IP thanh chudi.

e Phuong thirc getByName():

Phuong thirc ndy c6 cu phép sau:

public static InetAddress getByName(String hostName)

throws UnknownHostException

Phuong thirc ndy cho phép tra vé dia chi cia mot may tram bat ky trén mang dugc chi ra boi
tham s6 hostName. Tham sb ndy c6 thé PCname, 1a tén mién DNS hoic dia chi IP. Trong
truong hop khong ton tai may tram c6 tén chi ra trén mang, phuong thirc ném tra vé ngoai 1é
UnknownHostException. Vi du doan chuong trinh sau dé ldy dia chi cia may tram co tén
mién 12 www.yahoo.com va hién thi dia chi ra man hinh:

try {

InetAddress address = InetAddress.getByName("'www.yahoo.com™);



System.out.printin(address);

}

catch (UnknownHostException ex) {
System.out.printIn(’’Could not find www.yahoo.com™);
}
Lénh InetAddress.getByName() su dung dugc do phuong thire getByName() c6 thudc tinh static.
Néu may tram vai tén mién chi ra khong ton tai thi ngoai 1€ UnknownHostException dwgc ném
tra vé va duoc xir 1y.
e Phuong thirc getAllIByName():
Phuong thire ndy cho phép tra vé dia chi cua tat ca cac may tram cé cung tén trén mang dudi
dang 12 mot mang ddi twong InetAddress. Phuong thirc ¢6 ct phép sau:
InetAddress[] addresses = InetAddress.getAlIByName(String name)
throws UnknownHostException
Vi dy: Hiy in ra dja chi cua tit ca cac mdy tram trén mang ma cO cung tén mién
www.microsoft.com:
//A11Addr . java
import java.net.*;
public class AIIAddr{
public static void main (String[] args) {

try {
InetAddress[] addresses =

InetAddress.getAl IByName(""'www._microsoft.com™);
for (int i = 0; & < addresses.length; i++) {
System.out._printIn(addresses[i]);
}
}
catch (UnknownHostException ex) {

System.out.printIn(*Could not find www.microsoft.com™);

}
}
}

Dich chay chuong trinh trén may tinh ¢ két néi mang Internet, két qua tra vé nhu sau:

www.microsoft.com/63.211.66.123
www.microsoft.com/63.211.66.124
www.microsoft.com/63.211.66.131
www.microsoft.com/63.211.66.117



www.microsoft.com/63.211.66.116
www.microsoft.com/63.211.66.107
www.microsoft.com/63.211.66.118
www.microsoft.com/63.211.66.115
www.microsoft.com/63.211.66.110
e Phuong thuc getLocalHost():
Phuong thirc ndy cho phép tra vé dia chi ciia may cuc bd, néu khong tim thiy no ciing ném tra vé
ngoai I¢ tuong tu nhu phuong thirc getByName(). N6 ciing c6 ca phap:
public static InetAddress getLocalHost( ) throws UnknownHostException
Ngoai cac phuong thie static trén, mot s phuong thirc khac cho phép tra vé dia chi IP hodc tén
clia mot may tram tir d6i tuong InetAddress clia may tram sau khi da lay duoc dia chi ctua may
tram. Cac phuong thire tiéu biéu 1a:
e Phuong thirc getHosName(): Tra vé tén may tram tir dbi twong InetAddress ciia may tram
d6. Cu phap:
public String getHostName( )
Vi du: Cho dia chi, in ra tén may tram:
import java.net.*;
public class ReverseTest {
public static void main (String[] args) {
try {
InetAddress 1a = InetAddress.getByName(''208.201.239.37");
System_out.printIn(ia.getHostName( ));
}
catch (Exception ex) {
System.err._printin(ex);
}
}
}
e Phuong thirc getHostAddress(): Tra vé dia chi IP ciia may tram tir d6i twong InetAddress
twong g 1a chudi dia chi dang a.b.c.d. Phuong thirc c6 ct phap:
public String getHostAddress( )
Vi du: In ra dia chi IP cia may cuc bd
import java.net.*;
public class MyAddress {
public static void main(String[] args) {
try {
InetAddress me = InetAddress.getlLocalHost( );
String dottedQuad = me.getHostAddress( );
System.out._printIn("’'My address is " + dottedQuad);



}

catch (UnknownHostException ex) {
System.out.printIn(’’1"m sorry. I don"t know my own address.™);
}
}
}
e Phuong thirc getAddress(): Tra vé dia chi IP ciia mdy tram tir d6i twong InetAddress cua
may tram tuong rng dudi dang mang byte. Phuong thirc ¢6 ct phap:
public byte[] getAddress()
Vi du: Phuong thirc getVersion() 1y phién ban dia chi IP ctia may cuc bo:
import java.net.*;
public class AddressTests {
public static int getVersion(lnetAddress ia) {
byte[] address = ia.getAddress( );
if (address.length == 4) return 4;
else if (address.length == 16) return 6;
else return -1;
}

Luu y: Khi in ra cac byte dia chi IP, néu gia tri ciia byte dia chi ma vuot qua 127 thi phai
cong véi 256 dé ra gia tri dung( vi kiéu byte chi co gia tri trong khoang tir 0128 dén +127), néu
khdng no s€ co gia tri am. Vi du vdi mang address trong vi du trén:

for(int 1=0;i<address.length;i++)

System.out.printin((address[i1]>0)?address[i]: (address[i]+256));

Cac phuwong thwwe khac cua lop InetAddress:

public boolean isAnyLocalAddress( ): Phuong thic ndy tra vé gia tri true voi dia chi wildcard,
false néu khong phai. Dia chi wildcard tuong hop voi bat cir dia chi nao ctia may cuc bd. Phuong
thirc ndy quan trong néu hé thong cuc bd co nhiéu card giao tiép mang, nhat 1a dbi voi server va
gateway. Trong IPv4, dia chi wildcard la 0.0.0.0, trong IPv6 la 0:0:0:0:0:0:0:0.

public boolean isLoopbackAddress( ): Phuong thirc ndy kiém tra mot dia chi c6 phai 1a dia chi
loopback hay khéng, néu khong phai tra vé false. Dia chi loopback két néi truc tiép trong may
tram trong 16p IP ma khong sir dung bat ky phan cimg vat 1y ndo. Vi IPv4, dia chi loopback 1a
127.0.0.1, v6i IPv6 14 0:0:0:0:0:0:0:1.

public boolean isLinkLocalAddress( ): Phuong thirc ndy tra vé gia tri true néu mot dia chi 1a dia
chi link-local IPv6, néu khong phai thi tra vé gié tri false. Dia chi link-local 1a dia chi chi dugc hd
trg trong mang IPv6 dé tu cu hinh, twong ty nhu DHCP trén mang IPv4 nhung khong can
server. Bo dinh tuyén s& khong cho phép truyén qua cac géi tin co dia chi ndy ra khoi mang con
cuc bd. Tit ca dia chi link-local déu bit dau véi 8 byte:

FE80:0000:0000:0000



8 byte tiép theo s& 1a dia chi cuc bd thuong la dia chi ldy tir dia chi MAC trong thé
Ethernet(NIC).

public boolean isMulticastAddress( ): Trae vé true néu dia chi la dja chi multicast, néu khong tra
vé gia tri false. Trong IPv4, dia chi multicast nam trong dai dia chi IP: 224.0.0.0-
>239.255.255.255(16p D), trong IPv6 thi chling duoc bat dau véi byte ¢6 gia tri FF.

1. 2. Vi du sir dung cdac phwong thirc lop InetAddress

Chuong trinh sau cho phép str dung cac phuong thirc cia 16p InetAddresss dé hién thi cac dic
trung ctia mot dia chi IP dugc nhap vao tir trén dong 1énh. M4 chuong trinh vi dy duoc thé hién
nhu sau:
//1PCharacteristics. java
import java.net.*;
public class IPCharacteristics {
public static void main(String[] args) {
try {
InetAddress address = InetAddress.getByName(args[0]);
iT (address.isAnylLocalAddress( )) {
System.out.printIn(address + " is a wildcard address.™);
}
iT (address.isLoopbackAddress( )) {
System.out.printIn(address + " i1s loopback address.™);
}
iT (address.isLinklLocalAddress( )) {
System.out.printIn(address + " is a link-local address.™);
}
else if (address.isSiteLocalAddress( )) {
System.out.printin(address + " is a site-local address.™);
}
else {
System.out.printIn(address + " is a global address.');
}
iT (address.isMulticastAddress( )) {
it (address.isMCGlobal( )) {
System.out.printIn(address + " is a global multicast address.™);
}
else if (address.isMCOrgLocal( )) {
System.out.printIn(address
+ " is an organization wide multicast address.™);
}
else if (address.isMCSiteLocal( )) {
System.out.printIn(address + " is a site wide multicast



address.™);
}
else if (address.isMCLinkLocal( )) {
System.out.printIn(address + " is a subnet wide multicast
address.™);
}
else if (address.isMCNodeLocal( )) {
System.out.printIn(address
+ " is an interface-local multicast address.™);

}
else {
System.out.printIn(address + " is an unknown multicast
address type.');
}
}
else {

System.out.printIn(address + " is a unicast address.™);

}
}

catch (UnknownHostException ex) {
System_err._printIn(’'Could not resolve " + args[0]);

}
}
}

Sau khi bién dich chuong trinh, chay chwong trinh véi 1énh:
java IPCharacteristics <addresss> [Enter]
I11. LAP TRINH UNG DUNG MANG VOI TCPSOCKET
1. Giao thitre TCP va co' ché truyén théng ciia TCP

<Tham khdoe gido trinh mgng may tinh>
2. Mot s6 16p Java hd tro 1ap trinh véi TCPSocket
2.1. Lép Socket
Lép Socket dung dé tao ddi tuong socket cho phép truyén thong véi giao thire TCP hodc UDP.
(Vi giao thirc UDP nguoi ta thuong st dung 16p DatagramSocket thay vi 16p Socket).
2.1.1. CAc cdu ti:

e public Socket(String host, int port)

throws UnknownHostException, IOException

Cau tir ndy cho phép tao ra ddi tugng Socket truyén thong véi giao thirc TCP va thuc hién két
ndi voi may tram tir xa c6 dia chi va sb cong duge chi ra boi tham sb host va port twong tng.
Tham sb host c6 thé 1a tén may tram, tn mién hodc dia chi IP. Néu khong tim thiy mdy tram tir



xa hoic ddi tugng Socket khong dugc ma thi né ném tra vé ngoai 1¢ UnknownHostException
hodc I0Exception. Vi du doan chuong trinh sau cho phép mé socket va két ndi téi may tram tir
xa 6 tén mién www.yahoo.com va s cong 1a 80.

try {
Socket toYahoo = new Socket(www.yahoo.com™, 80);

// Hoat déng giri /nhdn dg 1iéu

}

catch (UnknownHostException ex) {
System_err_printin(ex);

}
catch (10Exception ex) {

System_err_printin(ex);

}
e public Socket(InetAddress host, int port) throws 1OException

Cau tir nay twong tuy nhu cAu tir trén, nhung tham s thtr nhat 1a ddi tuong InetAddress ctia may
tram tir xa. Pi twong InetAddress ciia mdy tram tir xa co thé ldy dugc bang phuong thic
getByName() cta 16p InetAddress.

e public Socket(String host, int port, InetAddress interface, int localPort) throws IOException,
UnknownHostException

Céu tir ndy cho phép tao ra dbi twong Socket va két ndi véi may tram tir xa. Hai tham sb dau 1a

tén va sd cong ctia may tram tir xa, 2 tham s sau 12 giao tiép mang vat Iy(NIC) hodc 4o va s6

cong duoc str dung trén may cuc bo. Néu sb cong cuc bod localPort ma bang 0 thi Java s& chon sir

dung mot s6 cong cho phép ngau nhién trong khoang 1024 dén 65535.

e public Socket(InetAddress host, int port, InetAddress interface, int localPort) throws
IOException

Twong tu nhu ciu tir trén, nhung tham s thi nhat 1a d6i tuong InetAddress cia mdy tram tir xa.

e protected Socket( )

Cau tir ndy tao ddi twong socket ma khdng két ndi v6i may tram tir xa. Cau tir nay dugc str dung

khi chuong trinh cé céac socket 16p con.

2.1.2. Mét s6 phuong thirc quan trong ciia 16p Socket

e public InetAddress getinetAddress( ): Phuong thirc cho phép tra vé dia chi ciia may tram tir
xa hién dang két ndi voi socket.

e public int getPort(): Tra vé sb cong trén may tram tir xa ma hién dang két ndi véi socket.
e public int getLocalPort(): Tra vé s cong trén may cuc bd

e public InputStream getlnputStream( ) throws I0Exception: Tra vé ludng nhap cua socket 1a
d6i tuong InputStream.



e public OutputStream getOutputStream( ) throws IOException: Tra vé ludng xuat cta socket
14 d6i twong OutputStream.

e public void close( ') throws IOException: Pong socket
2.1.3. Thiét dat cac tuy chon Socket

Tuy chon socket chi ra 1am thé ndo 16p Java Socket c6 thé giri /nhan dit liéu trén native socket.
Socket két cO cac tuy chon sau:

e TCP_NODELAY

« SO_BINDADDR

e SO _TIMEOUT

e SO_LINGER

e SO _SNDBUF (Java 1.2 and later)

e SO _RCVBUF (Java 1.2 and later)

e SO_KEEPALIVE (Java 1.3 and later)

e OOBINLINE (Java 1.4 and later)
Dé thiét 1ap cac tuy chon va tra vé trang thai cac tuy chon, 16p socket co cac phuong thic tuong
Gmg. Vi du dé thiét dat va tra vé trang thai tuy chon TCP_ NODELAY, 16p Socket c6 cac
phuong thirc sau:
public void setTcpNoDelay(boolean on) throws SocketException
public boolean getTcpNoDelay( ) throws SocketException
2.2. Lop ServerSocket
Lép ServerSocket cho phép tao ddi tuong socket phia server va truyén thong véi giao thirc TCP.
Sau khi duogc tao ra, nd dugc dat ¢ trang thai lang nghe( trang thai thu dong) cho tin hi¢u két ndi
gui toi tu client.
2.2.1 Cac cdu tir
e public ServerSocket(int port) throws BindException, IOException
Céu tir ndy cho phép tao ra ddi tugng ServerSocket v&i sé cng xac dinh duoc chi ra boi tham sb
port. Néu sé cdng port=0 thi né cho phép sir dung mot sé cong cho phép nao dé(anonymous port
). CAu tur s& ném tra vé ngoai 1¢ khi socket khong thé tao ra dugc. Socket duoc tao boi ciu tir
nay cho phép dap g cuc dai tdi 50 két ndi dong thoi.
e public ServerSocket(int port, int queueLength)

throws 10Exception, BindException

Twong tu nhu cdu tir trén nhung cho phép chi ra sé két nbi cuc dai ma socket c6 thé dap ung

dong thoi boi tham s6 queueLenth.

e public ServerSocket( ) throws IOException



Céu tir ndy cho phép tao ddi tuong ServerSocket nhung khdng gan két thuc su socket voi mot sb
cong cu thé ndo ca. Va nhu vAy nd s& khong thé chap nhan bat cir két ndi ndo guri ti. No s& duoc
gan két dia chi sau sir dung phwong thirc bind(). Vi du:

ServerSocket ss = new ServerSocket( );

// set socket options...

SocketAddress http = new InetSocketAddress(80);

ss.bind(http);

2.2.2. Phuong thirc
e Phuong thurc accept()
Phuong thirc ndy c6 cu phép sau:
public Socket accept( ) throws IOException
Phuong thie ndy khi thyc hién n6 dat di tuong ServerSocket & trang thai “nghe” tai s6 cong xac
dinh cho tin hiéu két ndi giri d&én tir client. Khi c6 tin hiéu két ndi giri toi phuwong thirc s& tra vé
d6i twong Socket méi dé phuc vu két ndi d6. Khi xay ra 16i nhap/xuat, phuong thirc s& ném tra
vé ngoai 1¢ IOException. Vi du:

ServerSocket server = new ServerSocket(5776);

while (true) {

Socket connection = server.accept( );
OutputStreamWriter out

= new OutputStreamWriter(connection.getOutputStream( ));
out.write(""You"ve connected to this server. Bye-bye now.\r\n'");

connection.close( );

}
e Phuong thirc close()

Phuong thirc close() c6 cu phap sau:
public void close( ) throws IOException
Phuong thirc nay cho phép dong soccket va giai phong tai nguyén cap cho socket.

3. Ky thuit lap trinh truyén théng véi giao thirc TCP



Trong chuong trinh tng dung mang xay dung theo md hinh client/server, dé chwong trinh client
va chuong trinh server c6 thé truyén théng duoc v6i nhau thi mdi phia phai thuc hién t6i thiéu
cac thao tac co ban sau day(Hinh 2.2 ):
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Application
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TLEw rnethod

new

» socket

y cerversocket hlocks the
instance caller until a
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: established.
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return
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'”5t5!”'39 sockets are
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Hinh 2.2. Qua trinh khai tao truyén théng véi TCPSocket

3.1. Chwong trinh phia server:

Tao doi tugng ServerSocket voi mdt so hi¢u cong xac dinh

Pat d6i tugng ServerSocket ¢ trang thai nghe tin hiéu dén két ndi bﬁng phuong thire
accept(). Néu co tin hiéu dén két ndi phuong thirc accept() tao ra ddi tuong Socket
mai dé phuc vu két ndi do.

Khai béo ludng nhap/xuat cho ddi tuong Socket mai( tao ra & budc trén). Ludng
nhap/xuét co thé 1a luong kiéu byte hodc kiéu char.

Thyc hién truyén dit liéu voi client thong qua ludng nhap/xuat
Server hoic client hodc ca 2 dong két nbi

Server tro vé budc 2 va doi két ndi tiép theo.

3.2. Chwong trinh client

Tao dbi tuong Socket va thiét lap két ndi t6i server b@ing cach chi ra cac tham sb cua
server.

Khai bao ludng nhdp/xuat cho Socket. Ludng nhap/xuit c6 thé 1a ludng kiéu byte
hoic kiéu char.

Thyc hién truyén dit liéu qua mang thong qua ludng nhap/xuét

Dong Socket, giai phong cac tai nguyén khac, két thiic chuong trinh néu can.

Luuy:

e Binh thuong chuong trinh server ludn chay trudc chuong trinh client

e Mot chuong trinh server c6 thé phuc vu nhiéu client déng thoi hodc lap.



Vi du:
import java.io.*;
import java.net.*;

public class EchoClient {
public static void main(String[] args) throws 10Exception {

Socket echoSocket = null;
PrintWriter out = null;
BufferedReader in = null;

try {
echoSocket = new Socket(''taranis™, 7);

out = new PrintWriter(echoSocket.getOutputStream(), true);
in = new BufferedReader(new InputStreamReader(
echoSocket.getInputStream()));
} catch (UnknownHostException e) {
System._err._printin(*’Don"t know about host: taranis.');
System._exit(1);
} catch (10Exception e) {
System.err._printin("'Couldn”t get 1/0 for *
+ "the connection to: taranis.');
System.exit(1);

BufferedReader stdln = new BufferedReader(
new InputStreamReader(System.in));
String userlnput;

while ((userlnput = stdin.readLine()) != null) {
out.printin(userinput);
System.out._printIn(echo: " + in._.readLine());

out.close();
in.close();
stdin.close();
echoSocket.close();

3}



3.3. Luodng nhdp/xudit mang va doc/ghi dit liéu qua luong nhip/xudit
Ludng nhap/xuit mang cho phép chwong trinh client va server trao di dir liéu v6i nhau
qua mang. Ludng nhap/xuat ctia socket c¢6 thé 1a ludng kiéu byte hoic kiéu ky tu. O day ching toi
néu 1én mot cach théng dung nhat tao ludng kiéu byte va kiéu ky tu dé chuong trinh thyuc hién
doc ghi dir li¢u voi mang.
e Ludng Kiéu byte
Gia str d6i tugng Socket duoc tao ra v6i bién tham chiéu 1a cl.
- V6i ludng nhap:
+ Tao ludng nhap cho socket:
InputStream inp=cl.getInputStream();
+ Doc dit liéu: Co ba cach
-/ Poc mdi lan mot byte: inp.read()
-/Doc mot khéi dir liéu va cat vao mang b:
byte b=new byte[1024];
inp.read(b) hodc inp.read(b,offset, len)
- V6i ludng xuét:
+Tao ludng xuét:
OutputStream outp=cl.getOutputStream();
+ Viét dir lieu:
-/Viét mdi 1An mot byte b: outp.write(b);
-/ Viét ca khéi dit liéu chira trong méang b kiéu byte:
/lbyte[] b;
outp.write(b) hoac outp.write(b,offset,len);
e Ludng kiéu char:
- V6i ludng nhap:
+Tao ludng nhap:
BufferedReader inp=new BuferedReader(
new InputStreamReader(cl.getinputStream()));
+ Doc dir liéu:
-/Poc timg ky tu: int ch=inp.read()
-/ Poc chudi:  String s=inp.readLine();
- V6i ludng xuat:
+ Tao ludng xut:
PrintWriter outp=new PrintWriter(cl.getOutputStream(),true);

+ Viét dir ligu:



outp.printin(<data>);
4. Mt s6 vi du

4.1. Chwong trinh quét cong sir dung Socket
//PortScanner . java
import java.net.*;
import java.io.*;
public class PortScanner {
public static void main(String[] args) {
String host = "localhost™;
if (args.-length > 0) {
host = args[0];
}
try {
InetAddress theAddress = InetAddress.getByName(host);
for (int 1 = 1; i1 < 65536; i++) {
Socket connection = null;
try {
connection = new Socket(host, i);
System.out.printIn("'There is a server on port "
+ 1 + " of " + host);
}
catch (!10Exception ex) {

// must not be a server on this port

}
finally {
try {
it (connection != null) connection.close( );
}
catch (10Exception ex) {}
}

} // end for

} // end try

catch (UnknownHostException ex) {
System_err._printIn(ex);
}
} 7/ end main
} 7/ end PortScanner

4.2. Chwong trinh quét cong cuc bé dung |op ServerSocket
import java.net.*;



import java.io.*;
public class LocalPortScanner {

public static void main(String[] args) {

for (int port = 1; port <= 65535; port++) {
try {
// the next line will fail and drop into the catch block if
// there is already a server running on the port
ServerSocket server = new ServerSocket(port);

}
catch (10Exception ex) {
System.out.printIn("'There is a server on port " + port + "_.');
} // end catch
} // end for
}
}

4.3. Chuwong trinh finger client

Finger 12 mot giao thirc truyén thiang theo RFC 1288, client tao két ndi TCP tdi server véi sb
cong 79 va giri mot truy van on-line téi server. Server dap ung truy van va dong két ndi.
import java.net.*;
import java.io.*;
public class FingerClient {
public final static int DEFAULT_PORT = 79;
public static void main(String[] args) {

String hostname = "localhost™;

try {
hostname = args[0];

}

catch (ArraylndexOutOfBoundsException ex) {
hostname = "localhost";

}

Socket connection = null;

try {
connection =

new Socket(hostname, DEFAULT_PORT);
Writer out = new OutputStreamWriter(
connection.getOutputStream( ), 8859 1');

for (int i = 1; i < args.length; i++) out.write(args[i] + " ');
out.write(""\r\n");
out.flush( );

InputStream raw = connection._getlnputStream( );



BufferedlnputStream buffer = new BufferedlnputStream(raw);
InputStreamReader in = new InputStreamReader(buffer, 8859 1');
int c;
while ((c = In.read( )) = -1) {
// fFilter non-printable and non-ASCIl as recommended by RFC 1288
ifT ((c >=328&& ¢c <127) |] ¢ == "\t" |] ¢ = °\r" |] c == "\n")
{
System.out.write(c);
}
}
}
catch (10Exception ex) {
System._err._printin(ex);

}

finally {
try {

it (connection != null) connection.close( );

}
catch (10Exception ex) {}

}

}

}
4.4. Chwong trinh cho phép ldy thoi gian server vé client.
/[TimeClient.java
import java.net.*;
import java.io.*;
import java.util_*;
public class TimeClient {
public final static int DEFAULT_PORT
public final static String DEFAULT_HOST
public static void main(String[] args) {
String hostname = DEFAULT_HOST ;
int port = DEFAULT_PORT;
if (args.-length > 0) {
hostname = args[O0];
}
ifT (args.length > 1) {
try {
port = Integer.parselnt(args[1]);

37;

“"time.nist.gov'';

}



catch (NumberFormatException ex) {
// Stay with the default port
}
}
// The time protocol sets the epoch at 1900,
// the Java Date class at 1970. This number
// converts between them.
long differenceBetweenEpochs = 2208988800L ;
// 1f you"d rather not use the magic number, uncomment
// the following section which calculates it directly.

/*
TimeZone gmt = TimeZone.getTimeZone(*'GMT"");

Calendar epochl1900 = Calendar.getlnstance(gmt);

epoch1900.set(1900, 01, 01, 00, 00, 00);
long epoch1900ms = epoch1900.getTime( ).-getTime( );
Calendar epochl1970 = Calendar.getlinstance(gmt);
epoch1970.set(1970, 01, 01, 00, 00, 00);
long epochl1970ms = epoch1970.getTime( ).-getTime( );
long differencelnMS = epochl1970ms - epochl900ms;
long differenceBetweenEpochs = differencelnMS/1000;
*/
InputStream raw = null;
try {
Socket theSocket = new Socket(hostname, port);
raw = theSocket.getlnputStream( );
long secondsSincel900 = O;
for (int 1 = 0; 1 < 4; i++) {
secondsSincel900 = (secondsSincel900 << 8) | raw.read( );
}
long secondsSincel970
= secondsSincel900 - differenceBetweenEpochs;
long msSincel970 = secondsSincel970 * 1000;
Date time = new Date(msSincel970);
System.out._printIn(’'It is " + time + " at " + hostname);
} // end try
catch (UnknownHostException ex) {
System_err_printin(ex);
}
catch (10Exception ex) {



System_err_printin(ex);

}
finally {
try {
it (raw = null) raw.close( );
}
catch (10Exception ex) {}
}

} // end main
} // end TimeClient
//TimeServe.java
import java.net.*;
import java.io.*;
import java.util_Date;
public class TimeServer {
public final static int DEFAULT_PORT = 37;
public static void main(String[] args) {
int port = DEFAULT_PORT;
if (args.-length > 0) {
try {
port = Integer.parselnt(args[0]);
if (port < 0 || port >= 65536) {

System.out.printin(’'Port must between 0 and 65535™);
return;

}

catch (NumberFormatException ex) {}
}
// The time protocol sets the epoch at 1900,
// the Date class at 1970. This number
// converts between them.
long differenceBetweenEpochs = 2208988800L ;
try {

ServerSocket server = new ServerSocket(port);
while (true) {

Socket connection = null;
try {
connection = server.accept( );

OutputStream out = connection.getOutputStream( );
Date now = new Date( );

long msSincel970 = now.getTime( );



long secondsSincel970 = msSincel970/1000;
long secondsSincel900 = secondsSincel970
+ differenceBetweenEpochs;

byte[] time = new byte[4];

time[0]= (byte) ((secondsSincel900 & 0x00000000FFO00000L) >> 24);
time[1l = (byte) ((secondsSincel900 & 0x0000000000FFO000L) >> 16);
time[2] = (byte) ((secondsSincel900 & 0x000000000000FFO0L) >> 8);

time[3] = (byte) (secondsSincel900 & 0x00000000000000FFL);
out.write(time);
out.flush( );
} // end try
catch (10Exception ex) {
} // end catch
finally {
it (connection != null) connection.close( );

}
} 7/ end while

} // end try
catch (10Exception ex) {

System_err_printin(ex);
} // end catch
} // end main
} // end TimeServer

5. Case study: Login tir xa dung giao thirc TCP/IP
5.1 Bai toan
Bai toan login tir xa dung giao thiee TCP/IP dat ra nhu sau:

Co so dir liéu doc luu trir va quan i trén server TCP, trong d6 c6 bang users chua it
nhét hai cot: cot username va cot password.

Chuong trinh phia client TCP phai hién giao dién d6 hoa, trong d6 c6 mot o text dé
nhap username, mot O text dé nhap password, va mét nat nhan Login.

Khi nat Login duoc click, chwong trinh client s& gai théng tin dang nhap
(username/password) trén form giao dién, va guri sang server theo giao thirc TCP

Tai phia server, mdi khi nhan duoc thdng tin dang nhap giri tir client, né s& tién hanh
kiém tra trong co s dit liéu xem c6 tai khoan nao triing véi théng tin dang nhap nhin
duoc hay khong.

Sau khi c6 két qua kiém tra (dang nhap ding, hoic sai), server TCP s& giri két qua nay
vé cho client twong tng, theo diing giao thirc TCP.

O phia client, sau khi nhan dwoc két qua ding nhap (dang nhap dung, hoic sai) tir
server, nd s& hién thi théng bao tuong tmg voi két qua nhan dwoc: néu ding nhap



dung thi théng bao login thanh céng. Néu ding nhdp sai thi théng bao la
username/password khéng dung.
- Yéu cau kién tric hé théng & ca hai phia client va server déu duoc thiét ké theo md
hinh MVVC
5.2 Kién tritc hé thong theo mé hinh MVC
Vi hé théng duoc thiét ké theo mé hinh client/server ding giao thirc TCP/IP nén mdi phia client,
server s& c6 mot so do 16p riéng, cac so dd nay duoc thiét ké theo md hinh MVC.
5.2.1 So do 16p phia client

JFrame

b T T T

I |

T . :

ClientView ClientRun [

-txtUsername : JtextField +main{ } :

-txtPassword : JPassword Filed !
-btnLogin : JButton v

<<lnterface>>

+getUser(): User
ActionListener

+addLoginListener{ActionListener) : void

+showhMessage(String) . woid &

i
i
i
i

<<Entity Bean>> ClientControl LoginListener

User serverHost ; String I +actionPerformed|ActionEvent) : void
-username : String -serverPort : int i
-password @ String -vigw ! ClientView
: +ClientControl{ ClientView)
<<Interface=>
Serilizable

Hinh 2.3: So d6 I6p phia client TCP/IP
So d6 16p cua phia client duge thiét ké theo md hinh MVC trong Hinh 2.3, bao gom 3 I6p chinh
tuong tmg Véi so @ M-V-C nhu sau:

- L&p User: 1a 16p tuong Gng vé6i thanh phan model (M), bao gom hai thugc tinh
username va password, cdc ham khai tao va cac cap getter/setter tuong rng véi cac
thudc tinh.

- Lép ClientView: Ia 16p tuwong tng véi thanh phan view (V), la 1op form nén phai ké
thira tir 16p JFrame ciia Java, n6 chira cac thuge tinh 1a cac thanh phan d6 hoa bao gom
6 text nhap username, 6 text nhap password, nit nhat Login.

- Lép ClientControl: Ia 16p twong tng vai thanh phan control (C), né chita mot 1op noi
tai 1a LoginListener. Khi nat Login trén tang view bj click thi n6 s& chuyén tiép sy
kién xudng 16p noi tai nay dé xur Ii. T4t ca cac xu I déu goi tir trong phuong thirc
actionPerformed cua 16p ndi tai ndy, bao gdm: liy thdng tin trén form giao dién va giri
sang server theo giao thirc TCP/IP, nhan két qua diang nhap tir server vé va yéu ciu



form giao dién hién thi. Diéu ndy dam bao nguyén tic control diéu khién cac phan con
lai trong hé thng, diing theo nguyén tic caa md hinh MVC.

5.2.2 So do 16p phia server
So d6 16p cua phia server duoc thiét ké theo md hinh MVC trong Hinh 2.4, bao gém 3 Iép chinh
tuong tmg Véi so @ M-V-C nhu sau:

- L&p User: 1a 16p thuc thé, dung chung théng nhit véi 16p phia bén client.
Lép ServerView: 1 I6p twong tmg véi thanh phan view (V), 1a 16p ding hién thi cac
théng bdo va trang thai hoat dong bén server TCP.
Lép ServerControl: 1a 16p twong tng vé6i thanh phan control (C), né dam nhiém vai
trd xu i cua server TCP, bao gém: nhan thdng tin dang nhap tir phia cac client, kiém
tra trong co so dit liéu xem céc thng tin ndy dung hay sai, sau do gui két qua ding
nhap vé cho client tuong tng.

ServerRun ServerView
+main ) +showMessage(Sting) | void
ServerControl
-serverPort | int
<<Entity Bears> -gon ; Connection
User -rﬂ.yE.ewer: Serverdocket
-clientSocket | Socket
-Username | String iew ' Sarveiiew
-password : String

0 +ServerControl Serveryisw)
| +open3erver(int) : void

v +getDBConnection{3tring, parameter, parameter?) : void
<<Interfaco== Histenning() : void
Serilizable +checkUser User) : boclean

Hinh 2.4: So d6 I6p phia server TCP/IP

5.2.3 Tudn tw cdc bwéc thue hién
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Hinh 2.5: Tuan tu cac budc thuc hién theo giao thie TCP/IP

Tuan tu cac bude xir If nhu sau (Hinh 2.5):

1. O phia client, nguoi ding nhap username/password va click vao giao dién cua l6p

ClientView

2. Lop ClientView s& dong goi thong tin username/password trén form vao mot dbi
tuong model User bing phuong thirc getUser() va chuyén xudng cho 1ép

ClientControl xu li

3. Ldp ClientControl gui thong tin chua trong dbi twong User nay sang phia server

dé kiém tra dang nhap

4. Bén phia server, khi nhan duoc thong tin dang nhap trong ddi twong User, no s&
goi phuong thire checkLogin() dé kém tra thdng tin dang nhap trong co sé dit liéu.

5. Két qua kiém tra s& duoc tra vé cho Isp ClientControl

6. O phia client, khi nhian duoc két qua kiém tra dang nhap, 16p ClientControl s&

chuyén cho 16p LoginView hién thi bang phuwong thirc showMessage()

7. L&p LoginView hién thi két qua dang nhap 1én cho nguoi ding

5.3 Cai dat
5.3.1 C&c lép phia client
User.java

package tcp.client;
import java.io.Serializable;

public class User implements Serializable{
private String userName;
private String password;

public User(){
}



public User(String username, String password){
this.userName = username;
this.password = password;

}

public String getPassword() {
return password;
}

public void setPassword(String password) {
this.password = password;
}

public String getUserName() {
return userName;
}

public void setUserName(String userName) {
this.userName = userName;
}

ClientView.java

package tcp.client;

import java.awt.FlowLayout;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.awt.event._WindowAdapter;
import java.awt.event._WindowEvent;
import javax.swing.JButton;

import javax.swing.JFrame;

import javax.swing.JlLabel;

import javax.swing.JOptionPane;
import javax.swing.JPanel;

import javax.swing.JPasswordField;
import javax.swing.JTextField;

public class ClientView extends JFrame implements ActionListener{
private JTextField txtUsername;
private JPasswordField txtPassword;
private JButton btnLogin;

public ClientView(){
super("TCP Login MVC™);

txtUsername = new JTextField(15);
txtPassword = new JPasswordField(15);
txtPassword.setEchoChar("*");
btnLogin = new JButton(‘'Login');

JPanel content = new JPanel();
content.setLayout(new FlowLayout());
content.add(new JLabel ("*Username:""));
content.add(txtUsername);
content.add(new JLabel ("*Password:""));
content.add(txtPassword);



content.add(btnLogin);

this.setContentPane(content);
this.pack();

this.addWindowListener(new WindowAdapter(){

public void windowClosing(WindowEvent e){
System._exit(0);
}

K
}

public void actionPerformed(ActionEvent e) {

}

public User getUser(){

User model = new User(txtUsername.getText(), txtPassword.getfext());
return model;

}

public void showMessage(String msg){
JOptionPane.showMessageDialog(this, msg);
}

public void addLoginListener(ActionListener log) {
btnLogin.addActionListener(log);
}

ClientControl.java

package tcp.client;

import java.awt.event._ActionEvent;
import java.awt.event.ActionListener;
import java.io.ObjectlnputStream;
import java.io.ObjectOutputStream;
import java.net.Socket;

public class ClientControl {
private ClientView view;
private String serverHost = "localhost";
private int serverPort = 8388;

public ClientControl(ClientView view){
this.view = view;
this.view.addLoginListener(new LoginListener());

}

class LoginListener implements ActionListener {
public void actionPerformed(ActionEvent e) {
try {
User user = view.getUser();
Socket mySocket = new Socket(serverHost, serverPort);
ObjectOutputStream oos =

new ObjectOutputStream(mySocket.getOutputStream());
oos.writeObject(user);



ObjectlnputStream ois =
new ObjectlnputStream(mySocket.getInputStream());
Object o = ois.readObject();
if(o instanceof String){
String result = (String)o;
if(result.equals('ok™))
view.showMessage(*'Login succesfully!™);
else view.showMessage(*'Invalid username and/or password!™);

mySocket.close();
} catch (Exception ex) {
view.showMessage(ex.getStackTrace() .toString());
}

ClientRun.java
package tcp.client;

public class ClientRun {
public static void main(String[] args) {
ClientView view = new ClientView();
ClientControl control = new ClientControl(view);
view.setVisible(true);

5.3.2 Cac lap phia server
ServerView.java

package tcp.server;

public class ServerView {
public ServerView(){

}

public void showMessage(String msg){
System.out.println(msg);
}

ServerControl.java

package tcp.server;

import java.io.lOException;

import java.io.ObjectlnputStream;
import java.io.ObjectOutputStream;
import java.net.ServerSocket;
import java.net.Socket;

import java.sqgl.Connection;

import java.sqgl.DriverManager;
import java.sqgl.ResultSet;

import java.sqgl.Statement;



import tcp.client.User;

public class ServerControl {
private ServerView view;
private Connection con;
private ServerSocket myServer;
private Socket clientSocket;
private int serverPort = 8388;

public ServerControl(ServerView view){
this.view = view;
getDBConnection('usermanagement', "root™, "12345678");
openServer(serverPort);
view.showMessage("'TCP server is running...");

while(true){
listenning();
}

}

private void getDBConnection(String dbName,
String username, String password){
String dbUrl = "jdbc:mysql://localhost:3306/" + dbName;
String dbClass = "com.mysqgl.jdbc.Driver™;

try {
Class.forName(dbClass);

con = DriverManager.getConnection (dbUrl, username, password);
}catch(Exception e) {
view.showMessage(e.getStackTrace() -toString());

}
}
private void openServer(int portNumber){
try {
myServer = new ServerSocket(portNumber);
}catch(10Exception e) {
view.showMessage(e.-toString());
}
}
private void listenning(){
try {

clientSocket = myServer.accept();
ObjectlnputStream ois =

new ObjectlnputStream(clientSocket.getlnputStream());
ObjectOutputStream oos =

new ObjectOutputStream(clientSocket.getOutputStream());

Object o = ois.readObject();
if(o instanceof User){
User user = (User)o;
if(checkUser(user)){
oos.writeObject('ok™);
}

else
oos.writeObject('false™);



}catch (Exception e) {
view.showMessage(e.-toString());
}

private boolean checkUser(User user) throws Exception {
String query = "Select * FROM users WHERE username =

+ user.getUserName()
+ " AND password ="" + user.getPassword() + """;

try {
Statement stmt = con.createStatement();

ResultSet rs = stmt.executeQuery(query);
it (rs.next()) {
return true;

}catch(Exception e) {
throw e;
}

return false;

ServerRun.java
package tcp.server;
public class ServerRun {
public static void main(String[] args) {

ServerView view = new ServerView();
ServerControl control = new ServerControl(view);

5.5 Két qud
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IV. LAP TRINH UNG DUNG MANG VOI UDPSOCKET
1. Giao thirc UDP va co ché truyén théng ciia UDP
<Tham khdoe gido trinh mang may tinh>
2. Mot s6 16p Java hd tro 1ap trinh véi UDPSocket
2.1. Lép DatagramPacket
Lép nay cho phép tao goi tin truyén thong véi giao thirc UDP. Lép ndy két thira truc tiép tir 16p
Object.
public final class DatagramPacket extends Object
Goi tin 1a di twong cua 16p ndy chira 4 thanh phin quan trong: Pia chi, dit liéu truyén that su,
kich thugc ciia goi tin va s6 hiéu cong chia trong goi tin.
2.1.1. Céu tir
Lép ndy c6 CAc Ciu tir tao goi tin giri va goi tin nhan khac nhau:
* Chu tir tao €01 tin nhan tir mang:
public DatagramPacket(byte[] inBuffer, int length)

Tham sé:

= inBuffer: B dém nhap, chira dir li€u ctia goi tin nhan

= length: kich ¢& cua dir liéu cta goi tin nhan, n6é thuong dugc xac dinh béng 1énh: length=

buffer.length.
Vi du tao goi tin nhan:
byte[] inBuff=new byte[512];//bé dém nhdp

DatagramPacket inData=new DatagramPacket(inBuf, inBuff.length);
* Céu tir tao gbi tinh guri:
public DatagramPacket(byte[] outBuffer , int length,

InetAddress destination, int port)

Tham sb:
= outBuffer: By dém xuit chua dir liéu cua goi tin giri

= length: kich ¢& dit liéu cia goi tin guri tinh theo sb byte va thuong bang outBuffer.length.



= destination: Pia chi noi nhan goi tin
] poﬂ:Sélﬁéucéng(ﬁch,noinhéngéiﬁn
Vi du:
String s=" Hello World!”;
//B5 dém xudt va gan di liédu cho bé dém xudt
byte[] outBuff=s._getBytes();
//Pia chi dich
InetAddress addrDest=InetAddress.getByName(“localhost™);
//S5 céng dich
int portDest=3456;
//Tao géi tin giri
DatagramPacket outData=new DatagramPacket(outBuff,
outBuff.length, addrDest, portDest);

2.1.2. Phuong thirc

= public InetAddress getAddress(): Phuong thirc nay tra vé d6i tuong InetAddress cia may
tram tir xa chtra trong goi tin nhan.
= public int getPort(): Tra vé sb hiéu cong ciia may tram tir xa chira trong géi tin,
= public byte[] getData( ): Tra vé dit liéu chta trong goi tin dudi dang mang byte.
= public int getLength(): Tra vé kich c¢& cua dit liéu chua trong goi tin tinh theo s6 byte.
Tuong ung voi 4 phuong thic getXXXX..(), 16p DatagramPacket c6 4 phuong thirc
setXXXX..() dé thiet lap 4 tham s6 cho goi tin guri.
2.2. Lép DatagramSocket
Lép DatagramSocket cho phép tao ra dbi tuong socket truyén thong véi giao thirc UDP. Socket
nay cho phép giri/nhdn goi tin DatagramPacket. L6p niy duoc khai béo ké thira tir 16p Object.
public class DatagramSocket extends Object
2.2.1. CAc cau tir (phwong thirc khdi tao)
= public DatagramSocket( ) throws SocketException:
Céu tir ndy cho phép tao ra socket voi sb cong nao dé(anonymous) va thudng duoc st dung phia
chuong trinh client. Néu tao socket khong thanh cdng, nd ném tra vé ngoai 16 SocketException.
Vidu:
try {

DatagramSocket client = new DatagramSocket( );

// send packets...



catch (SocketException ex) {
System_err_printin(ex);

}
= public DatagramSocket(int port) throws SocketException:
Céu tir ndy cho phép tao socket véi sb cong xac dinh va cho nhin goi tin truyén téi. Cau tir ndy
duoc st dung phia server trong mo hinh client/server. Vi du chuong trinh sau s& cho phép hién
thi cac Céng cuc b dé duoc st dung:
//UDPPortScanner . java
import java.net.*;
public class UDPPortScanner {
public static void main(String[] args) {
for (int port = 1024; port <= 65535; port++) {
try {
// the next line will fail and drop into the catch block if
// there is already a server running on port i

DatagramSocket server = new DatagramSocket(port);
server.close( );

}
catch (SocketException ex) {

System.out.printIn("'There is a server on port " + port + "_.");
} // end try
} // end for
}
}

2.2.2. Cac phuong thirc
= public void send(DatagramPacket dp) throws IOException:
Phuong thirc ndy cho phép giri goi tin UDP qua mang. Vi du chuong trinh sau nhan mot chudi tir
ban phim, tao goi tin guri va giri tdi server.
//UDPDiscardClient.java
import java.net.*;
import java.io.*;
public class UDPDiscardClient {
public final static int DEFAULT_PORT = 9;
public static void main(String[] args) {
String hostname;
int port = DEFAULT_PORT;
if (args.-length > 0) {
hostname = args[O0];



try {
port = Integer.parselnt(args[1]);
}
catch (Exception ex) {
// use default port

}
}
else {
hostname = *"localhost™;
}
try {
InetAddress server = InetAddress.getByName(hostname);

BufferedReader userlnput
= new BufferedReader(new InputStreamReader(System.in));
DatagramSocket theSocket = new DatagramSocket( );
while (true) {
String theLine = userlnput.readLine( );
ifT (theLine.equals('.")) break;
byte[] data = thelLine_getBytes( );
DatagramPacket theOutput
= new DatagramPacket(data, data.length, server, port);
theSocket.send(theOutput) ;
} // end while
} // end try
catch (UnknownHostException uhex) {
System._err._printin(uhex);
}
catch (SocketException sex) {
System_err._printin(sex);
}
catch (10Exception ioex) {
System._err._printIn(ioex);

}
} // end main

}

= public void receive(DatagramPacket dp) throws IOException:

Phuong thic nhan géi tin UDP qua mang. Vi du chuong trinh sau s& tao dbi tuong
DatagramSocket véi s6 cong xac dinh, nghe nhan goi dit liéu giri dén, hién thi ndi dung goi tin va
dia chi, sb cong ciia may tram giri goi tin.



//UDPDiscardServer . java
import java.net.*;
import java.io.*;
public class UDPDiscardServer {
public final static int DEFAULT_PORT = 9;
public final static int MAX_PACKET_SIZE = 65507;
public static void main(String[] args) {
int port = DEFAULT_PORT;
byte[] buffer = new byte[MAX_PACKET_SIZE];
try {
port = Integer.parselnt(args[0]);
}
catch (Exception ex) {
// use default port
}
try {
DatagramSocket server = new DatagramSocket(port);
DatagramPacket packet = new DatagramPacket(buffer, buffer.length);
while (true) {

try {
server .receive(packet);

String s = new String(packet.getData( ), 0, packet.getLength( ));
System.out.printin(packet.getAddress( ) + ™ at port "

+ packet_getPort( ) + " says " + s);
// reset the length for the next packet
packet.setlLength(buffer.length);

}
catch (10Exception ex) {

System_err._printin(ex);

}
} /7 end while

} // end try
catch (SocketException ex) {
System_err_printin(ex);

} // end catch
} // end main

}
= public void close( ): Phuong thirc dong socket.
Cac phuong thirc khac thé hién trong bang sau:



M@t s6 phwong thire ciia I6p DatagramSocket

void bind (SocketAddress addr)
Gin két DatagramSocket v6i dia chi va sé cong cu thé

void connect(lnetAddress address, int port)
Két ndi socket voi dia chi may tram tur xa

void connect(SocketAddress addr)
Két ndi socket vai dia chi socket tir xa.

void disconnect()
Huy bo két ndi
boolean isBound()

Tra vé trang thai két ndi cuia socket.

boolean isClosed ()
Kiém tra socket d4 dong hay chua

boolean isConnected()
Kiém tra trang thai két ndi

3. Ky thuit lap trinh truyén théng véi giao thicc UDP
Trong mo hinh client/server, & chuong trinh client va server cd thé truyén thong dugc voi nhau,
mbi phia phai thie hién mot sé thao tac co ban sau day(Hinh 2.3)

Application
new
» Datagramiocket

instance

new " DatagramPacket

instance dp

send (dp) i

>

Hinh 2.6. Qua trinh khai tao truyén théng UDPSocket
3.1. Phia server:
= Tao ddi tuong DatagramSocket voi s6 cong xac dinh dugc chi ra

= Khai b4o bo dém nhap /xuit inBuffer/outBuffer dang mang kiéu byte



= Khai béo goi tin nhan giri inData/outData 14 ddi twong DatagramPacket.
= Thyc hién nhan/gui goi tin véi phuong thie receive()/send()
=  Pong socket, giai phong cac tai nguyén khéc, két thic chwong trinh néu cin, khong quay
ve budc 3.
3.2. Phia client
= Tao ddi twong DatagramSocket v&i sb cong nao do
= Khai b4o bo dém xudt/nhdp outBuffer/inBuffer dang mang kiéu byte
= Khai b4o g6i tin giri/nhan outData/inData 1a d6i twong DatagramPacket.
»  Thuyc hién gtri /nhan goi tin véi phuong thirc send()/receive()
=  Pong socket, giai phong cac tai nguyén khéc, két thic chwong trinh néu can, khong quay
ve budc 3.
3.3. Mgt s6 Iwu y:
= Chuong trinh server phai chay trudc chuong trinh client va chuong trinh client phai giri
gdi tin dén server trude. DeE tur gbi tin nhan dugce phia server, server mai tdch dugc dia chi
va sb hiéu cong phia client , tir d6 méi tao goi tin guri cho client.
= Chuong trinh server ¢6 thé phuc vu nhi¢u may khach kiéu lip.
4. Mt sé chwong trinh vi du

4.1. Chwong trinh minh hog
//UDPEchoClient. java
import java.net.*;
import java.io.*;
public class UDPEchoClient {
public final static int DEFAULT_PORT = 7;
public static void main(String[] args) {
String hostname = "localhost™;
int port = DEFAULT_PORT;
if (args.-length > 0) {
hostname = args[O0];
}

try {
InetAddress 1a = InetAddress.getByName(hostname);

Thread sender = new SenderThread(ia, DEFAULT_PORT);
sender._start( );
Thread receiver = new ReceiverThread(sender.getSocket( ));
receiver._start( );

}

catch (UnknownHostException ex) {
System._err._printin(ex);



}
catch (SocketException ex) {
System_err_printin(ex);
}
} // end main

}

//UDPEchoServer . java
import java.net.*;
import java.io.*;
public class extends UDPServer {
public final static int DEFAULT_PORT = 7;
public UDPEchoServer( ) throws SocketException {
super(DEFAULT_PORT);
}
public void respond(DatagramPacket packet) {
try {
DatagramPacket outgoing = new DatagramPacket(packet.getData( ),

packet.getlLength( ), packet.getAddress( ), packet.getPort( ));
socket.send(outgoing);

}
catch (10Exception ex) {
System_err_printin(ex);
}
}
public static void main(String[] args) {
try {
UDPServer server = new UDPEchoServer( );
server._start( );
}
catch (SocketException ex) {
System_err._printin(ex);
}
}
}

V. LAP TRINH VOI THE GIAO TIEP MANG(NIC)

1. Giéi thi¢u vé thé giao tiép mang( network interface card-NIC)

Thé giao tiép mang 1a diém lién két gitra may tinh voi mang riéng hodc mang cdng cong. Giao
tiép mang néi chung 13 mot thé giao tiép mang(NIC) nhung né ciing ¢ thé khong phai giao tiép
vat ly. Ma thay vao dé giao tiép mang c6 thé dugc thuc hién trong dang phan mém. Vi du giao



tiép loopback(127.0.0.1 d6i véi IPv4 va ::1 dbi véi IPV6) khong phai 1a dang thiét bi vat Iy ma la
mot phan mém phong theo giao tiép mang vat ly. Giao tiép loopback noi chung duogc st dung
trong moi truong thir nghiém.
2. Lép NetworkInterface
Lép nay ding cho ca thé giao tiép vat Iy nhu Ethernet Card hodc thé giao tiép 40 ma duoc tao ra
tuong tu gidng nhu thé giao tiép vat 1y. Lép NetworkInterface cung cip cac phuong thire dé liét
ké tat ca cac dia chi cuc bd va tao ra dbi twong InetAddress tir chiing. Cac dbi tuong InetAddress
nay c6 thé duoc sir dung dé tao cac socket, server socket...
Déi twong NetworkInterface thé hién phan cing vt 1y hodc dia chi 4o va chiing khdng thé duoc
xay dung tuy y. Ciing tuong ty nhu 16p InetAdddress, n6 ciing c6 mot sé phuwong thirc co thudc
tinh static cho phép tra vé ddi tuong NetworkInterface gin két véi bd giao tiép mang cu thé. Sau
day chiing ta s& khao sat mot s6 phuong thirc quan trong cua 16p Networklnterface.
2.1. Cac phwong thirc static
e Phuong thirc getByName():
Cu phap:
public static NetworkInterface getByName(String name)
throws SocketException

Phuong thirc ndy tra vé d6i twong NetworkInterface bidu didn mot bd giao tiép mang voi tén cu
thé. Néu khong c6 tén do6 thi nd tra vé gia tri null. Néu cAc ting mang nén tang xay ra van dé,
phuong thirc tra vé ngoai 1é SocketException. Dang tén giao tiép mang phu thudc vao nén cu
thé. Vi hé diéu hanh Unix, tén cua giao tiép Ethernet c6 dang ethO, ethl,...Dia chi loopback cuc
bo co thé dat tén chiang han nhu "lo". i véi hé diéu hanh Windows, tén la cac chudi "CE31",
"ELX100" ma dwgc lay tir cc nha cung cdp va md hinh phan ctng trén phan ctng giao tiép
mang d6. Vi du doan chuong trinh sau thuc hién tim giao tiép mang Etthernet co s trén hé diéu
hanh Unix:

try {

NetworkInterface ni = Networklnterface.getByName("'eth0™);
if (ni == null) {

System._err._printIn("’'No such interface: eth0" );

}
catch (SocketException ex) {

System._err_printIn("’Could not list sockets." );



}
e Phuong thirc getBylnetAddress():
Cu phap:
public static NetworkInterface getBylnetAddress(InetAddress address)
throws SocketException
Phuong thirc ndy tra vé ddi tuong NeworkInterface biéu dién giao tiép mang dugc gin véi véi
mot dia chi IP cu thé, Néu khong cé giao tiép mang gan véi dia chi IP d6 trén may tram cuc bd
thi né tra vé& null. Khi xéy ra 10i nd ném tra vé ngoai 1¢ SocketException. vi du doan chuong
trinh sau minh hoa cach sir dung phwong thirc dé tim giao tiép mang d6i vai dia chi loopback cuc
bo:
try {

InetAddress local = InetAddress.getByName(*'127.0.0.1");

NetworkInterface ni = NetworklInterface.getByName(local);

if (ni == null) {

System_err._printIn("'That"s weird. No local loopback address.™);
}

}
catch (SocketException ex) {

System._err._printIn("’'Could not list sockets.™ );
}
catch (UnknownHostException ex) {
System._err._printin("'That"s weird. No local loopback address.™);
}
e Phuong thuc getNetworkiInterfaces( ):
Cu phap:
public static Enumeration getNetworkInterfaces( ) throws SocketException
Phuong thire ndy tra vé dbi tugng java.util. Enumeration 14 mot danh sach liét ké tat ca cac giao
tiép mang c6 trén may cuc bd. Chuong trinh vi du sau minh hoa cach sir dung phuong thirc dé
dua ra mot danh sach tit ca cac giao tiép mang trén may cuc bo:
//InterfacelLister.java
import java.net.*;
import java.util_*;
public class InterfaceLister {
public static void main(String[] args) throws Exception {
Enumeration interfaces = NetworklInterface.getNetworklnterfaces( );
while (interfaces.hasMoreElements( )) {
NetworkInterface ni = (Networklnterface) interfaces.nextElement(

System._out._printIn(ni);



}
2.2. Cac phwong thirc khdc:

e public Enumeration getlnetAddresses( ): Phuwong thirc ndy tra vé dbi tuong
java.util.Enumeration chia dbi tuong InetAddress d6i v6i mdi dia chi IP ma giao
tiép mang duoc véi nd. Ma mdi giao tiép mang don c6 thé gan vai cac dia chi IP khac nhau.
Vi du sau hién thi tat ca cac dia chi IP gén v6i giao di€n mang ethO:

NetworkInterface ethO = NetworklInterrface.getByName(*'eth0');

Enumeration addresses = ethO.getlnetAddresses( );

while (addresses.hasMoreElements( )) {
System.out.printIn(addresses.nextElement( ));

}
e public String getName( ): Phuong thirc ndy tra vé tén cua ddi twong NetworkInterface cu
thé,chénglmnlntheﬂﬂ)hoéclo.
e public String getDisplayName( ):
Phuong thtrc tra vé tén "than thién" hon cia mot giao tiép mang cu thé. Trong mang Unix, n6
tra vé chudi gidng nhu phuong thirc getName(), Trong mang Windows, no tra vé chudi tén "than
thién" nhu "Local Area Connection" hodc "Local Area Connection 2".
Ngoai ra trong l6p NetworkInterface con dinh nghia cac phuong thirc equals(), hashCode(),
toString().
3. Lap trinh véi giao tiép mang(NIC)
Lép NetworkInterface thé hién ca 2 kiéu giao dién vat Iy va giao tiép mém. L6p nay déy hitu ich
d6i vé6i céc hé thong multihome c6 nhiéu NIC. Véi I6p ndy, chuong trinh ¢6 thé chi ra NIC cho
InéthOatdéngrnangCuthé
Dé guri dir lidu, hé thong xac dinh giao tiép ndo s& dugc st dung. Nhung ciing 6 thé truy van hé
thdng ddi vai cac giao tiép phi hop va tim mot dia chi trén giao tiép mudn sir dung. Khi chuong
trinh tao ra mot socket va gan nd véi dia chi dé, hé thong s& sir dung giao tiép duoc gin két do.
Vidu:
NetworkInterface nif = Networklnterface.getByName(*'bge0');
Enumeration nifAddresses = nif._getlnetAddresses();
Socket soc = new java.net.Socket();

soc.bind(nifAddresses.nextElement());
soc.connect(new InetSocketAddress(address, port));

Ngudi sir dung ciing ¢6 thé sir dung NetworklInterface dé nhan biét giao tiép cuc bo ma mot nhom
multicast dugc ghép ndi, vi du:
NetworkInterface nif = NetworklInterface.getByName(''bge0™);

MulticastSocket() ms = new MulticastSocket();
ms.joinGroup(new InetSocketAddress(hostname, port) , nif);



3.1. Ldy cdc giao tiép mang , ,, ’
Lop NetworkInterface khdng c6 cau tir public. Do d6 khdng thé tao dugc doi tuong véi todn tir
new. Thay vao dé né c6 cac phuong thirc static(giéng InetAddress) cho phép lay dugc cac chi tiét
giao tiép tir hé thong: getBylnetAddress(), getByName() Va getNetworkInterfaces(). Hai
phuong thire dau tién duge sir dung khi ¢ sin dia chi IP hodc tén cua giao tiép mang cuc thé.
Phuong thirc thir 3, getNetworklInterfaces( ), tra vé mot danh sach day du cac giao tiép mang
trén may tinh.
Giao tiép mang ciing cd thé té chuc theo kiéu phan cip. Lép NetworkInterface sir dung 2 phuong
thirc getParent() va getSublnterface() dbi vé6i cau tric giao tiép mang phan cip. Néu giao tiép
mang la giao tiép con, getParent() tra vé gia tri none-null. Phuong thuc getSublnterfaces() sé& tra
V& tat ca cac giao tiép con cua giao tiép mang. Vi du sau day s& hién thi tén cua tat ca cac giao
tiép mang va giao tiép con(n néu no ton tai) trén mot may:
//ListNIFs._ java
!mport java.io.*;
import java.net.*;

import java.util_*;
import static java.lang.System.out;

public class ListNIFs
{
public static void main(String args[]) throws SocketException {
Enumeration<Networklnterface> nets =
NetworkInterface.getNetworklInterfaces();

for (NetworklInterface netlf : Collections.list(hets)) {
out.printf('Display name: %s\n", netlf._getDisplayName());
out.printf("'Name: %s\n", netlf_getName());
displaySublnterfaces(netif);
out.printf("’\n");

}

static void displaySublnterfaces(NetworklInterface netlf) throws
SocketException {
Enumeration<NetworklInterface> sublfs = netlf._getSublnterfaces();

for (Networklnterface sublf : Collections.list(sublfs)) {
out.printf(""\tSub Interface Display name: %s\n',
sublf_getDisplayName());
out.printf(""\tSub Interface Name: %s\n", sublf.getName());
}

}
3
Két qua chay trén may tinh ctia chldng tdi hién ra nhu sau:

Display name: bgeO

Name: bgeO
Sub Interface Display name: bge0:3
Sub Interface Name: bge0:3
Sub Interface Display name: bge0:2
Sub Interface Name: bge0:2
Sub Interface Display name: bge0O:1
Sub Interface Name: bge0O:1

Display name: 100



. Name: 100 .

3.2. Lay danh sdach dia chi giao ticp mang

Mot phan théng tin cuc ky hiru ich ma ngudi sir dung can liy duoc tir giao tiép mang 1a danh
sach dia chi IP ma dugc gin cho cac giao tiép mang. Ngudi sir dung c6 thé thu dwoc thong tin tir
mot thé hién NetworklInterface bing cach sir dung mot trong 2 phuong thirc sau: Phuong thic
getlnetAddresses() tra vé mot Enumeration cia cac dbi tuong InetAddress, con phuong thic
getInterfaceAddresses() tra vé mot danh sach cua céc thé hién java.net.InterfaceAddress. Phuong
thircc nay duoc sir dung khi nguoi sir dung can thdng tin nhidu hon vé dia chi giao tiép ngoai dia
chi IP cua nd. Vi duy, khi ban can thdng tin b sung vé mit na mang con va dia chi broardcast khi
dia chi 12 mot dia chi IPv4 va chiéu dai prefix mang trong dia chi IPv6. Vi du sau day hién thi
danh séch tat ca céc giao tiép mang va dia chi ciia ching trén mot may:

import java.io.*;

import java.net.*;

import java.util_*;

import static java.lang.System.out;

public class ListNets

{
public static void main(String args[]) throws SocketException {
Enumeration<NetworklInterface> nets =
NetworkInterface.getNetworklnterfaces();
for (Networklnterface netint : Collections.list(nets))
displaylnterfacelnformation(netint);

}

static void displaylnterfacelnformation(NetworklInterface netint)

throws SocketException {

out.printf("'Display name: %s\n", netint.getDisplayName());

out.printf("'Name: %s\n", netint.getName());

Enumeration<lnetAddress> inetAddresses =
netint.getlnetAddresses();

for (InetAddress inetAddress : Collections.list(inetAddresses))
{

out.printf("InetAddress: %s\n', iInetAddress);

}
out.printf('\n");

}
}

Két qua chay chuong trinh trén may tinh cta ching t6i nhu sau:
Display name: bgeO
Name: bgeO
InetAddress: /fe80:0:0:0:203:baff:fef2:e99d%2
InetAddress: /121.153.225.59
Display name: 100
Name: 100
InetAddress: /0:0:0:0:0:0:0:1%1
InetAddress: /127.0.0.1

3.3. Truy cdp cdc tham sé giao tiép mang



Nguoi sir dung ¢6 thé truy cap cac tham sé vé giao tiép mang ngoai tén va dia chi IP gan cho né.
Va chuong trinh cd thé phét hién giao tiép mang dang chay véi phuong thire isUp(). cac phuong
thirc sau chi thi kiéu giao tiép mang:

e isLoopback(): chi thi giao tiép mang 1a mot giao tiép loopback.

e isPointToPoint() chi thi néu giao tiép 1a giao tiép point-to-point.

e isVirrtual(): chi thi néu giao tiép Ia giao tiép ao(giao tiép mém).
Phuong thirc supportsMulticast() chi thi mot khi giao tiép mang hd tro multicast. Phwong thirc
getHardwareAddress() tra vé dia chi phan cing vat Iy cua giao tiép mang, dia chi MAC, khi n6
¢ kha nang. Phuong thirc getMTU() tra vé don vi truyén cuc dai(MTU) la kich c& géi tin lon
nhat. Vi du sau mé rong cua vi du trén bang cach thém cac tham sé mang bd sung:
//ListNetsEx. java
!mport java.io.*;
import java.net._*;

import java.util_*;
import static java.lang.System.out;

public class ListNetsEx
{
public static void main(String args|]) throws SocketException {
Enumeration<NetworklInterface> nets =
NetworkInterface.getNetworklInterfaces();
for (Networklnterface netint : Collections.list(nets))
displaylnterfacelnformation(netint);

}

static void displaylnterfaceinformation(Networklnterface netint) throws
SocketException {
out.printf("'Display name: %s\n", netint.getDisplayName());
out.printf("'Name: %s\n", netint.getName());
Enumeration<inetAddress> inetAddresses = netint.getlnetAddresses();

for (InetAddress inetAddress : Collections.list(inetAddresses)) {
out.printf("InetAddress: %s\n', iInetAddress);
}

out.printf("'Up? %s\n', netint.isUp(Q);
out.printf('Loopback? %s\n*, netint.isLoopback());
out.printf("'PointToPoint? %s\n", netint.isPointToPoint());
out.printf("'Supports multicast? %s\n', netint.supportsMulticast());
out.printf("Virtual? %s\n", netint.isVirtual());
out.printf("'Hardware address: %s\n',
Arrays.toString(netint.getHardwareAddress()));
out.printf(""MTU: %s\n", netint.getMTUQ);

out.printf("’\n");

}

Két qua chay chuong trinh trén may tinh cua ching t6i nhu sau:
Display name: bgeO
Name: bgeO
InetAddress: /1e80:0:0:0:203:baff:fef2:e99d%2



InetAddress: /129.156.225.59

Up? true

Loopback? false

PointToPoint? false

Supports multicast? false

Virtual? false

Hardware address: [0, 3, 4, 5, 6, 7]
MTU: 1500

Display name: 100
Name: 100
InetAddress: /0:0:0:0:0:0:0:1%1
InetAddress: /127.0.0.1
Up? true
Loopback? true
PointToPoint? false
Supports multicast? false
Virtual? false
Hardware address: null
MTU: 8232
4. Mt s6 chwong trinh vi du minh hoa sir dung 16p NetworkInterface va InetAddress
//InetExample. java
import java.util_Enumeration;
import java.net.*;
public class InetExample {
public static void main(String[] args) {
// Get the network interfaces and associated addresses for this host
try {

Enumeration<Networklnterface> interfacelList
NetworkInterface.getNetworklInterfaces();

if (interfaceList == null) {
System.out.printIn(’’--No interfaces found--"");
} else {
while (interfacelList.hasMoreElements()) {
NetworkInterface iface = interfaceList_nextElement();
System.out._printIn("Interface " + iface.getName() + ":");
Enumeration<lnetAddress> addrList = iface.getlnetAddresses();
iT (JaddrList._hasMoreElements()) {
System.out.printIn(C'\t(No addresses for this interface)");
}
while (addrList.hasMoreElements()) {
InetAddress address = addrList_nextElement();

System.out._print("'\tAddress " + ((address instanceof Inet4Address
II(V4)II



}

}
}

S

S

S

: (address instanceof Inet6Address ? "(v6)" : "(?)'"))));

System.out.printIn(’': " + address.getHostAddress());
}
catch (SocketException se) {
System.out.printIn("Error getting network interfaces:” +
e.getMessage());
}

// Get name(s)/address(es) of hosts given on command line

for (String host : args) {

try {

ystem_out._printinChost + ":");

InetAddress[] addressList = InetAddress.getAllByName(host);

for (InetAddress address : addressList) {

ystem_out._printin(C\t" + address.getHostName() + "/ +

address.getHostAddress());

S

}
}
}

}
} catch (UnknownHostException e) {

ystem_out._printIn(C"\tUnable to find address for " + host);

5. Case study: Login tir xa dung giao thirc UDP
5.1 Bai toéan

Bai toan

login tir xa dung giao thirc UDP dat ra nhu sau:
Co so dir liéu doc luu trir va quan Ii trén server UDP, trong d6 c6 bang users chua it
nhét hai cot: cot username va cot password.
Chuong trinh phia client UDP phai hién giao dién dd hoa, trong d6 c6 mot 6 text dé
nhap username, mot O text dé nhap password, va mét nat nhan Login.
Khi nat Login duoc click, chuwong trinh client s& gai théng tin dang nhap
(username/password) trén form giao dién, va giri sang server theo giao thiee UDP
Tai phia server, mi khi nhan duoc théng tin dang nhap giri tir client, né s& tién hanh
kiém tra trong co s dit liéu xem c6 tai khoan nao triing véi théng tin dang nhap nhin
duoc hay khong.



- Sau khi c6 két qua kiém tra (ding nhap dung, hoic sai), server UDP sé& guri két qua
nay vé cho client twong tng, theo dung giao thire UDP.

- O phia client, sau khi nhan dwoc két qua ding nhap (dang nhap dung, hoic sai) tir
server, nd s& hién thi théng bao tuong tmg voi két qua nhan dwoc: néu ding nhap
dung thi théng bao login thanh cdéng. Néu ding nhdp sai thi théng bao la
username/password khong dung.

- Yéu cau kién tric hé théng & ca hai phia client va server déu duoc thiét ké theo md
hinh MVVC

5.2 Kién tritc hé thong theo mé hinh MVC
Vi hé théng dugc thiét ké theo mé hinh client/server dung giao thirc UDP nén mdi phia client,
server s& c6 mot so do I6p riéng, cac so dd nay duoc thiét ké theo md hinh MVC.

5.2.1 So do 16p phia client

JFrame
A G e e g e I e L i
0 I
I i
I i
! I
ClientView CllentRun |
~twtUsername : JtextField +main ) .‘_&.

-txtPassword : JPassword Feld
-btnLogin | JButton

<<Interface>>
ActionListener

+getUser(}: User
+showhessage(Sting) @ void ."_'}.
+addLoginListener(ActionListener) : void

I
ClhentControl "D LoginListe ner
-sarverHost | String +actionPerformed| ActionEvent) : void
<<Entity Bean=>> -dlientPort : int
User —‘:':}-scrmrPort: int
-Ligername | String -myClient : DatagramSocket
-password : String -view : ClientView

: +Client Control{ ClientView)

| +ppenConnection() : void

v +sendData({User) : void
<<Interface>> +receiveData() : String
Serllizable +closeConnection() : void

Hinh 2.7: So d6 I6p phia client UDP
So d6 16p cua phia client dugc thiét ké theo md hinh MVC trong Hinh 2.7, bao gom 3 I6p chinh
tuong tmg Véi so @ M-V-C nhu sau:

- L&p User: 1a 16p tuong Gng vé6i thanh phan model (M), bao gom hai thugc tinh
username va password, cdc ham khai tao va cac cap getter/setter tuong rng véi cac
thudc tinh.

- Lép ClientView: Ia 16p tuwong tng véi thanh phan view (V), la 16p form nén phai ké
thira tir 16p JFrame ciia Java, n6 chira cac thude tinh 1a cac thanh phan d6 hoa bao gom
0 text nhap username, 6 text nhap password, nit nhat Login.



- Lép ClientControl: Ia 16p twong tng voi thanh phan control (C), né chita mot 1op noi
tai 1a LoginListener. Khi nat Login trén tang view bj click thi n6 s& chuyén tiép sy
kién xudng 16p noi tai nay dé xur Ii. Tat ca cac xu I déu goi tir trong phuong thirc
actionPerformed cua 16p ndi tai ndy, bao gdm: liy thdng tin trén form giao dién va giri
sang server theo giao thire UDP, nhan két qua ding nhap tir server vé va yéu cau form
giao dién hién thi. Piéu ndy dam bao nguyén tic control diéu khién céc phan con lai
trong hé théng, ding theo nguyén tic caa md hinh MVC.

5.2.2 So do 16p phia server

ServerView ServerRun
+showhMessage(String) : void +main{
ServerControl
{}-scr=,-:--F‘f:-rt: int

myServer | DatagramSocket

con : Connection

- “view : Serveniew

-username : String -receivePacket | DatagramPacket

-pagsword | String 7 =
| +ServerControl| Serveri/iew)

: +etDBConnection(String, parameter, parameter2) : void
+openserverint) | void

<<Entity Bean>>
User

= 'i?f Hlistenning() : void
=1 ¥ H
S:tﬁr afr sreceiveData() : User
b - - +sendData(String) : void

Hinh 2.8: So d6 I6p phia server UDP
So d6 16p cua phia server duoc thiét ké theo md hinh MVC trong Hinh 2.8, bao gém 3 Iép chinh
tuong tmg Véi so @6 M-V-C nhu sau:

- Lép User: Ia 16p thyc thé, dung chung théng nhét vai I6p phia bén client.

- Lép ServerView: 1a 16p tuwong tng vai thanh phan view (V), Ia 1op ding hién thi cac
thong bao va trang thai hoat dong bén server UDP.

- Lép ServerControl: 1a 16p tuong tng v6i thanh phan control (C), né dam nhiém vai
trd xu Ii cua server UDP, bao gom: nhan théng tin ding nhap tir phia cac client, kiém
tra trong co so dit liéu xem céc thng tin ndy dung hay sai, sau do gui két qua ding
nhap vé cho client tuong tng.

5.2.3 Tudn tw cdc bwéc thue hién
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Hinh 2.9: Tuan tu cac budc thuc hién theo giao thire UDP

Tuan tu cac bude xir If nhu sau (Hinh 2.9):

1. O phia client, nguoi ding nhap username/password va click vao giao dién cua l6p

ClientView

2. Lop ClientView s& dong goi thong tin username/password trén form vao mot dbi
tuong model User bing phuong thirc getUser() va chuyén xudng cho lép

ClientControl xu li

3. Ldp ClientControl gui thong tin chua trong dbi twong User nay sang phia server

dé kiém tra dang nhap

4. Bén phia server, khi nhan duoc thong tin dang nhap trong ddi twong User, no s&
goi phuong thire checkLogin() dé kém tra thdng tin dang nhap trong co sé dit liéu.

5. Két qua kiém tra s& duoc tra vé cho Isp ClientControl

6. O phia client, khi nhian duoc két qua kiém tra dang nhap, 16p ClientControl s&

chuyén cho 16p LoginView hién thi bang phwong thirc showMessage()

7. Lp LoginView hién thi két qua dang nhap 1én cho nguoi ding

5.3 Cai dat
5.3.1 C&c lép phia client
User.java

package udp.client;
import java.io.Serializable;

public class User implements Serializable{
private String userName;
private String password;

public User(){
}



public User(String username, String password){
this.userName = username;
this.password = password;

}

public String getPassword() {
return password;
}

public void setPassword(String password) {
this.password = password;
}

public String getUserName() {
return userName;
}

public void setUserName(String userName) {
this.userName = userName;
}

ClientView.java

package udp.client;

import java.awt.FlowLayout;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.awt.event._WindowAdapter;
import java.awt.event._WindowEvent;
import javax.swing.JButton;

import javax.swing.JFrame;

import javax.swing.JlLabel;

import javax.swing.JOptionPane;
import javax.swing.JPanel;

import javax.swing.JPasswordField;
import javax.swing.JTextField;

public class ClientView extends JFrame implements ActionListener{
private JTextField txtUsername;
private JPasswordField txtPassword;
private JButton btnLogin;

public ClientView(){
super(*'UDP Login MVC™);

txtUsername = new JTextField(15);
txtPassword = new JPasswordField(15);
txtPassword.setEchoChar("*");
btnLogin = new JButton(‘'Login');

JPanel content = new JPanel();
content.setLayout(new FlowLayout());
content.add(new JLabel ("'Username:""));
content.add(txtUsername);
content.add(new JLabel ("*Password:""));
content.add(txtPassword);



content.add(btnLogin);

this.setContentPane(content);
this.pack();

this.addWindowListener(new WindowAdapter(){
public void windowClosing(WindowEvent e){
System._exit(0);

}
D
}
public void actionPerformed(ActionEvent e) {
}

public User getUser(){
User model = new User(txtUsername.getText(), txtPassword.getfext());
return model;

}

public void showMessage(String msg){
JOptionPane.showMessageDialog(this, msg);
}

public void addLoginListener(ActionListener log) {
btnLogin.addActionListener(log);

}

ClientControl.java

package udp.client;

import java.awt.event._ActionEvent;
import java.awt.event.ActionListener;
import java.io.ByteArraylnputStream;
import java.io.ByteArrayOutputStream;
import java.io.ObjectlnputStream;
import java.io.ObjectOutputStream;
import java.net.DatagramPacket;
import java.net.DatagramSocket;
import java.net.InetAddress;

public class ClientControl {
private ClientView view;
private int serverPort = 5555;
private int clientPort = 6666;
private String serverHost = "localhost";
private DatagramSocket myClient;

public ClientControl(ClientView view){
this.view = view;
this.view.addLoginListener(new LoginListener());

}

class LoginListener implements ActionListener {
public void actionPerformed(ActionEvent e) {
openConnection();



User user = view.getUser();
sendData(user);

String result = receiveData();
if(result.equals('ok™))
view.showMessage(*'Login succesfully!™);
else
view.showMessage("'Invalid username and/or password!™);

closeConnection();

private void openConnection(){
try {
myClient = new DatagramSocket(clientPort);
} catch (Exception ex) {
view.showMessage(ex.getStackTrace() -toString());
}

}

private void closeConnection(){
try {
myClient.close();
} catch (Exception ex) {
view.showMessage(ex.getStackTrace() - toString());
}

}

private void sendData(User user){
try {
ByteArrayOutputStream baos = new ByteArrayOutputStream();
ObjectOutputStream oos = new ObjectOutputStream(baos);
oos.writeObject(user);
oos.flush();

InetAddress IPAddress = InetAddress.getByName(serverHost);

byte[] sendData = baos.toByteArray();

DatagramPacket sendPacket = new DatagramPacket(sendData,
sendData. length, IPAddress, serverPort);

myClient.send(sendPacket);

} catch (Exception ex) {
view.showMessage(ex.getStackTrace() -toString());

}
}
private String receiveData(){
String result = "";
try {

byte[] receiveData = new byte[1024];
DatagramPacket receivePacket =

new DatagramPacket(receiveData, receiveData.length);
myClient.receive(receivePacket);

ByteArraylnputStream bais =



new ByteArraylnputStream(receiveData);
ObjectlnputStream ois = new ObjectlnputStream(bais);
result = (String)ois.readObject();
} catch (Exception ex) {
view.showMessage(ex.-getStackTrace() -toString());
}

return result;

ClientRun.java

package udp.client;

public class ClientRun {
public static void main(String[] args) {
ClientView view = new ClientView();
ClientControl control = new ClientControl(view);
view.setVisible(true);

5.3.2 Cac lép phia server
ServerView.java

package udp.server;

public class ServerView {
public ServerView(){

}

public void showMessage(String msg){
System.out.printin(msg);
}

ServerControl.java

package udp.server;

import java.io.ByteArraylnputStream;
import java.io.ByteArrayOutputStream;
import java.io.lOException;

import java.io.ObjectlnputStream;
import java.io.ObjectOutputStream;
import java.net.DatagramPacket;
import java.net.DatagramSocket;
import java.net.InetAddress;

import java.sqgl.Connection;

import java.sqgl.DriverManager;
import java.sql.ResultSet;

import java.sqgl.Statement;

import udp.client.User;

public class ServerControl {



private ServerView view;

private Connection con;

private DatagramSocket myServer;

private int serverPort = 5555;

private DatagramPacket receivePacket = null;

public ServerControl(ServerView view){
this.view = view;
getDBConnection('usermanagement’, "root", "12345678");
openServer(serverPort);
view.showMessage("'UDP server is running...");

while(true){
listenning();
}

}

private void getDBConnection(String dbName,

String username, String password){
"jdbc:mysql://1ocalhost:3306/*" + dbName;
"com.mysql . jdbc.Driver™;

String dburl
String dbClass

try {
Class.forName(dbClass);

con = DriverManager.getConnection (dbUrl, username, password);
}catch(Exception e) {
view.showMessage(e.getStackTrace() -toString());

}

}
private void openServer(int portNumber){
try {
myServer = new DatagramSocket(portNumber);
}catch(10Exception e) {
view.showlMessage(e.-toString());
}
}

private void listenning(){
User user = receiveData();

String result = "false";

if(checkUser(user)){
result = "ok";

}

sendData(result);

}

private void sendData(String result){
try {
ByteArrayOutputStream baos = new ByteArrayOutputStream();
ObjectOutputStream oos = new ObjectOutputStream(baos);
oos.writeObject(result);
oos.flush();

InetAddress IPAddress = receivePacket.getAddress();



int clientPort = receivePacket.getPort();

byte[] sendData = baos.toByteArray();

DatagramPacket sendPacket = new DatagramPacket(sendData,
sendData. length, IPAddress, clientPort);

myServer .send(sendPacket) ;

} catch (Exception ex) {
view.showMessage(ex.-getStackTrace() -toString());
}

}

private User receiveData(){
User user = null;
try {
byte[] receiveData = new byte[1024];
receivePacket =
new DatagramPacket(receiveData, receiveData.length);
myServer.receive(receivePacket);

ByteArraylnputStream bais =

new ByteArraylnputStream(receiveData);
ObjectlnputStream ois = new ObjectlnputStream(bais);
user = (User)ois.readObject();

} catch (Exception ex) {
view.showMessage(ex.getStackTrace() .toString());
}

}

return user;

private boolean checkUser(User user) {
String query = "Select * FROM users WHERE username =
+ user.getUserName()
+ ™" AND password =""" + user.getPassword() + """;

try {
Statement stmt = con.createStatement();

ResultSet rs = stmt.executeQuery(query);

it (rs.next()) {

return true;

}catch(Exception e) {
view.showMessage(e.getStackTrace() -toString());
}

return false;

ServerRun.java

package udp.server;

public class ServerRun {

public static void main(String[] args) {
ServerView view = new ServerView();
ServerControl control = new ServerControl(view);



5.5 Két qud

Username: || Password: | Login

Login thanh cong:

Message M

(I} Login succesfully!

OK |

Login 15i:
Message ﬂ

.'f:q-"-
'x_U Invalid username and/or password!

OK 1

VI. LAP TRINH TRUYEN THONG MULTICAST

1. Giéi thi¢u truyén théng multicast va Iép MulticastSocket
Trong truyén théng multicast cho phép truyén géi tin t&i mot nhém client nho sir dyung dia chi
multicast cua lép D tir dia chi 224.0.0.0 dén 239.255.255.255. Truyén théng multicast c6 nhiéu
g dung trong thuc té nhu:

e Videoconferencing

e Usenet news

e Computer configuration
Cac dia chi multicast:

e 224.0.0.1: TAt ca cac hé théng O trén mang con cuc bd

e 224.0.0.2 : Tt ca cac router tren mang con cuc bd.

e 224.0.0.11: CAc téc tir di dong( agent) trén mang con cuc bd

o 224.0.1.1: Giao thirc dinh thoi mang

e 224.0.1.20: Thir nghiém ma khdéng cho vuot ra khéi mang con cuc bd



o 224.2.X.X (Multicast Backbone on the Internet (MBONE)): Pugc st dung cho audio va
video quang ba trén mang Internet .
Java hd tro 16p MulticastSocket cho phép tao ra socket thyc hién truyén thong kiéu nay. Lép
MulticastSocket duogc ké thir tir I6p DatagramSocket
public class MulticastSocket extends DatagramSocket
MuticastSocket [a mot DatagramSocket ma thém kha niang ghép nbi gop nhém cac may tram
multicast trén mang Internet. Mot nhém multicast dugc chi ra boi dia chi 16p D va mét dia chi
cong UDP chuan. Lép MulticastSocket duoc sir dung phia bén nhan. Cac céu tir va phuong thic
cua lop MulticastSocket duoc trinh bay tém tat trong bang sau:

Céu tir 16p MulticastSocket

MulticastSocket()
Tao socket muticast

MulticastSocket(int port)
Tao socket muticast va gan vai socket d6 mot dia chi cong cu thé.

MulticastSocket(SocketAddress bindaddr)
Tao socket muticast va gan voi socket @6 mot dia chi socket cu thé.

Cac phuwong thire cua lop MulticastSocket
InetAddress getlnterface()
Lay dia chi giao tiép mang dugc sir dung cho cac goi tin multicast
boolean getlLoopbackMode()
Lay chudi thiét dat doi local loopback ctia goi tin multicast
NetworklInterface lgetNetworklnterface()
Lay tap giao tiép mang multicast
int getTimeToLive()
L4y tham so time to live mdc dinh cta cac goi tin multicast guri ra
socket
byte getTTL()
Lay tham s0 time- to -live
void joinGroup(InetAddress mcastaddr)
Ghép nhém multicast
void joinGroup(SocketAddress mcastaddr,
NetworklInterface netlf)
Ghép nhom multicast cu thé tai giao ti€p mang cu thé
void leaveGroup(lnetAddress mcastaddr)
Loai bé mot nhom multicast
void leaveGroup(SocketAddress mcastaddr,
NetworklInterface netlf)
Loai bo mdt nhdém multicast trén giao tiep mang cuc by duogc chi
ra.



void send(DatagramPacket p, byte ttl)
Gri goi tin
void setinterface(lnetAddress inf)
bt giao tiep mang multicast dugc sir dung bdi phuong thirc ma
hanh vi ctia n6 bi anh hudng bai gia tri ciia gao ti€p mang.
void setLoopbackMode(boolean disiao tiép mangable)
Cho phép hodc lam mat hiéu lyc vong phan hoi cuc b cua lugce
d6 dir liéu multicast
void setNetworklInterface(NetworklInterface netlf)
Chi ra giao ticp mang de gui cac lugc do dir licu multicast qua
void setTimeToLive(int ttl)
Thiét dat tham s6 TTL méc dinh cho cac goi tin multicast giri trén
MulticastSocket nham muc dich diéu khién pham vi multicast.
void setTTL(byte ttl)
Thiét dat tham s6 TTL

Dé tao ra két ndi mot nhom multicast, dau tién phai tao ra dbi teong MulticastSocket vai mot dia
chi céng xéac dinh bang cach goi phuong thirc jointGroup() cia l6p MulticastSocket. Vi du:

// Két né6i mét nhém multicast va ¢iri 1oi chao téi nhdm ...
String msg = "Hello™;
InetAddress group = InetAddress.getByName(''228.5.6.7"");
MulticastSocket s new MulticastSocket(6789);
s.-joinGroup(group);
DatagramPacket hi = new DatagramPacket(msg.getBytes(), msg.length(),
group, 6789);

s.send(hi);

// Nhén dép tung cua chiing

byte[] buf = new byte[1000];

DatagramPacket recv = new DatagramPacket(buf, buf.length);
s.receive(recv);

// OK, 1™m done talking - leave the group...

s.leaveGroup(group);
Khi giri théng diép toi group, tit ca cac may tram phia nhan 1a cac thanh vién cia nhém s& nhan
duogc goi tin, dé loai bo nhém, phuong thire leaveGroup() s& dugc goi.

2. Mot s6 vi du giri/nhén dir liéu multicast
2.1. Vi du giri dii ligu multicast

import java.net.*;

// Which port should we send to

int port = 5000;

// Which address

String group = ""225.4.5.6"";

// Which ttl



int ttl = 1;

// Create the socket but we don"t bind it as we are only going to send data

MulticastSocket s = new MulticastSocket();

// Note that we don"t have to join the multicast group if we are only

// sending data and not receiving

// Fill the buffer with some data

byte buf[] = byte[10];

for (int 1=0; i<buf.length; i++) buf[i] = (byte)i;

// Create a DatagramPacket

DatagramPacket pack = new DatagramPacket(buf, buf.length,

InetAddress.getByName(group), port);

// Do a send. Note that send takes a byte for the ttl and not an int.

s.send(pack, (byte)ttl);

// And when we have finished sending data close the socket

s.close();

2.2. Vi du nhdn di¥ liéu multicast

import java.net.*;

// Which port should we listen to

int port = 5000;

// Which address

String group = "225.4.5.6"";

// Create the socket and bind it toc port "port-.

MulticastSocket s = new MulticastSocket(port);

// join the multicast group

s.joinGroup(InetAddress.getByName(group));

// Now the socket is set up and we are ready to receive packets

// Create a DatagramPacket and do a receive

byte buf[] = byte[1024];

DatagramPacket pack = new DatagramPacket(buf, buf.length);

s.receive(pack);

// Finally, let us do something useful with the data we just received,

// like print it on stdout :-)

System.out.printIn("’'Received data from: " + pack.getAddress()-toString() +
" + pack.getPort() + ' with length: ™ +
pack.getLength(Q));

System.out.write(pack.getData(),0,pack.getLength());

System.out.printin();

// And when we have finished receiving data leave the multicast group and

// close the socket

s.leaveGroup(InetAddress.getByName(group));

s.close();

2.3. Mgt 6 vi du khdc
//MulticastJoin.java
import java.net.*;
import java.io.*;
public class MulticastJoin {
public static void main(String [ ] args){

try {
MulticastSocket mSocket = new MulticastSocket(4001);



InetAddress mAddr = InetAddress.getByName(''224.0.0.1");
mSocket. joinGroup(mAddr) ;

byte [ ] buffer = new byte[512];

while (true) {

DatagramPacket dp = new DatagramPacket(buffer,
buffer.length);

mSocket.receive(dp);

String str = new String(dp.getData(), 8859 _1");
System.out._printin(str);

}//end of while

}//end of try

catch (SocketException se){

System.out.printIn(’’'Socket Exception - " + se); }
catch (10Exception e) { System.out.println(*'Exception : " + e); }
}//end of main

}// end of class definition

//MulticastListener.java

import java.net.*;

import java.io.*;

public class MulticastListener {

public static void main( String [ ]| args) {

InetAddress mAddr=null;

MulticastSocket mSocket=nuli;

final int PORT_NUM= 4001;

try {

mAddr = InetAddress.getByName(“'audionews.mcast.net™);
mSocket = new MulticastSocket(PORT NUM);

String hostname = InetAddress.getLocalHost().getHostName();
byte [ ] buffer = new byte[8192];
mSocket. joinGroup(mAddr) ;
System.out._printin(’'Listening from
mAddr .getHostName()):

while (true){

DatagramPacket dp = new DatagramPacket(buffer, buffer.length);
mSocket.receive(dp);

String str = new String(dp.getData(), ''8859_1");
System.out._printin(str);

}//end of while

+ hostname + " at " +

¥

catch (SocketException se) {
System.out.printIn(’'Socket Exception : ' + se);
¥

catch (10Exception e) {
System.out.printIn("’Exception : ™ + e);

¥

finally {

it (mSocket = null){

try {

mSocket. leaveGroup(mAddr) ;



mSocket.close();

}

catch (10Exception e){ }
}//end of if

}//end of finally

}//end of main

}

VII. KET LUAN

Trong chuong nay chidng ta d& nghién ctru cic ky thuat lap trinh mang co ban st dung socket:
TCP Socket, UDP Socket. Sau d6 chung ta d@ nghién ctru céch lap trinh véi dia chi mang, vaoi
giao tiép mang va ky thuat lap trinh truyén théng multicacst. Trong chwong tiép theo ching ta s&
mé& rong Kién thuc trong chuong nay dé phat trién cac chuong trinh server phuc vu dong thoi
nhiéu chuong trinh may khac ciing nhu tuan tu.



CHUONG Il
KY THUAT XAY DUNG UNG DUNG MANG PHIiA SERVER
I. GIOI THIEU VE CAC KIEU SERVER

Trong mo hinh client/server, chuong trinh server dong vai trd phuc vu yéu cu giri téi tir chuong
trinh client. Chuong trinh server ¢ thé phuc vu mét hodc nhiéu client dong thoi hodc phuc vu
kiéu lap.
Server ¢6 thé phan thanh cac loai sau:

e Server chay ché d6 dong thoi hudng khong két ni(TCP)

e Server chay ché d6 lip huéng khong két ndi(TCP)

e Server chay ché d6 dong thoi hudng khong két néi(UDP)

e Server chay ché d6 lip huéng khong két nbi(UDP)
va su phan loai ndy duoc thé hién nhu hinh 3.

Huong két noi Hudng khong
(TCP) két nbi(UDP)
A 4 A 4 A 4 A 4
Kiéu dong Kiéu Iap Kiéu dong Kiéu I3p
thoi (Tuan tu) thoi (Tuan tu)

Hinh 3.1. C4c kiéu server

Trong cac kiéu server nay, kiéu server dong thoi huéng két ndi va server kiéu lap hudng khong
két ndi duoc sir dung phd bién. Chinh vi vay ching ta chi tap trung vao xét 2 kiéu server nay.

1. Server chay ché d¢ dong thoi hwéng két ndi

Day 4 loai server chudn, st dung giao thuc truyén théng TCP. Server nay cé thé phuc vu nhiéu
client dong thoi. Két ndi duogc thiét lap gira server voi mdi client va két ndi dugc duy tri hoat
dong cho dén khi toan bo ludng duogc xir Iy, cudi cung két ndi duoc két thic. Server hudng két
ndi dong thoi khdng thé chi sir dung mot cong da biét boi mdi két ndi cin mot dia chi cong va co
nhiéu két ndi s& dugc thiét lap tai cing thoi diém. Chinh vi vay server phai sir dung nhiéu cong
va n6 chi sir dung mot cong biét rd trude. Khi khoi tao, server s& thyc hién mé thu dong tai cong
biét rd do va dit ¢ trang thai nghe tin hiéu dén két néi tir client. M&i khi c6 mot client thiét lap két
ndi vai server qua cong do, server s& sinh ra cac server con véi mot so cong khac dé phuc vu



client d6. Con server chinh s& tiép tuc dit ¢ trang thai nghe tin hiéu két ndi khac.Server ciing c6
thé sir dung bd dém cho mdi két nbi. Cac segment truyén tir client t6i s& duoc cat vao bo dém phi
hop va sé duoc phuc vu déng thoi boi server. M6 hinh hoat dong cua server nay dugc thé hién
nhu hinh 3.2.

Client Parrent
Port SETVEr  child  child  child

server server server

TCP \ Well-known
\ Port

" ; Client

Port

TCP

Client
TCP

Por

TCP

Hinh 3.2. M6 hinh server phyc vuc dong thoi huéng két nbi

2. Server chay ché d¢ lip huwéng khong két ndi

Server kiéu lap huéng khong két ndi thuong st dung giao thirc UDP. Trong kiéu server nay, tai
mdi thoi diém n6 chi xir Iy mot yéu cau. Server liy yéu cau tir UDP, xir Iy yéu cau va tra dép tmg
vé cho UDP dé guri Vvé client. Khi cac client guri goi tin dén s& duoc chua trong hang doi dé cho
phuc vu. Céc g6i tin ndy c6 thé di téi tir mot client hodc nhiéu client va server s& thuc hién sir ly
tuan tu timg yéu cau theo trat tu trong hang doi. M6 hinh hoat dong cua server nay duoc thé hién
nhu hinh 3.3.

Il. XAY DUNG CHUONG TRINH SERVER PHUC VU NHIEU CLIENT HUONG KET
NOI

1. Giéi thiu

Dé cai dat chuong trinh server TCP phuc vu nhiéu client dong thoi, trong lap trinh mang c6 2 ky
thuat phd bién:



. Xay dung chuong trinh da tién trinh: Trong chuong trinh nay tién trinh cha s& sinh ra tién
trinh con mdi khi c6 mot client giri yéu cau téi server. Nhuoc diém cta ky thuat 1ap trinh nay la
khéng tan dung hiéu qua CPU. Vi khi chuong trinh chay, n6 phai st dung co ché ngat dé
chuyén tir tién trinh nay sang tién trinh khéc, nén CPU s& ranh rdi trong qu4 trinh nay.

Client

Port
'TI server

~ -~
-~
UDP T1~~-
R - Well-known
- ~
Client S~ o Part
-~
Port TS~
-~ ~ s
T b ‘LI
- uUubDP
UDP A
- -
-
Client _--"
- -
Port _.--"
-
- - -

o

Hinh
3.3. M@ hinh server kiéu lap huéng khong két ndi
trong qué trinh chuyén tién trinh d6. K§ thuat nay duoc st dung phd bién trong cac ngén ngit
lap trinh C/C**(Linux, Unix), VC™...
= Xay dung chuong trinh da ludng(da tiéu trinh): Chuong trinh server kiéu nay s& sinh ra
mot ludng méi mdi khi co mot client giri yéu cau téi doi phuc vu. Kiéu chuong trinh nay
khi chay tan dung hiéu qua CPU vi chuong trinh khdng c6 viéc chuyén tir tién trinh nay
sang tién trinh khac. K thuat lap trinh ndy duoc cac ngdn ngit 1ap trinh phé bién hién nay
hd trg manh mé nhu VC™, Java, .NET...Sau day chiing ta s& luét qua ki thuat lap trinh da
ludng trong java va st dung dé xay dung chuong trinh server dap tmg nhiéu két ni dong
thoi véi giao thire truyén thong TCP.
2. Ky thuit lap trinh da ludng trong Java(MultiThread)
Mot luéng 1a mot thudce tinh duy nhét cua Java. N6 1a don vi nho nhét cua doan md c6 thé thi
hanh duwogc ma thyuc hién mot cong viée riéng biét. Ngon nglt Java va may ao Java ca hai la cac
hé théng dwoc phan ludng. Java ho tro da ludng, ma ¢ kha nang 1am viéc véi nhiéu ludng. Mot
g dung c6 thé bao ham nhiéu ludng. Mdi ludng duoc ding ky mot cong viée riéng biét, ma
chiing duoc thyc thi dong thoi voi cac ludng khéc.
Da ludng gitt thoi gian nhan rdi cia hé théng thanh nho nhat. Diéu nay cho phép ban viét cac
chwong trinh ¢6 hiéu qua cao voi sy tan dung CPU 14 téi da. M&i phan ctia chuong trinh dugc



goi mot luéng, moi lué)ng dinh nghia mot dudng dan khac nhau cia su thuc hién. Pay 1a mot thiét
ké chuyén dung cua sy da nhiém.
Trong sy da nhiém, nhiéu chwong trinh chay dong thoi, méi chuong trinh ¢é it nhit mot ludng
trong no(ludng chinh). Mot vi xir 1y thuc thi tat ca cac chwong trinh. Cho du nd ¢ thé xuit hién
ma cac chuong trinh da duogc thyc thi dong thoi, trén thuc t& bo vi xir 1y nhay qua lai giita cac
ludng.
Cau tric ciia mot chuong trinh da ludng gom mot ludng chinh(main) va céc ludng con. Ludng
chinh duogc khoi tao ngay khi chuong trinh chay va né cé dic diém:

= L& ludng sinh ra céc ludng con

= LA ludng két thic sau cung.
MGi ludng trong chwong trinh Java dugc ding ky cho mot quyén uu tién. May 4o Java khong
bao gi¢ thay d6i quyén uu tién cta ludng. Quyén wu tién van con 1a hing sb cho dén khi ludng bi
ngit.

Mbi ludng c6 mot gia tri uu tién nim trong khoang cua Thread. MIN_ PRIORITY (Gié tri 1), va
Thread. MAX_PRIORITY(gié tri 10). Mdi ludng phu thudc vao mot nhoém ludng, va mdi nhoém
ludng c6 quyén wu tién ctia chinh n6. Mdi ludng mic dinh c6 mirc d6 uu tién bang 5. Mdi ludng
méi thira ké quyén uu tién cua ludng ma tao ra nd.

Dé hd tro lap trinh da ludng, java c6 giao dién Runnable va I6p Thread, ThreadGroup thudc goi
java.lang(gdi mac dinh)). Cac phuong thirc cua lop Thread nhu bang sau:

Phuong thure Mo ta

Enumerate(Thread t) Sao chép tit ca cac luong hién hanh vao mang dugc chi
dinh tir nhém cua cac ludng, va cac nhém con cia no.

getName() Tra vé tén cua luong

isAlive() Kiém tra mot ludng ¢ con ton tai (song)

getPriority() Tra vé quyén uu tién ctia luong

setName(String name) Dit tén cua ludng 12 tén ma ludng duoc truyén nhu 1a mot
tham sb

join() Doi cho dén khi ludng két thac

resume() Chay lai mot ludng

sleep() Tam dig mot ludng sau khoang thoi gian nao d6

start() Kha1i tao mot luéng, thuc chat 1& goi thi hanh phuong thirc run

run() Diém vao cua mot ludng(tuong tu phuwong thirc main())

M®i ludng con trong chuong trinh java ¢ diém vao 1a phuwong thire run() 1a phuong thire cia giao
dién Runnable hoac l6p Thread.

public void run()

{ 14 \

IIKhoi lénh cua luong

}
Chu ky sdng cua ludng duoc thé hién nhu hinh 3.4.



Dé tao mot ludng mai:
Dé tao ludng méi c6 2 cach khai bao:
= Céch 1: Khai bao mot I6p ké thira 16p Thread, tir d6 cai dat ma lénh thuce thi cia ludng
vao phuong thirc run() bang céch khai bao nap chong phuong thirc run.
Vidu:
Viét chuong trinh sinh ra 10 ludng, mdi ludng in ra sb thir ty cua ludng.
/[TestThread.java
class NewThread extends Thread
{
private int count;
//Khai bao cau tu
NewThread(int count)
{
super();
this.count=count;
start();
}

public void run()

{

System.out.printin("Luong thu:"+count);
1

class TestThread{

public static void main(String[] args)

{

int i=0;

while(i<10)

{

new NewThread(i);

i++;
}

1



sleep()

» Blocked
suspend()
new Thread
wait()
start() resume()
»| Runnable
notify()
stop()
Dead [«

Hinh 3.4. Chu ky song cua luong(thread)

= Céch 2: Khai bao I6p thuc thi giao dién Runnable. Lép ndy cho phép tao ra dbi twong
Thread va cai dit phan than cho phuong thire run() cia giao dién. Vi du viét lai chuong
trinh trén, chuong trinh chi khac phan khai bao lép NewThread.
/[TestThread.java
class NewThread implémnts Runnable
{
private int count;
//Khai bao cau tu
NewThread(int count)
{
Thread t=new Thread();
this.count=count;
public void start()
{ run); }
public void run()

{

System.out.printIn("Luong thu:"+count);
b o q o
Mot van dé quan trong khac la van dé dong bo. Bé giai quyét van dé nay Java st dung mot co
ché dic biét goi 1a Monitor.
3. Xay dung chwong trinh server phuc vu nhiéu client dong thoi hwéng két ndi
Pé minh hoa k¥ thuat nay, ching ta tién hanh xay dung mét chuong trinh vi du:
Hay viét chuwong trinh server phuc vu nhiéu client dng thoi sir dung giao thirc truyén thong TCP.
Chuong trinh cho phép nhan béan kinh duong tron gui dén tir cac client, tinh dién tich hinh tron,



hién thi tén, dia chi IP, s6 cong, ban kinh r, dién tich cua client tuong tng. Sau do tra két qua vé
cho client.

a) Chay chuong trinh str dung trinh telnet

b) Viét chuong trinh client.

Dé viét chuong trinh ndy chiing ta s& sir dung k¥ thuat da ludng trong Java. Mdi khi mot chuong
trinh client gui yéu cau két ndi dén, server s& sinh ra mot ludng méi dé phuc vu két ndi d6. Sau
khi phuc vu xong két ndi nao thi ludng d6 duoc giai phong. M6 hinh xay dung chuong trinh thé
hién nhu hinh 3.5.

Server
arver |
S2 - Sn
rl r2 rn
Client 1 Client 2 . Client n
rl 2 rn

Hinh 3.5. M0 hinh client/server ctia bai toan

3.1. Chwong trinh client

Chuong trinh client thure hién cac céng viéc sau:
= Giri két ndi toi server
= Nhap ban kinh r tir ban phim
= Guri ban kinh téi server
= Nhan két qua tra vé va hién thi
= Két thic chuong trinh
//areaClient._java
import java.io.*;
import java.net.*;
class areaClient{
public static void main(String[] args)
{
//Khai bao bien
Socket cl=null;
BufferedReader inp=null;//luong nhap
PrintWriter outp=null.//luong xuat
BufferedReader key=null;//luong nhap tu ban phim
String ipserver= "127.0.0.1";//Chuoi dia chi server
int portserver=3456; //dia chi cong server



String r; //ban kinh r la chuoi so

//Tao socket va ket noi toi server

try{

cl=new Socket(ipserver,portserver);

//tao luong nha/xuatp kieu ky tu cho socket
inp=new BufferedReader(new InputStreamReader(cl.getlnputStream()));
outp=new PrintWriter(cl,getOutputStream(),true);
//tao luong nhap tu ban phim

key=new BufferedReader(new InputStreamReader(System.in));
//Nhap ban kinh r tu ban phim
System._out._print('r=");

r=key.readLine()-trim(Q);

//gui r toi server

outp.printin(r);

//Nhan dien tich tra ve tu server va hien thi
System.out._printIn(Area:"+inp.readLine());
//ket thuc chuong trinh

if(inp!=null)

inp.close();

if(key!=null)

key.close();

if(outp!=null)

outp.close();

if(cl!=null)

cl._close();

}
cacth(10Exception e)

{
System.out.printin(e);

}
}
}

3.2. Chwong trinh server
Chuong trinh server phuc vu nhiéu client thuc hién cac cong viéc sau:
= Khdi tao ddi tuong ServerSocket va nghe tai s6 cong 3456.
»  Thuc hién I3p lai cac cong viéc sau:
% Nhan két ndi mai, tao socket méi
+% Phat sinh mot ludng méi va nhan socket
¢ Nhan ban kinh gtri toi tir client
¢ Tinh dién tich
% Hién thi s6 thir tu ludng, tén, dia chi IP, sb cong, béan kinh r, dién tich cua client
» Guri dién tich vé cho client
% Két thic ludng
//AreaThreadServer . java
import java.io.*;
import java.net.*;
//Khai bdo 16p NewThread cho phép tao ra ludng mdéi

DD

>



class NewThread extends Thread
{
private int count;
private Socket cl=null;
private BufferedReader inp=null;//luong nhap
private PrintWriter outp=null;//luong xuat
NewThread(Socket cl, int count)
{
super();//Truy Xuit cdu tir 16p Thread
this.cl=cl;
this.count=count;
start();
}
//cai dat phuong thuc run-Luong moi
public void run(Q)

{

try{
//tao luong nhap /xuat cho socket cl

inp=new BufferedReader(new InputStreamReader(cl.getlnputStream()));
outp=new PrintWriter(cl.getOutputStream(),true);
//Doc ban kinh gui toi tu client
double r=Double.parseDouble(inp.readLine().-trim());
// lay dia chi client
InetAddress addrclient=cl.getlnetAddress();
//lay so cong phia client
int portclient=cl._getPort();
//Tinh dien tich
double area=3.14*r*r;
//Hien thi
System.out.printIn('Luong thu:""+count+",
client:"+addrclient._getHostName()+
', Ip:“"+addrclient.getHostAddress()+",port:"+portclient+
, r="+r+" area:''tarea);
//Gui dien tich ve cho client tuong ung
outp.printin(area);
//ket thuc luong
inp.close();
outp.close();
cl._close();

}
catch(10Exception e)

{
System.out._printin(e);
¥
¥
¥

//Chuong trinh server
class AreaThreadServer{
public static void main(String[] args)

{



//Khai bao bien

int count;

ServerSocket svr=null;
Socket cl=null;

int portserver=3456;

try{

svr=new ServerSocket(portserver);
count=0;

while(true){
cl=svr.accept();

new NewThread(cl, count);
count++;

}

}

catch(10Exception e)

{
System.out.printin(e);

}
}
}

3.3. Dich va chagy chwong trinh

Dich chwong trinh:

MG cira s6 1énh va dén thu muc chira chuong trinh client va server, thuc hién bién dich chuong
trinh:

javac areaClient.java [Enter]
javac AreaThreadServer.java [Enter]
Chay chwong trinh:

% Chay chwong trinh véi trinh telnet:
- Mé 1 cira 6 lénh, chay chuong trinh server:
java AreaThreadServer [Enter]
- Gia st m& 3 cira s8, moi cira s6 la chay mét chuong trinh client st dung trinh telnet duoc
chay vai cl phép sau:
telnet localhost 3456 [Enter]
Két qua chay chuong trinh thé hién nhu cira s6 hinh 3.6.
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//Khai bao bien
int count;
ServerSocket s
Socket cl=null;
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H|nh 3.6. Ket qua chay chu:ong trinh voi trinh telnet
% Chay chuong trinh véi chuong trinh client:
Thay vi chay trinh telnet, st dung chuong trinh client areaClient. Chuong trinh chay trong cac
Clra SO V6i ¢l phat sau:
java areaClient  [Enter]

% Chay chuong trinh trén mang cuc bo:

Bude 1: Sira lai chuong trinh client trong cau Iénh new  Socket(....,....) Vvéi dia chi ipserver Ia
dia chi ctia may tram trén do chay chuong trinh server. Sau d6 dich lai chuong trinh.

Bude 2: Copy chuong trinh server téi may c6 dia chi dung dé stra & bude 1 va chay chuong
trinh.

Budc 3: Copy chuong trinh client da dich ¢ bude 1 téi cac may tinh khac trén mang va thuc hién
chay chuong trinh client do.

Bude 4: Nhap gid tri ban kinh r tir cua s6 client, quan séat két qua chay chuong trinh trén client
va server.

I1l. KET LUAN

Trong chuong 3 ndy ching ta da khao sét cac kiéu chuong trinh server, khao sét ky thuat lap trinh
da ludng va trng dung né vao xay dung chuong trinh server phuc vu nhiéu client dong thoi. Cubi
cung chdng ta da xay dung mot chuong trinh vi du don gian dé minh hoa k¥ thuat xay dung
server. Tir chuong trinh vi dy, sinh vién c6 thé sira chuong trinh dé émg dung nhiéu bai toan thuc
té nhu bai toan tra ciru tuyén sinh, bai toan nhap dit lidu tir xa, bai toan tra ctu thoi tiét ... ma co



két ndi voi cac co so dit liéu nhu Access, SQL hoic Oracle. Céc ky thuat lap trinh mang nay s&
duogc cing ¢b hon & cac chuong tiép theo.



CHUONG 1V
LAP TRINH VOI GIAO THUC DICH VU MANG PHiA CLIENT

I. GIOI THIEU
Chuong nay s& hudng sinh vién su dung k¥ thuat lap trinh socket da duoc trang bi trong cac

chwong trude dé 1ap trinh voi mot sb giao thire dich vu mang phd bién trén internet nhu: DSN,
Telnet, FTP, TFTP, SMTP, POP3, IMAP4, HTTP, RTP.

Dé lap trinh dugc véi cac giao thirc truyén thdng c6 san, nguoi lap trinh phai:

= Khao sat ki dic diém, mo hinh va co ché truyén thong cua giao thuc;

= Tap lénh(command), tap dap tmg(response) va tap tham sb ciia cac giao thirc;
= Céc ché d6 hoat dong cua giao thirc

= Ky thuat cai dit giao thirc bang cac ngbn ngir 1ap trinh

Théng qua dé sinh vién ndm dugc k¥ thuat 1ap trinh véi céc giao thirc truyén thong ¢6 sdn khac

dé phat trién cac ing dung hodc phat trién cac modul tich hop giai quyét cac bai toan thyc té.
1. LAP TRINH GIAO THUC DICH VU TELNET

1. Mét s0 khai niém va dic diém cua dich vu Telnet

Pau cuoi: Trong dich vy Telnet, dau cudi co thé coi 1a t6 hop ciia ban phim va man hinh.
Thiét bi dau cudi nay cho phép ngudi sir dung nhip dir liéu giri toi trung tam xir Iy va nhan
két qua tra Ve.

Méi trwong chia sé thoi gian: day thue chéat 1a mot mang cac dau cubdi, cac dau cudi duoc két
ndi véi nhau thong qua trung tam xir 1y thuong [a mot may tinh manh. Trong mdi trudng chia
sé thoi gian, cac kY tu dugc ngudi st dung nhdp vao ban phim déu duge chuyén téi trung
tam xur 1y. Sau khi xir Iy xong két qua dwoc tra vé man hinh nguoi st dung.

Pau cudi do: khi mot may tinh két ni qua mang Internet v&i may tinh tir xa voi vai trd nhu
mot dau cudi cuc bd trén may tinh tir xa do goi la dau cudi 4o. Mang gém nhiéu du cudi a0
duoc goi 1a mang dau cudi 4o (Network Virtual Terminal).

Pang nhdp: day 1a qua trinh nguoi sit dung mé tai khoan dé truy nhap vao hé thong tir xa. Co
hai loai dang nhap:

% Dang nhap cuc bd: 1a qua trinh dang nhap vao moi truong chia sé thoi gian cuc bo.

Programs
1 NVT
1
TUSER
*
\\ Termmimnal
Diriver
T = rrwl neal Il
oS

Local Computer

Hinh 4.1. Bang nhap cuc b



% Ding nhép tlr xa: may tinh cuc bd phai cai phan mém Telnet client, may tinh tir xa phai
cai phan mém Telnet server.

Telnet Telnet Programs
Client SEryer

P\ SN

Persongl Computer \‘
CP
Terminal IP 2CE
o P Pseudo
river DL i
_ DL Terminal
PHY — i
. Driver
| (intemet ) |5
0§ { JF_T
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Hinh 4.2. Piang nhap tir xa

Qué trinh dang nhap: Khi nguoi sir dung nhap cac ky tu thong qua dau cudi, ky tu d6 s& duge gui
t6i Hé diéu hanh cua may tinh cuc bo (hé dicu hanh khéng dich ky tu d6 ma n6 guri d&én cho
chuong trinh Telnet Client ). Chuong trinh Telnet Client dich ky tw d6 ra dang tap ky tu chung
NVT-ASCII 7 bit va giri dén cac tang TCP/IP dé chuyén qua mang Internet, t6i cac ting TCP/IP
Clia may tinh tir xa. Hé diéu hanh giri cic ky tu d6 dén chuong trinh Telnet Server, chuong trinh
nay s& dich céc ky tu d6 ra dang ma may tinh tir xa ¢ thé hiéu dugc. Nhung do hé diéu hanh
duoc thiét ké khong cho phép giri ky tu nguoc lai hé didu hanh. Dé giai quyét van dé nay, trén
may tinh tir xa b6 sung thém modul phan mém gia lap dau cudi (Pseudo Terminal Driver). Tir d6
Telnet Server gui ky tu do dén cho phan mém ndy va chuyén tiép dén hé diéu hanh. Hé diéu hanh
s& giri cac ky ty d6 dén chwong trinh phi hop.

=  Dijc diém cua dich vy Telnet:

% TELNET= TErminaL NETwork

< Telnet sir dung két ndi TCP véi s6 cong mic dinh la 23

% Telnet gdm 2 phin mém: Telnet client cai trén may cuc bd, Telnet Server cai trén may tir
Xa.

% Telnet la dich vu dang nhap tir xa. Sau khi dang nhap thanh cdng, may cuc bo tro thanh
dau cudi ao ciia may tir xa( man hinh , ban phim... tré thanh caa may tir xa). Dich vu cho
phép truy cap va thao tac vai tai nguyén trén may tur xa.

< Dich vy Telnet hién d duoc tich hgp vao hé didu hanh mang va duogc coi nhu la giao
thirc chuan ciia TCP/IP.

= Pbi voi lap trinh tng dung mang, bai todn quan trong nhét 1a xay dung chuong trinh phan
mém phia client. Piéu ndy cho phép ngudi s dung c6 thé tao ra duge phdn mém véi giao
dién ph hop va d& dang tich hop véi cac dich vu khac. Bé lap trinh dwoc dich vu Telnet phia
nguoi st dung,nguoi lap trinh phai ndm chéc tap ky tu NVT, c4c tuy chon va céc chinh sach



thoa thuan tuy chon cua Telnet, cac lénh diéu khién server va céu trlc Iénh Telnet. Cubi
cling ngudi sir dung phai ndm dwogc cac ché do hoat dong cua Telnet trude khi cai dit chuong
trinh Telnet.

2. Mot s6 kién thire giao thire Telnet co ban

2.1. Tap ky tw chung NVT
Dé tao ra su doc lap gitra may tinh cuc bd va may tinh tir xa trong cac mang khéng déng nhét,
telnet dinh nghia mot giao dién chung goi Ia tap ki tr mang dau cudi a0 NVT (Network Virtual

Terminal). NVT gom 2 tap ki ty:

> Tap ky tu dit lidu: c6 bit cao nhét bang 0 va c6 ma thude [0,127] .
> Tap ky tu diéu khién: c6 bit cao nhét biang 1 va c6 ma thudc [128,255] .

Name Code Decimal Value | Function

NULL NUL 0 No operation

Line Feed LF 10 Di chuyén may in téi hang in tiép theo, dinh vi vi
tri nim ngang.

Carriage Di chuyén may in sang bén tréi

Return CR 13 Lé ctia hang hién thoi

BELL BEL 7 Sinh ra mot tin hiéu nghe duoc hoac rd rang (ma
khong di chuyén déu in).

Back Space | BS 8 Di chuyén dau in mot ky tu dinh vi vé phia 1& trai
(trén thiét bi in, ma thiét bi nay thong thuong dugc
sir dung t6i mau van ban ky tu hoadn chinh bang
céch in hai Ky tu co ban trén phan dau lan nhau).

Horizontal HT 9 Di chuyén may in toi Horizontal Tab tiép theo (N6

Tab gitr nguyén khoéng dwoc chi rd phai lam nhu thé
nao dé mdi nhom xac dinh hodc thiét 1ap noi duoc
dinh vi ).

Vertical Tab | VT 11 Tuong tu nhu HT

Form Feed FF 12 Di chuyén may in t&i phdn dau cua trang tiép theo

va giit vi tri ndm ngang (trén hién thi truc quan,
viéc x6a man hinh va di chuyén con tré toi goc
trai)

Mét s6 ki tur dir liéu quan trong

Name

Decimal Code

Meaning




SE 240 End of subnegotiation parameters: Két thic cta tham s thoa
thuan

NOP 241 No operation: khéng thao tac
Data mark: Chi ra vi tri cua su kién d@)ng bd bén trong Iuéng

DM 242 dir liu. (Cai nay ludn phai dugc kém theo canh bao TCP).

BRK 243 Break: chi ra su thoat

IP 244 Interupt Process: ding dé ngit tién trinh dang chay trén may
tur xa.

AO 245 Abort output: cho phép tién trinh hién thoi chay hoan thanh
nhung khong giri du ra ciia né cho ngudi st dung

AYT 246 Avre you there: giri dén cho server va hoi xem server con hoat
dong khong.

EC 247 Erase character: nguoi nhan nén x6a ky tu trude lan cudi tir
ludng dir liéu.

EL 248 Erase line: x0a ky tu tir ludng dit liéu nhung khong bao gdom
CRLF

GA 249 Go ahead: nguoi dung, dudi nhitng hoan canh nhat dinh ¢
thé dién ta két thic khac ma nd co thé truyén.

SB 250 SubOption Begin: chi thi bat dau mot tly chon thanh phan.

WILL 251 Chi ra sy mong mudn bit diu duge thuc hién hodc su xac
nhan ma ban dang thyuc hién.

WONT 252 Chi ra sy tir chdi thyc hién hodc tiép tuc thuc hién.

DO 253 Chi ra yéu cidu ma mdt nhom thuc hién khac hodc xac nhan
diéu ban dang mong doi ciia nhom khac thuc hién.

DON’T 254 Chi ra su yéu cau ma nhém khac ngimg thuc hién xac nhan
diéu ma ban khong mong chd nhdm khac thuc hién.

IAC 255 Interpret as command: Pay la ky tu khong dich 1énh

Mét s6 ki tur diéu khién quan trong

2.2. C&c tuy chon

Céc tly chon: dugc st dung dé b sung thém théng tin cho cac lénh:

Echo: hién thj tra 10i.

Terminal Type: tuy chon kiéu dau cudi.

Terminal Speed: thoa thuin vé tbc d6 dau cudi.




Binary : cho phép nguoi nhan dich moi ki tu 8 bit nhu 1& dir liéu nhi phéan, trir ki tu IAC

Echo: cho phép Server phan hdi dit liéu nhin dugc trd lai client dé hién 16n man hinh

Suppress go head : loai bo ki tw CA

Timing: cho phép mot thanh vién phat sinh dau hiéu dinh thoi, dé chi thi rang tat ca dir liéu nhin
duogc trude d6 da duoc xir Iy. M4 cua céc tuy chon duoc thé hién trong bang sau:

Decimal Code Name RFC
1 Echo 857
3 Suppress go ahead 858
5 Status 859
6 Timing mark 860
24 Terminal type 1091
31 Window size 1073
32 Terminal speed 1079
33 Remote flow control 1372
34 Linemode 1184
36 Environment variables | 1408

2.3. Sw thoa thudn cdc tuy chon
Trong Telnel trudce khi sir dung mot tuy chon ndo doé thi gitra Client va Server phai ¢6 thoa thuan
vé tlly chon d6. Co hai phuong thie thoa thuan 13: d& nghi va yéu cau.
V6i hai hinh thirc ndy thi c6 hai kiéu thoa thuan:
v" Cho phép mét tlly chon
v/ Lam mat hiéu lwc mot tly chon
Céc lénh dung trong thoa thuan tuy chon: WILL, DO, WONT, DONT
2.4. Sw nhung trong telnet
Trong telnet dé gui cac 1énh va dir liu thi sir dung mot két ndi duy nhét, cac 1énh duge nhing &
trong dong dit lidu ¢ bén nhan phan biét dugc 1énh voi dit lidu trude mdi ki tu diéu khién déu c6
ki ty IAC. Trong truong hop c6 2 ki tu IAC di lién nhau thi ki tw IAC thir nhét s& bi bo qua va ki
tu IAC tha hai s€ 1a dir liéu.
2.5. C4c ché dp 1am viéc ciia Telnet
= Ché dé mdc dinh: duge sit dung khi khong c6 sy thoa thuan ding mot ché do khéc.
Trong ché do nay, khi cac ky tu dwoc nhap vao tir ban phim, n6 s& phan hoi ngay 18n man



hinh cuc bo va chi khi nhdp hoan chinh ca dong Ky tu thi dong d6 méi dugce gui sang
server va nd phai cho tin hiéu GA ( go Ahead ) tir server tra vé moéi chap nhan dong méi
(truyén theo kiéu half-duplex).
= Ché dg Character: trong ché 46 ndy, mdi khi c6 ky tu nhip vao tir ban phim, trinh Telnet
Client guri ky tu d6 dén cho Server, Server s& gui phan hdi ky tu d6 lai trinh Client dé
hién thi 16n man hinh cuc bo.
= Ché dg Line Mode: ché 6 ndy bd sung su khiém khuyét cua hai ché @6 trén. Mdi khi
Client nhan mot dong, né giri t6i Server va nd s& nhan dong méi ma khong can cho tin
hiéu GA giri vé tir Server (truyén thong theo kiéu full-duplex).
3. Cai dat dich vu Telnet Client véi Java
Chuong trinh Telnet phia nguoi sir dung phai thuc hién céc cong viéc sau:
= Tao mot ddi tuong Socket va thiét lap két ndi téi TelnetServer vai dia chi may ma trén do
trinh Telnet Server dang chay, va s6 cong ma Telnet Server dang nghe.
Vi du: Gia sir telnet server chay trén may tinh c6 dia chi IP 1a 192.168.1.10, dia chi cong la
23:

Socket telnetclient=new Socket("192.168.1.10",23);
= Tao ludng nhap/xuat cho socket.
= Thuc hién giri/ nhan céc 1énh cua Telnet thding qua ludng nhap/xut
vi du khi thoa thuan, client can phai giri 1énh WONT cd mi 1a 252, IAC 1a 255 véi lénh:
if(c2==255)
{
out.write(new byte[] {(byte)255, (byte)254, (byte)c2});

¥

= Xay dyng giao dién GUI cho chwong trinh néu muén.
Sau day la mot chuong trinh vi du cai dat dich vu Telnet don gian véi giao thae Telnet:

// TelnetClient.java

import java.awt.*;

import java.awt.event.*;

import java.io.*;

import java.net.*;

// Terminal hién thi cht trén cira sé

class Terminal extends Canvas

{
// Kich c& font chit
private int charWidth, charHeight;
// text[0] 14 dong thao tac hién tai
private String[] text;



// Khoang cdch véi vién cira s6 chinh chuong trinh
private final Int margin=4;

// S& dong Mlénh t6i da duoc luu lai

private final int lines=50;

// Constructor, khoi tao cdc gid tri ban d3u
Terminal Q)
{
charHeight=12;
setFont(new Font('Monospaced', Font.PLAIN, charHeight));
charWidth=getFontMetrics(getFont()) . .stringWidth(" ™);
text=new String[lines];
for (int i1=0; i<lines; ++i)
text[1]="";
setSize(80*charWidth+margin*2, 25*charHeight+margin*2);
requestFocus();
// Ling nghe su kién con tro chubt
addMouseL istener(new MouseAdapter() {
public void mousePressed(MouseEvent e)

{

requestrocus();

P:
}
// In va luu lai cdc ki tu nguoi dung nhdp tuo ban phim
public void put(char c)

{
Graphics g=getGraphics();
if (c=="\r")
{ // Return
for (int i=lines-1; i>0; --1i)
text[1]=text[i-1];
text[0]=""";

update(g); // Clear screen and paint
3
// Cac ki tu didu khién: backspace, delete, telnet EC
else if (c==8 || c==127 || c==247)
{
int len=text[0].length();
it (1Ien>0)
{



--len;
text[0]=text[0]-substring(0, len);
g-setColor(getBackground());
g-fillRect(len*charWidth+margin, getSize()-height-margin-charHeight,
(len+l)*charWidth+margin, getSize().height-margin);

}
}
else if (c=="\t")
{ // Tab Vvdéi khoang cdch 8 space
text[0]+=" "
text[0]-substring(0, text[0]-length()&-8);
}

else if (c>=32 && c<127)
{ // Ki tu cé6 thé in
g-drawString(""'+c, margin+text[0].length()*charWidth,
getSize() -height-margin);
text[0]+=c;
}
g-dispose();
}
// Hién thi nhiing gi da go tur ban phim
public void paint(Graphics g)

{

int height=getSize().-height;

for (int i=0; i<lines; ++i)

g-drawString(text[i], margin, height-margin-i*charHeight);
}

}
// Wdng nhidn sé& cho cac ki tu dén tu mét ludng vao (Input
// stream) va gizri dén Termial. Pam phan cac lua chon dau cudi
class Receiver extends Thread
{
private InputStream in;
private OutputStream out;
private Terminal terminal;
public Receiver(lnputStream in, OutputStream out, Terminal terminal)
{
this.in=in;
this.out=out;
this.terminal=terminal;
start();



3
// Poc cdc ki tu vA giri dén ddu cudbi

public void run()

{

while (true)

{

try {

int c=in.read();
it (c<0)

{ // EOF

System.out.printIn("’Connection closed by remote host™);
return;
}
else it (c==255)
{ // Pam phdn cdc lua chon d3u cudi
int cl=in.read(); // 253=do, 251=will
int c2=in.read(); // option
if (c1==253) // do option, send "won"t do option”
out.write(new byte[] {(byte)255, (byte)252, (byte)c2});
else if (c1==251) // will do option, send "don"t do option"
out.write(new byte[] {(byte)255, (byte)254, (byte)c2});
}
else
terminal _put((char)c);
}
catch (10Exception x) {
System.out.printIn(""Receiver: ""+x);

i333;

// TelnetWindow. Gizri diz 1iéu ban phim tu terminal dén mét socket tu

// xa va bit diu nhdn cdc ki tu tu socket va hién thi cdc ki tu dé
terminal

class TelnetWindow extends Frame

{

Terminal terminal;

InputStream in;

OutputStream out;

// Constructor

TelnetWindow(String hostname, int port)
{

super(‘'telnet "+hostname+' "+port); // Set title\

// Thiét 1lip cua sb

trén



add(terminal=new Terminal());
// X 1y viéc doéng cua sb
addWindowL istener(new WindowAdapter() {
public void windowClosing(WindowEvent e)
{
dispose();
try {
out.close();
}
catch (10Exception x) {
System.out._printIn("’Closing connection: "+x);

}
}
public void windowClosed(WindowEvent e) {
System_exit(0);
}
;s

// Xt ly cdc thao tdc voi ban phim
terminal _addKeyListener(new KeyAdapter() {
public void keyTyped(KeyEvent e) {
char k=e.getKeyChar();
try {
terminal .put(k);
out.write((int)k);
if (k=="\r")
{
out.write(*\n"); // Convert CR to CR-LF
out.flush(Q);
}

}
catch (10Exception x) {

System.out._printIn(’'Send: "+x);
ID:
try {

// Mo mét connection

System.out.printIn("'Opening connection to '+hostname+™ on port
"+port);

Socket socket=new Socket(hostname, port);

InetAddress addr=socket.getlnetAddress();

System.out.printIn(’Connected to "+addr.getHostAddress());

in=socket._getlnputStream();



out=socket.getOutputStream();

// Hién thi cira sé

pack();

setVisible(true);

// B3t d3u nhén do liéu tu server
new Receiver(in, out, terminal);
System.out.printIn("'Ready');

}

catch (UnknownHostException x) {
System.out.printIn(’’'Unknown host: "+hostname+" "'+x);
System_exit(1);

}
catch (10Exception x) {
System._out._printin(x);
System_exit(1);
33}
// Chuong trinh chinh
public class TelnetClient
{
public static void main(String[] argv)
{

// Phan tdch cdc d6i sbé6: telnet hostname port

String hostname=""";

int port=23;

try {

hostname=argv[0];
it (argv.length>1)
port=Integer._parselnt(argv[1l]);

} catch (ArraylndexOutOfBoundsException x) {
System.out._printIn('Usage: java telnet hostname [port]™);
System_exit(1);

}

catch (NumberFormatException x) {}

TelnetWindow tl=new TelnetWindow(hostname, port);

}
4. Chay thir chwong trinh

Budc 1: Dich chuong trinh TelnetClient.java

Budc 2: Kiém tra xem trén may tir xa, trinh Telnet server da duogc khai tao chay chua, néu chua
thi chay né va dang trinh quan tri Telnet Server, thiét lap cac tham sé phi hop.



Budc 3: Chay chuong trinh Telnet Client tir may cuc bo.

I11. LAP TRINH DICH VU TRUYEN TEP VOI GIAO THUC FTP

1. Dich vu truyén tép FTP

1.1. Giao thize FTP

1.1.1. Ddc diém
= FTP la giao thtrc chuan ciia TCP/IP
= FTP sir dung két ndi TCP, 1a két ndi truyén thong tin cay
= FTP gom 2 phan mém: Phan mém FTPClient cai trén may cuc bd va FTPServer cai trén

may tur xa(File Server).
= FTP sir dung 2 két ndi truyén thong ddng thoi dé tang hidu qua cia viée truyén tép qua

mang:

< Két ndi didu khién: Str dung phuong thirc truyén thong don gian va dit liéu truyén
dudi dang text(NVT-ASCII 7bit). Két ndi nay cho phép truyén 1énh tir client toi server
va truyén dap tng tir server vé client. Két noi ndy s dung sd cong mic dinh 1a 21
phia server.

% Két nbi dir liéu: Két ndi ndy sir dung cac phuong thire truyén théng phtrc tap vi phai
truyén nhieu kiéu dir liéu khac nhau. K&t ndi nay dugc thiét 1ap moi khi truyén mot
tép va huy sau khi truyén xong tép d6. Két ndi ndy bao gior ciing duge khdi tao sau két
ndi diéu khién va két thuc trudce khi huy bo két ndi diéu khién(két ndi diéu khién duy
tri trong suot phién lam viéc). Két noi dit liéu s dung s6 cong mac dinh phia server la
20. C6 2 céch thiét lap két ndi dit liéu: dung lénh PORT va lénh PASV.

= FTP c6 3 ché do truyén tép:
% Cat tép trén may cuc bo 18n may tinh tir xa dudi s giam sat cta Iénh STOR.
% Lay mot tép trén may tinh tir xa vé may tinh cuc bo dudi sy giam sat cua lénh RETR.
X Léy danh sach cac muc trong mot thu muc trén may tir xa vé may cuc bg dudi sy gidm
sat cua 1énh LIST.
= M0 hinh hoat dong cua FTP thé hién nhu hinh vé
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Control connection
Control Control

process process

o=t =
: . Data connection -

Client Server

Hinh 4.3. M6 hinh FTP

1.1.2. Tap lénh va dap vung cia FTP
1.1.2.1. Tap lénh:
Tap Iénh FTP chi dugc thi hanh phia FTP Server, khong dung cho nguoi st dung. Khi client gui
mot 1énh FTP dén FTPServer, 1énh d6 sé dugc FTPServer thi hanh va tra dap umg vé cho client.
Cu phap Iénh FTP c6 dang:

<COMMAND> <SPACE> [PARAMS]
FTP c6 hon ba muoi Iénh durgc chia l[am sdu nhom va duoce liét ké trong bang sau:

Nhom Iénh truy cép:

Command Argument(s) Description
USER User id User information
PASS User password Password
ACCT Account to be charged | Account information
REIN Reinitialize
QUIT Log out of the system
ABOR Abort the previous command

Nhom Iénh quan ly tép:



Command Argument(s) Description
CWD Directory name Change to another directory
CDUP Change to the parent directory
DELE File name Delete a file
LIST Directory name List subdirectories or files
NLIST Directory name List the names of subdirectories

or files without other attributes

MKD Directory name Create a new directory
PWD Display name of current directory
RMD Directory name Delete a directory
RNFR File name (old file name) Identify a file to be renamed
RNTO File name (new file name) . Renaimne the file
SMNT File system name Mount a file system

Nhom lénh dinh dang dit lidu:

Command Argument(s) Description
TYPE A (ASCII), E (EBCDIC), | Define the file type and if
[ (Tmage), N (Nonprint), | necessary the print format
or T (TELNET)
STRU F (File), R (Record), or Define the organization
P (Page) of the data
MODE S (Stream), B (Block), Define the transmission
or C (Compressed) mode
Nh6m lénh dinh nghia cong:
Command Argument(s) Description
PORT 6-digit identifier | Client chooses a port
PASV Server chooses a port

Nhom lénh truyén tép:




Command | Argument(s) Description

ALLO File name(s) | Allocate storage space for the files
at the server

REST File name(s) | Position the file marker at a specified
data point

STAT File name(s) | Return the status of files

Nhoém Iénh con lai:

Command | Argument(s) Description
HELP Ask information about the server
NOOP Check if server is alive
SITE Commands Specify the site-specific commands
SYST Ask about operating system used by the server

1.2.1.2. Tap dap ung(response)
Pap tmg FTP duoc giri tir FTP server Vé client sau moi khi FTP server thyc thi mot 1énh FTP giri

tir client dén server. Cu phap ctia mot dap tmg cua FTP ¢6 dang sau:

<XYZ> <SPACE> <TEXT>
V6i XYZ 1a phan ma gém 3 s6 nguyén, mdi chir s va gid tri so duoc an dinh voi mot y nghia xéac
dinh:

Code Description

Positive Preliminary Reply

120 | Service will be ready shortly

125 | Data connection open; data transfer will start shortly

150 | File status is OK: data connection will be open shortly




Positive Completion Reply

200 | Command OK
211 | System status or help reply
212 | Directory status
213 | File status
214 | Help message
215 | Naming the system type (operating system)
220 | Service ready
221 | Service closing
225 | Data connection open
226 | Closing data connection
227 | Entering passive mode; server sends its IP address and port number
230 | User login OK
250 | Request file action OK
Positive Intermediate Reply
331 User name OK; password is needed
332 | Need account for logging
350 | The file action is pending: more information needed
Transient Negative Completion Reply
425 | Cannot open data connection
426 | Connection closed: transfer aborted
450 File action not taken: file not available
451 | Action aborted; local error
452 | Action aborted; insufficient storage
Permanent Negative Completion Reply
500 | Syntax error; unrecognized command




501 Syntax error in parameters or arguments

502 | Command not implemented

503 Bad sequence of commands

504 | Command parameter not implemented

530 User not logged in

532 Need account for storing file

550 | Action is not done; file unavailable

552 Requested action aborted: exceeded storage allocation
553 | Requested action not taken; file name not allowed

1.1.3. Vi du qué trinh truyén tép giira FTPclient va FTPserver

Client Server Client
Dala
Control Control e
process process RIS
process

*’l 220 (Service ready) J—

—| USER forouzan I—)-

-<—| 331 (User name OK. Password?) ’—

-—| PASS xxxxxx i—y

- 230 (User login OK) —

_|

PORT 8888 —

-

150 (Data connection opens shortly) |—

_|

LIST /usr/user/{orouzan/reports I—)-

o

125 (Data connection OK) |—

DATA
TRANSFER

-

226 (Closing data connection) }—

_|

QUIT |—,—

-

221 (Service closing) |—

Control connection

List of files or directories

List of files or directories

Data connection

Hinh 4.4. Vi du qua trinh truyén tép FTP

2. Ky thuat cai dat giao thirc FTP véi java

2.1. Cac budc cai dat:

Dé c6 thé truyén tép v6i may chu truyén tép voi giao thirc FTP, chuong trinh phai:

Thiét lap va huy bo két néi didu khién.

Server

~Data
transfer




= Thiét lap va huy bo két néi dir lidu sir dung lénh PORT hoic PASV
= Guri c4c lénh tir client téi server va nhan dap tng tir server tra vé. T6t nhat 1a viét cac
phuong thirc bao l4y cac lénh caa FTP va phuong thie xir Iy dép tmg tra vé.

= Nim chic trinh tu dé c6 thé thyc hién download hoic upload tép sir dung giao thic
FTP.

2.2.Chwong trinh truyén tép FTP
Trong chuong trinh nay, ching téi thuc hién cac cong viéc sau:

= Khai bao tao d6i tuong Socket va thiét lap két ndi toi FTPServer dé tao két ndi diéu
khién va tao ludng nhap xuat cho socket:

Vi du: Gia sir FTPServer nam trén may cuc b va st dung s cong mic dinh 21
Socket clientFTP=new Socket("localhost",21);
Hoic viét phuong thirc két ndi nhu vi dy sau:

public boolean connect(String host, int port)
throws UnknownHostException, I10Exception
{

connectionSocket = new Socket(host, port);

outputStream = new
PrintStream(connectionSocket.getOutputStream());

inputStream = new BufferedReader(new

InputStreamReader (connectionSocket.getlnputStream()));

it (lisPositiveCompleteResponse(getServerReply())){
disconnect();
return false;

}

return true;

}
Hozc ham giai phong két ndi:
public void disconnect()
{
it (outputStream != null) {
try {
it (loggedin) { logout(); };
outputStream.close();
inputStream.close();
connectionSocket.close();
} catch (10Exception e) {}

outputStream = null;
inputStream = null;
connectionSocket = null;

» Khai bao cac phuong thic dé thuc hién giri céc 1énh cua FTP t6i FTPServer:
Vidu:



X/

% Phuong thace thuc hién dang nhap vai Iénh USER va PASS

public boolean login(String username, String password)
throws I10Exception

{
int response = executeCommand(*'user " + username);
it (lisPositivelntermediateResponse(response)) return false;
response = executeCommand(‘'‘pass ' + password);
loggedIn = isPositiveCompleteResponse(response);
return loggedin;
}

Trong d6 phuong thirc executeCommand() dé thyc thi mot 1énh FTP bat ky:

public int executeCommand(String command)
throws I10Exception
{

outputStream.printlIn(command) ;
return getServerReply();

}

X/

% Phwong thirc doc/ghi dir ligu:

public boolean readDataToFile(String command, String fileName)
throws I10Exception

{
// Open the local file
RandomAccessFile outfile = new RandomAccessFile(fileName, "rw');
// Do restart if desired
if (restartPoint 1= 0) {
debugPrint('Seeking to " + restartPoint);
outfile._seek(restartPoint);
// Convert the RandomAccessFile to an OutputStream
FileOutputStream fileStream = new FileOutputStream(outfile.getFD());
boolean success = executeDataCommand(command, fileStream);
outfile.close();
return success;
}

public boolean writeDataFromFile(String command, String fileName)
throws I10Exception

{
// Open the local file
RandomAccessFile infile = new RandomAccessFile(fileName, "r');
// Do restart if desired
if (restartPoint 1= 0) {
debugPrint(*'Seeking to " + restartPoint);
infile._seek(restartPoint);
}
// Convert the RandomAccessFile to an InputStream
FilelnputStream fileStream = new FilelnputStream(infile.getFD());
boolean success = executeDataCommand(command, fileStream);
infile.close();
return success;
}

% Phwong thirc download va Upload tép:

public boolean downloadFile(String fileName)
throws I10Exception



{
}

public boolean downloadFile(String serverPath, String localPath)
throws I10Exception
{

}

return readDataToFile('retr " + fileName, fileName);

return readDataToFile('retr " + serverPath, localPath);

< Mot sé phwong thire thue hién c4c Iénh FTP dwoc liét ké trong bang sau:

STT Phuong thire cai dat Lénh FTP

1 public boolean changeDirectory(String directory) CD
throws 10Exception

2 public boolean renameFile(String oldName, String newName) RNFR,
throws IOException RNTO

3 public boolean removeDirectory(String directory) RMD
throws 1OException

4  public boolean deleteFile(String fileName) DELE
throws 1OException

5 public String getCurrentDirectory() PWD

throws 1OException

2.3. Chwong trinh vi du
DPoan chuong trinh sau la vi du minh hoa cac phuong thirc d& cai dat trén:

try {
iT (connection.connect(host)) {

iT (connection.login(username, password)) {
connection.downloadFile(serverFileName);
connection.uploadFile(localFileName);

}

connection.disconnect();

} catch (UnknownHostException e) {
// handle unknown host

} catch (10Exception e) {
// handle 1/0 exception

}

IV. LAP TRINH GUI/NHAN THU VOI GIAO THUC SMTP va POP3

1. Giao thiee SMTP

1.1 Gigi thiéu

Muc dich cia giao thic SMTP 14 truyén mail mot cach tin cdy va hiéu qua. Giao thirc SMTP
khong phu thudc vao bat ky hé théng dac biét nao va né chi yéu cAu trat tu cua dit liéu truyén trén
kénh dam bdo tin cay.



1.2 M6 hinh cia giao thirc SMTP

Giao thac SMTP dugc thiét ké dua vao md hinh giao tiép sau: khi c6 yéu cau tir user vé
dich vu mail, bén guri Sender-SMTP thiét 1ap mot kénh truyén hai chiéu t&i bén nhan
Receiver-SMTP va Receiver-SMTP gdi dap tng tré lai cho Sender-SMTP

UA.: user agent

UA

| Allce
A

System

Hinh 4.6. . Md hinh nguoi giri va nhan trén cing hé théng



UA: user agent
MTA: message transfer agent

e | Alice

. e—- B
System System
(mail server) (mail server)

Hinh 4.7.M@ hinh giri thu qua hé thdng khéc nhau



MTA
UA Alice client

UA: user agent
MTA: message transfer agent

Systemn System
(mail server) (mail server)

Hinh 4.8.M0 hinh guri thu ca 2 phia qua mang LAN/WAN



MTA MAA
UA Alice client client Bob
T ' | ST UA: user agent

_ MTA: message transfer agent
" MAA: message access agent

Internet

System System
Hinh 4.9. Md hinh ngudi giri/nhan két néi mail server qua LAN/WAN
1.3. Tap lénh va ddp iing ciia SMTP

Nhitng 1énh SMTP dinh nghia si truyén mail hay chirc nang ctia hé thong mail duoc yéu
cau boi user. Nhimg lénh SMTP 14 nhitng chudi ky tu két thiic bang <CRLF>. Ban than
ma lénh 1a nhimg ky tu chir (alphabetic) két thiic boi <SP> néu c6 nhiing tham s theo sau
va néu khong c6 thi <CRLF>. Cl phép cta nhitng mailbox phai tuan theo nhiing quy udc

cua receiver.

Mot phién giao dich mail chtra dung mot vai d6i tuong dit liéu, duoc truyén nhu 13 nhitng
d6i s6 cho cac 1énh khac nhau. Receiver-path 13 d6i s6 ctia 1énh MAIL. Forward-path la
d6i s6 ciia nhimg lénh RCPT. Va mail data 1a d6i s6 cua 1énh DATA. Nhung d6i s6 hay
nhitng ddi tuong dir liéu nay duoc truyén di va duy tri cho dén khi truyén xong bai su chi
dinh két thiic cia mail data. M6 hinh hién thuc cho cach 1am nay Ia nhitng buffer riéng
biét dugc cung cap dé luu trir kiéu cua d6i tuong dir liéu, d6 13 cac buffer: reverse-path,
forward-path, va mail data buffer. Nhung 1énh x4c dinh tao ra théng tin dwoc gan vao mot

buffer xac dinh , hoic x6a bét di mot hay mot sé buffer nao do



Kevword Argument(s)
HELO Sender’s host name
MAIL FROM Sender of the message
RCPT TO Intended recipient of the message
DATA Body of the mail
QUIT
RSET
VRFY Name of recipient to be verified
NOOP
TURN
EXPN Mailing list to be expanded
HELFP Command name
SEND FROM Intended recipient of the message
SMOL FROM Intended recipient of the message

SMAL FROM | Intended recipient of the message

Con céc dap ung cua SMTP tuong ty gan gidng nhu ctia FTP nhung gia tri caa x chi lay
tor 2 dén 5.

1.4. Cai dat chwong trinh Qui thw véi SMTP
Pé guri thu, chuong trinh tng dung phai thuc hién cc thao tac co ban sau day:

= Pau tién phai tao ddi tugng socket va két ndi téi mail server bang cach chi ra
tén mién hoic dia chi IP cia may chu mail server va sir dung s6 cong mic dinh
25.

= Khai bao tao ludng nhap xuat cho socket

= Thuc hién lan luot giri cac 1énh va tham sé cia SMTP ti mail server theo tran
tu sau:

% HELLO



% MAIL FROM

*

K/
0'0

RCPT TO

% DATA

D)

< QUIT
Sau mdi lénh giri, phai thuc hién doc cac dap ung tra ve.
Vi du vé mdt giao dich giri thw cia SMTP:

R: 220 BBN-UNIX ARPA Simple Mail Transfer Service Ready.
S: HELO USC-ISIF.ARPA

: 250 BBN-UNIX ARPA

S: MAIL FROM:<Suuith @ USC ISIF ARPA >

R: 250 OK

S: RCPT TO:<Green@BBN -UNIX ARPA>

IR: 250 OK

S:DATA

R: 354 Start mail input: end with <CRLE> <CRLEF>

R: 250 OK
S:QUIT
R: 221 BEN-UNIX ARPA Service closing trausnussion channel.

Sau day la ma cai dat cua chuong trinh vi du:

import java.io.BufferedReader;
import java.io.FilelnputStream;
import java.io.lnputStreamReader;
import java.io.PrintStream;
import java.net.Socket;

import java.util_StringTokenizer;

public class SendMail

{

Object maillLock

mailer

public String mailServerHost

public String from

public String to

public String replyTo

public String subject

public String mailData
"HyperSendMail™;

public String errorMsg = "';

public Socket mailSendSock = null;

null; //In case we want a multi-threaded

"Java is Fun'';



public BufferedReader inputStream null;
public PrintStream outputStream null;
public String serverReply "y

SendMail ()

// Doesn"t do anything but we need this for extension purposes.

}

// Server, from,to,subject, data

SendMail (String server,String tFrom,String tTo,String sub,String sendData)
{
mailServerHost = server;
mailLock=this; // from = tFrom;
to = tTo;
if(sendData !'= null)
mailData = sendData;

}
SendMail ()

if(mailLock !'= null)

if(mailLock instanceof Applet)

Applet app = (Applet)
}
}

}
*/

public void send()

{
iT(lopen()) //Yikes! get out of here.

return;

try

{
outputStream.printIn(""HELO sendMail™);
serverReply = inputStream.readLine();

}
catch(Exception €0)
{

}
try

{

e0.printStackTrace();

outputStream.printIn(""MAIL FROM: "+from);
serverReply = inputStream.readLine();
if(serverReply._startsWith('5™))
{
close("'FROM: Server error :"+serverReply);
return;

}

if(replyTo == null)

replyTo = from;
outputStream.printIn(""RCPT TO: <"'+to+''>");
serverReply = inputStream.readLine();
if(serverReply._startsWith('5™))



{

close("'Reply error:"+serverReply);
return;
}
outputStream.printIn('DATA™);
serverReply = inputStream.readLine();
if(serverReply._startsWith('5"™))
{
close("'DATA Server error : "+serverReply);
return;
}
outputStream.printIn("From: *+from);
outputStream.printIn(*To: "+to);
if(subject !'= null)
outputStream.printIn(*"Subject: "+subject);
if(replyTo != null)
outputStream.printIn("'Reply-to: "+replyTo);
outputStream.printIn("");
outputStream.printlIn(mailData);
outputStream.print(*’\r\n.\r\n"");
outputStream.flush();
serverReply = inputStream.readLine();
if(serverReply._startsWith('5™))
{
close("'DATA finish server error: "+serverReply);
return;
}
outputStream.printIn('quit™);
serverReply = inputStream.readLine();
if(serverReply._startsWith('5™))
{
close(''Server error on QUIT: "+serverReply);
return;
}
inputStream.close();
outputStream.close();
mailSendSock.close();

catch(Exception any)

{
any.printStackTrace();

close(''send() Exception™);

close("'Mail sent™);

b
public boolean open()
{
synchronized(mai lLock)
{
try
{

mailSendSock = new Socket(mailServerHost, 25);

outputStream new PrintStream(mailSendSock.getOutputStream());
inputStream = new BufferedReader(new InputStreamReader(

mai lSendSock.getlnputStream()));

serverReply = inputStream.readLine();
if(serverReply._startsWith('4™))

{



errorMsg = "Server refused the connect message :
"+serverReply;
return false;

catch(Exception openError)

openError _printStackTrace();

close("'Mail Socket Error™);

return false;
}
System.out.printIn(*’Connected to '+mailServerHost);
return true;

}
}
public void close(String msg)
{
//try to close the sockets
System.out._printIn("'Close(*"+msg+")"");
try
{ _ _
outputStream.printIn('quit™);
inputStream.close();
outputStream.close();
mailSendSock.close();
catch(Exception e)
System.out.printin(*’Close() Exception™);
// We are closing so see ya later anyway
}
}

// What do you know the damned thing works :)
/*
public static void main(String Args[])

{

SendMail sm = new

SendMai 1 (
"mail _hyperbyte.ab.ca", //Mail Server
"tswain@hyperbyte.ab.ca", // sender
"tswain@hyperbyte.ab.ca", // Recipient
"Java mail test", // Subject
"test test test!™); // Message Data
sm.send(); // Send it!

}

*/

/*

// Going a be an applet/thread safe version of readLine()
public void readLine(DatalnputStream in,)
{
}
*/
}
2. Giao thire POP3



2.1. Gidi thiéu

POP3 (Post Office Protocol Version 3) la mot giao thirc truy cap hop thu. N6 gém 2 phin mém:
POP3 Server cai trén may chii ¢6 chira hop thu; POP3 Client cai dit trén may cuc bo. Dé truy cap
duogc thu, ngudi sir dung ding phan mém truy cap hop thu thiét lap két nbi téi POP3 Server tai s6
céng mic dinh 13 110. POP3 server s& guri tra vé cho client mot danh sach cac muc thu chira trong
hop thu nguoi sir dung. Giai doan sir dung giao thire truy cap thu dwoc thé hién nhu hinh va.

SMTP

SMTP

POP3
IMAP4

Alice

Sender |

2.2. Mét sé lgnh va ddp iing ciia POP3

Mail serve!

Bob
Receiver

1
=

;’LAN or WAN

Mot sb énh quan trong cia POP3 dwoc miéu ta sau day. Con cac dap tng cua POP3 tuong tu

nhu cua giao thuc FTP.

e USER username: d6i sb username 1a mot chudi dinh danh mailbox, chi ¢6 y nghia
ddi v&i server. No tra 161 “+OK” néu tén mailbox cé hiéu luc va “-ERR” néu

khong chap nhan tén mailbox

e PASS string: dbi s6 12 mot password cho mailbox hay server. N6 tra 101 “+OK” d4

khoa maildrop va sin sang va “-ERR” néu password khong hiéu luc hoic khong

dugc phép khoa maildrop.

e QUIT: Khong c6 ddi sb va tra 11 “+OK”.

o STAT: khong c6 dbi s6. Tra 1oi “+OK nn mm” v6i nn 13 s6 message, mm 12 kich

thudc maildrop tinh bang byte. Cac message duoc danh dau xoa khong duoc dém

theo tong s6.



o LIST [msg]: d6i sb 1a s6 thtr ty ctia message, co thé khong lién quan toi cac
message d4 dugc ddnh déu x6a. Tra 10i “+OK scan listing flow” véi scan listing 1a
s6 thir tu cia message do, theo sau 1a khoang tréng va kich thudc chinh xac cia
message do tinh theo byte; hodc tra 161 “~-ERR no such message”.

e RETR msg: d6i sb 1a s6 thir tur message, c6 thé khong lién quan t6i cac message
d4 duoc danh dau xoa. Tra 10 “+OK message flows” hodic “-ERR no such
message”.

e DELE msg: ddi s6 1a s6 thir ty message, co thé khong 1ién quan t6i cac message
da dugc danh diu x6a. Tra 101 “+OK message deleted”, POP3 s¢ danh diu xo6a
message nay hoic “-ERR no such message”.

e NOOP: khéng co6 dbi sb va tra 1oi “+OK”. POP3 server khong 1am gi hét, chi hoi
am lai cho client véi tra 101 “+OK”.

e RSET: khong c6 ddi sd, tra 101 “+OK” dé phuc hoi lai cac message da bi danh dau
x0a bdi POP3 server.

2.3. C&c thao tac truy cdp thw
Pé thuc hién truy cap lay thu, chuong trinh ldy thu phai thyc hién cac thao tac co ban sau:
= Ding nhap bang lénh USER, PASS voi tai khoan hop 1¢
=  Gui lénh thao tac véi hop thu.
Vi du qué trinh thuc hién truy cap hop thu liy thu thé hién nhu hinh 4.10
2.4. Xay dung chwong trinh truy cdp hop thw voi giao thirc POP3
Cac thao tac co ban:
= Tao ddi twong Socket va thiét lap vai Mail Server tai s6 cong 110.
= Tao ludng nhap/xuat
= Thyc hién giri 1énh téi mail server, sau mdi lénh giri, nd thuce hién doc dap tng tra vé

= Két thic chuong trinh
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Hinh 4.10. Vi du qua trinh lay thu véi giao thirc POP3

Chuong trinh vi du sau minh hoa cach cai dat chuong trinh nhan thu véi giao thirc POP3.

//CheckMail . java
import java.net.*;
import java.io.*;
public class CheckMail {
public static void main(String s[]) {
// CheckMail [mailServer] [user] [password]
try {
CheckMail t = new CheckMail();
int 1 = t.checkMyMail(s[O0], s[1]1, sI[2]):
it (i==0) {
System.out.printIn("'No mail waiting.");
}
else {
System.out.printin
("There "™ + (1==1?"1s " :"are ") + 1 +
' message” +(1==1?""":"s')+ " waiting.');



}
catch (Exception e) {

e.printStackTrace();
3
3

private void send(BufferedWriter out, String s) throws I0Exception {
out.write(s+'"\n"");
out.flush(Q);

}

private String receive(BufferedReader in) throws I0Exception {
return in.readLine();

}

private int checkMyMail
(String server, String user, String pass) throws I0Exception {
Socket s = new Socket(server, 110);
BufferedReader in = new BufferedReader(
new InputStreamReader(s.getlnputStream()));
BufferedWriter out = new BufferedWriter(
new OutputStreamWriter(s.getOutputStream()));

receive(in);
send(out, "USER ™ + user);
receive(in);
send(out, "PASS " + pass);
receive(in);

return getNumberOfMessages(in, out);
}
public int getNumberOfMessages
(BufferedReader in, BufferedWriter out) throws I0Exception {
int i = 0;
String s;
send(out, "LIST");
receive(in);
while((s = receive(in)) = null) {

it (Y(s-equaisC'-"))) {

i++;
3
else
return 1i;
3
return O;
3
3
V. KET LUAN

Nhu vay trong chuong nay da bude dau cung cép cho nguoi lap trinh cach lap trinh véi cac giao
thirc truyén thong da phat trién sin c6 théng qua ky thuat socket. Pay la chuong quan trong, né
vira cung ¢b cho sinh vién kién thac mang, vira trang bi cho sinh vién biét cach cai dat cac giao
thirc d6 bang mot ngdn ngir lap trinh cu thé. Trén co s¢ do sinh vién c6 thé hoan thién mot dich
vu mang hoan chinh hodc phét trién cac modul chuong trinh dé tich hop vao cac chuong trinh
uting dung khac nhau. Ngoai cac giao thirc trén, sinh vién nén lap trinh véi mot sé giao thuc
Internet phd bién khac nhu DNS, TFTP, HTTP, RTP hoic cai dat c4c giao thire, goi tin cua céc
giao thirc TCP, UDP, ICMP, ARP, IP, ICMP hoic khao st phat trién cac tng dung vai ho giao
thirc Hxxx, SIP...Cudi ciing mot diéu nhin manh véi nguoi hoc khi phat trién cac tmg dung mang
Vi c&c giao thire: Phai nim chic mo hinh, ciu trdc, co ché truyén thdng cua cac giao thirc thi



méi lap trinh duge. Mot van dé khac, thong qua chuong nay ngudi lap trinh c6 thé phat trién cac
giao thirc truyén thong riéng cua minh dé giai quyét bai toan cu thé.



PHAN I11. LAP TRINH PHAN TAN
CHUONG IV
KY THUAT LAP TRINH PHAN TAN POI TUQNG RMI

I. GIOI THIEU LAP TRINH PHAN TAN VA RMI
(Remote Method Invocation)
1. Giéi thiéu ky thuat Iap trinh phan tan

K3 thuat lap trinh phan tan thuc chit 1a k§ thuat 1ap trinh phan tan ma lénh hay di twong. N6 cho
phép phan b tai I&n toan mang dé tan dung tai nguyén mang giai quyét bai toan lon, phuc tap
thay Vi tap trung trén cling mot may. Cac thanh phan ma lénh phan tan “két cip” véi nhau mot
cach chit ch&, khac voéi lap trinh socket 1a “két cap” long léo. Mot diém khéc co ban nita cua lap
trinh phén tan so vai lap trinh socket 1a: Socket la giao di¢n, con céc ky thuat lap trinh phén tan
nhu RPC, RMI...1a co ché truyén théng.

Hién nay c6 nhiéu ky thuat 1ap trinh phan tan khac nhau nhu:

= Ky thuat goi thu tuc tir xa RPC(Remote Procedure Call)

= Ky thuat goi phuong thac tir xa RMI(Remote Method Invocation)

= Ky thuat mé hinh déi tugng thanh phan phan tin DCOM

= Ky thuat kién tric mdi gigi trung gian CORBA

= K§ thuat EJB, WebService, RPC-XML...
Céc ky thuat Iap trinh phan tan hién nay déu huéng dén mé hinh da tang véi ki thuat lap trinh
hudng dich vu(SOP) ma tiéu biéu 1a WebService. Vi n cho phép giai quyét cac bai toan Ién,
phuc tap hiéu qua va nhiéu vu diém khac. Ky thuat 1ap trinh RMI twong tu nhu k¥ thuat RPC
nhung khac ¢ chd: Trong RPC chong trinh client goi thu tuc phia Server , con trong RMI client
goi phuong thirc tir xa ¢ phia server(huéng ddi tuong).
2. Gigi thiéu ky thuat 1ap trinh RMI
2.1. Ddc trung cua ky thugt RMI
RMI 13 k¥ thuat I4p trinh phan tan ddi twong, n6 cho phép goi phuong thic cua dbi tuong tir xa
qua mang va nhan két qua tra vé tir may tir xa.
RMI 1a mot co ché truyén théng va la ki thuat thuan Java. Biéu d6 nghia 13, ki thuat RMI chi
cho phép cac ddi twong thuin Java méi goi tir xa phuong thirc cia nhau dugc. Con céc dbi tuong
viét bang ngdn ngir khac nhu Delphi, C*™... thi k§ thuat RMI khdng cho phép.
Chuong trinh tng dung phan tan RMI ciing duoc té chirc theo md hinh client/server:

e Phia server 1a phia may tinh tir xa chira cac ddi tuong c6 phuwong thirc cho phép goi tir xa.



e Phiaclient 1a phia chira cac ddi tuong phat sinh 16i goi phurong thic tir xa.

Mot chuong trinh Client c6 thé kich hoat cac phuong thirc ¢ xa trén mot hay nhiéu Server. Tuc la
su thyc thi cia chuong trinh dwoc trai rong trén nhiéu may tinh. Pay chinh 1a dic diém cua céc
g dung phan tan. Noi cach khac, RMI 14 co ché dé xay dung céc wng dung phan tan dudi ngdn
ngit Java.

Mbi dbi tugng co6 phuong thirc cho phép goi tir xa, trude khi sir dung duoc né phai dugce dang ky
v6i may 40 java thong qua bo ding ky cia JDK hodc do ngudi sir dung dinh nghia. Va mdi ddi
tugng d6 ciing phai dugc gan mot chudi dung lam tén dé truy xuat tim ddi twong trén mang.
Chudi tén d6 c6 dang nhu URL:
"rmi://<host>[:port]/ObjName"
Trong do:
e rmi: chi phuong thuc truy cap

e host: dia chi cua may tram chtra d6i twong tir xa can tim

e port: Chira sé cong dugc sir dung dé truy xuat tim ddi twong, nd cé thé cd hoic khong.
Trong truong hop khong khai bdo thi nd mic dinh liy s6 céng 1099.

e ObjName: La chudi tén gan cho doi tuong co phuong thic cho phép goi tir xa.

RMI st dyng giao thic truyén thong JRMI. Giao thiic ndy cho phép tao ra moi truong mang
truyén thong trong sudt ma tir do 161 goi phwrong thuc tir xa khong khéc gi 161 goi cuc bo. Va dé
truyén thong, java st dung 2 dbi tugng trung gian dé dong goi truyén théng va khdi phuc lai loi
goi, két qua thi hanh phuong thire tir xa qua mang tir cac goi tin truyén qua mang do.. Bbi tuong
_Skel cai phia bén server va _Stub cai phia bén client.
Dé hd tro lap trinh RMI, java ho tro nhiéu 16p va giao dién thu vién ma tap trung cha yéu trong
2 goi: java.rmi va java.rmi.server.
Nhu vay k¥ thuat Iap trinh phan tan dbi tuong RMI trong java da cho phép phan tan tai 1én céc
may tinh trén mang thay vi tap trung trén mot may. Diéu nay that su c6 y nghia I6n dbi vai cac
rng dung ma c6 khéi lwong tinh toan I6n ma doi hoi thoi gian thuc. Vi mot may tinh ¢ manh
dén may ciing van hiru han. Nhit 1a d6i véi nhitng bai toan thyc té nhu: Bai toan thi truong
chiang khoén, ngan hang, bai toan hang khong, du bao thoi tiét, bai toan nghién ciu vi
try...Phan sau ddy ching ta s& di sdu vao nghién ciru cac ki thuat Iap trinh cia RMI va co ché
hoat dong cua chdng.

2.1.. Kién trac ciia chwong trinh Client — Server theo co ché RMI

Hinh 5.1. 1a kién tric caa mot chwong trinh phan tan ddi twuong RMI theo md hinh Client /Server:

Trong do:

e Server la chuong trinh cung cép cac dbi tuong c6 thé duoc goi tir xa.



e Client 1a chwong trinh c6 tham chiéu dén cac phuong thirc ciia cac ddi tuong
c6 phuong thic cho phép goi tir xa trén Server.

e Stub la d6i tuong méi giGi trung gian phia client.
e Skeleton la doi tuong mai gidi trung gian cai phia server.

e Remote Reference Layer la I6p tham chiéu tir xa cua RMI.

Hinh5.1.. Kién tric Client/Server ciia chwong trinh RMI

2.2. C4c co' ché hoat dgng RMI
Trong mot ang dung phan tan can c6 cac co ché sau:
e Co ché dinh vi dbi tuong & xa
e Co ché giao tiép vai cac dbi tuong & xa
e Tai céc I6p dang bytecodes cho cac I6p ma né duoc chuyén tai qua lai gitra JVM

1.3.1.Co ché dinh vi doi twong ¢ xa (Locate remote objects): Co ché nay xac dinh céch thirc ma
chwong trinh Client ¢6 thé lay dwoc tham chiéu (Stub) dén cac ddi twong & xa. Thong thuong
ngudi ta s dung mot dich vu danh ba (Naming Service) luu giit c4c tham chiéu dén cac ddi
tugng cho phép goi tir xa ma client sau d6 c¢6 thé tim kiém.

1.3.2. Co ché giao tiép véi cac doi twong & xa (Communicate with remote objects): co ché truyén
thdng voi cac dbi tuong tir xa dugc cai dit chi tiét bai hé thdng RMI.

1.3.3. Tdi cac lép dang bytecodes cho c&c lép ma thyc hién chuyén tai qua lgi giza May do
(Load class bytecodes for objects that are passed around): Vi RMI cho phép cac chuong trinh
goi phuong thirc tir xa trao dbi cac dbi tugng véi cac phuong thic tir xa dudi dang cac tham sé



hay gi4 tri tra vé cia phuong thirc, nén RMI cin c6 co ché can thiét dé tai ma Bytecodes cua cac
d6i twong tir may 40 ndy sang may ao khéc.

Hinh 5.2. m6 ta mot tng dung phan tan RMI sir dung dich vu danh ba dé liy cac tham chiéu t6i

cac ddi tuong & xa.
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Hinh 5.2. Vai tro cia dich vu tén
Trong do:

e Server ding ky tén cho ddi twong c6 thé duoc goi tir xa cua minh véi Dich vy danh ba
(Registry Server).

e Client tim d6i twong ¢ xa thong qua tén dd dwoc ding ky trén Registry Server (looks
up) va tiép d6 goi cac phuong thirc & xa.

Hinh 5.2. minh hoa ciing cho thiy cach thirc ma hé thdng RMI sir dung mot WebServer
san c6 dé truyén tai ma bytecodes cua cac 1op qua lai giira Client va Server

Tién trinh van hanh caa mot ting dung Client/Server theo kiéu RMI dién ra nhu sau:

e Budc 1: Server tao ra cac ddi tueong cho phép goi tir xa cuing véi cac Stub va Skeleton
caa chung.

e Budc 2: Server sir dung 16p Naming dé ding ky tén cho mot dbi twong tir xa (1).
e Budc 3: Naming ding ky Stub cua d6i tugng tir xa voi Registry Server (2).

e Budc 4: Registry Server sin sang cung cap tham thao dén dbi tugng tir xa khi c6 yéu
cau (3).

e Client ydu cau Naming dinh vi d6i tuong xa qua tén da dwoc ding ky (phuong thirc
lookup) véi dich vu tén (4).

e Naming tai Stub caa di twong xa tir dich vy tén ma ddi twong xa d4 ding ky vé Client
(5).

e Cai dat d6i tugng Stub va tra vé& tham khao ddi twong xa cho Client (6).



e Client thyc thi mot loi goi phurong thuc tir xa thong qua dbi tugng Stub (7).

3. Cac I6p hd trg 1ap trinh véi RMI

Java hd trg céc 16p can thiét dé cai dat cac ung dung Client-Server theo kiéu RMI trong
céc goi: java.rmi. Trong sé d6 cac 16p thudng duoc ding 1a:

e java.rmi.Naming:

e java.rmi.RMISecurityManager
e java.rmi.RemoteException;

e java.rmi.server.RemoteObject

e java.rmi.server.RemoteServer

e java.rmi. server.UnicastRemoteObject

I1. XAY DUNG CHUONG TRINH PHAN TAN RMI

Xay dung mot tng dung phan tan bang co ché RM! gom cic budc sau:

1. Thiét ké va cai dat cac thanh phan cua ang dung.
2. Bién dich cac chwong trinh ngudn va tao ra Stub va Skeleton.
3. Tao cac 16p ¢ thé truy xut tir mang can thiét.

4. Khai tao ung dung

1. Ky thuat lap trinh RMI

Dau tién ching ta phai xac dinh 16p nao 1a 16p cuc b, 16p nao 1a 16p duoc goi tir xa. N6 bao gom
cac budc sau:

Dinh nghia cdc giao dién cho cdac phwong thuc ¢ xa (remote interfaces): Mot remote
interface md ta cac phuong thrc ma nd c6 thé dugc kich hoat tir xa boi cac Client. Di
cling véi viée dinh nghia Remote Interface 13 viéc xac dinh céc 16p cuc bo lam tham sé
hay gi4 tri tra vé cua cac phuong thirc dwoc goi tir xa.

Cai ddt cdc doi twong tir xa (remote objects): CAc Remote Object phai cai dit cho mot
hodc nhiéu Remote Interfaces dd dugc dinh nghia. Cac 16p cua Remote Object class cai
dat cho cac phuong thirc dugc goi tir xa d8 duoc khai bdo trong Remote Interface va co
thé dinh nghia va cai dat cho ca cac phuong thie dugc sir dung cuc bo. Néu c6 cac 16p
lam ddi sb hay gié tri tra vé cho cac phuong thirc duoc goi tir xa thi ta ciing dinh nghia va
cai dat chdng.

Cai dat cac chuong trinh Client: Cac chuong trinh Client c6 sir dung cdc Remote Object

6 thé duoc cai dit ¢ bat ky thoi diém nao sau khi cac Remote Interface da dugc dinh
nghia.



Pé nim duoc ky thuat 1ap trinh RMI cu thé chiing ta xay dung chuong trinh don gian sir dung
RMI nhu sau: Viét chuong trinh tng dung phan tan RMI theo md hinh client server. Chuong
trinh c6 cu tric sau:

= Chuong trinh server: c6 dbi tuong cd phuong thirc cho phép goi tir xa int add(int
x,int y) dé tinh tong cua 2 sb.
= Chuong trinh client: cho phép goi phuong thic thir xa add() qua mang dé tinh
téng cua 2 sb nguyén va hién thi két qua.
Quaé trinh xay dung chuong trinh ndy cé thé thuc hién qua cac budc sau:
Bwéc 1: Khai béo giao dién dé khai bao cac phuong thic cho phép goi tir xa. Vi trong k§ thuat
RMI, bit ké phuong thirc ndo cho phép goi tir xa qua mang déu phai dwoc khai béo trong giao
dién ké thira tir giao dién Remote thudc 16p java.rmi. Va phuong thic d6 phai dam bao 2 yéu cau
sau:
= Phai cé thuoc tinh public
» Phai ném tra vé ngoai ¢ RemoteException
Gia sir giao dién c6 tén TT, ching ta c6 thé khai bao né nhu sau:
//TT.java

import java.rmi.*;

public interface TT  extends Remote

{

public int add(int x,int Yy) throws RemoteException;
}

Buéc 2: Khai béo 16p thuc thi giao dién TT dé cai dat phuong thic add(). Gia sir 16p ¢6 tén la
TTImpl:

//TTImpl _java

import java.rmi.*;

class TTImpl implements TT

{
public int add(int x,int y) throws RemoteException

{
return (X+y);
}
}

Bwéc 3: Xay dung chuong trinh server. Chuong trinh server phai thuc hién 3 van dé cét 16i sau
day:



= Tao ddi twong cd phuong thirc cho phép goi tir xa va tra vé tham chiéu dén giao dién cua
chang. Vi du:
TT c=new TTImpl();
= Ping ky d6i tuong cd phuong thirc cho phép goi tir xa véi may 4o java, thong qua trinh
ding ky cua JDK hoic do nguoi Iap trinh tu dinh nghia, bang céch sir dung phuong thirc

exportObject() cua 16p UnicastRemoteObject thuoc gdi java.rmi.server. Phuong thuc
exportObject() c6 thé khai bao nhu sau:

UnicastRemoteObject.exportObject(Obj);
=  Géan cho d6i tuong cd phuong thic cho phép goi tir xa mot tén dudi dang chudi URL dé
thdng qua chudi tén do, cac ddi tuong client co thé truy xuat tim thdy déi twong trén
mang. Dé thyc hién viéc do, 1op java.rmi.Naming cung cap phuong thic bind() hoic
rebind(). Phuong thirc bind() c6 dang sau:
Naming.bind(*‘rmi//<host>[:port]/ObjName”’, Obj);
Chuong trinh server duoc viét nhu sau:
//TTServer.java
import java.rmi.*;
import java.rmi._serrver.™;
class TTServer{
public static void main(String[] args)
{

try{
//Tao doi tuong

TT c=new TTImplQ;

//dang ky voi mays ao java
UnicastRemoteObject.exportObject(c);
//Gan chuoi URL
Naming.bind(“rmi://localhost/Obj™”, c);

System.out._printIn(“Server RMI da san sang...."");
}

catch(Exception e)

{

System._out._printin(e);

}

i3



Budéc 4: Xay dung chuong trinh client, gia st chuong trinh la 16p TTClient.java.. Chuong trinh

client phai c6 nhiém vu sau:

= Truy xuat tim ddi tuong c6 phuong thirc cho phép goi tir xa thdng qua chudi tén URL da
duoc chuong trinh server gan cho dbi tugng. Bang céach client st dung phwong thuc
lookup() cua l6p Naming hoi bo dang ky théng qua sé céng cu thé da dugce dinh nghia
trong chudi URL. Néu tim thay, server s& tra vé tham chiéu dén déi twong tir xa c6 kiéu

giao dién cua dbi tuong.

= Goi thi hanh phuong thic tir xa thong qua bién tham chiéu toi dbi twong tir xa.

Chuong trinh client:
//TTClient. java
import java.rmi.*;

class TTClient{

public static void main(String[] args)

{
try{

TT  x=(TT)Naming. lookup(*“rmi ://localhost/0bj™);

int a=10, b=20;

System.out._printIn(*Tong cua
s="+x.add(a,b));

}

catch(Exception e)

{
System.out._printin(e);

}
3}
2. Bién dich chwong trinh

Giai doan ndy gom 2 budc:

a=”+a+”

vol

b=”+b+”

la

Bwéc thw nhat: Bién dich cac tép chwong trinh thanh dang bytecode dung trinh

javac.exe. Trong chuong trinh trén co 4 tép:

javac.exe
TTjava ~  ---—-mmmmmmmmmmeee e >TT.class
TTImpljava --------------mmmmmmmme - >TTImpl.class
TTServer.java ------------=--=-=--=--=--—- >TTServer.class
TTClient.java ---------------=------------- >TTClient.class

@)
(@)
(3)
(4)



Bwéc thir 2: Phét sinh céc tép dbi tugng trung gian _stub va _skel biang cach st dung
trinh dich rmic.exe cia JDK dé dich tép ddi tuong co phuong thirc cho phép goi tir xa TTImpl:

rmic  TTimpl [Enter]
Sau khi dich, 2 tép mai duoc tao ra:
TTImpl_Stub.class (5)
TTImpl_Skel.class (6)
3. Thuec thi chwong trinh wng dung
Bwéc 1: Phan b cac tép chuwong trinh phii hop tir (1) d&én (6) vé méy client va server. Cu thé:
= Phiaclient: (1), (4), (5)
= Phia server: (1), (2), (3), (5), (6)
Buoc 2: Chay chuong trinh
Thuc hién mé 3 cua sb Iénh:
= Cura 6 thir nhat: Chay trinh dang ky rmiregistry.exe véi ¢l phap sau:
rmiregistry [porrt] [Enter]
= Cua s6 thtr 2: Chay chuong trinh server:
java TTServer [Enter]
= Cua sb tha 3: Chay chuong trinh client:
java TTClient [Enter]

Sau khi thuc hién xong, stra lai chuong trinh client phén dia chi host trong chudi URL, dich lai va
c6 thé chay thir qua mdi trrong mang. Khi do cua sé 1, 2 chay phia bén server, cira s6 3 chay
phia client.

I1l. CO CHE TRUYEN THONG RMI

Co ché truyén thong RMI c6 thé giai thich theo hinh 5.3 va né thuc hién theo cc budc sau:

Step 1: Pau tién d6i twong cai dit cac phuong thirc va goi ham Naming.bind() dé diang ky véi bo
quan ly rmiregistry trén server thdng qua qué trinh 1.

Step 2: Ddi tugng trén client goi ham Naming.lookup() dé truy tim déi tugng tir xa bang cach hoi
bo dang ky théng qua chudi URL bing qué trinh 2.
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Hinh 5.3. Co ché RMI goi phuong thirc ciia ddi tuong tir xa

Step 3: Bo ding ky rmiregistry tim d6i twong, néu thay né tra vé tham chiéu dén ddi tuong tir xa
cho client bang qué trinh 3 théng qua lop giao dién(interface) ma ddi twong tir xa cung cap.

Step 4: Dwa vao giao dién(TT) ddi tuong TTClient s& goi phuong thuc tir xa cua déi tugng trén
server(TTImpl) thong qua tham chiéu nhan duoc ¢ budc 3 bang qué trinh 4.

Step 5: Khi mot phwong thirc duoc goi, 161 goi s& dugc chuyén téi ddi tuong trung gian _Stub va
duoc dong goi chuyén qua mang theo giao thirc JRMP toi dbi twong _Skel phia server.

Step 6: Déi tugng Skel phia server s& khdi phuc lai 10i goi va goi thi hanh phuong thuc tir xa
bing qua trinh 6.

Step 7: Sau khi phuong thirc tu xa thi hanh xong, két qua s& duoc d6i twong _Skel tra vé cho ddi
tugng client bang mot qua trinh truyén thdng nguoc vai qua trinh trén.

IV. VAN PE TRUYEN THAM SO CHO PHUONG THUC GOI TU XA
1. Giéi thiéu truyén tham sé theo tham tri va tham chiéu cho phwong thic tir xa

Trong ki thuat RMI, viéc truyén tham sé trong cac Ioi goi cac phuong thirc tir xa qua mang ciing
c6 2 cach: truyén tham tri va truyén tham chiéu. V6i cac tham sb truyén cd kiéu dit liéu co ban thi
déu 1a truyén tham tri. Con ddi véi cac dbi tuong thi c6 2 kiéu truyén: truyén ddi tugng theo kiéu
tham trj va truyén dbi tuong theo kiéu tham chiéu. Trong cach truyén dbi tuong theo kiéu tham
tri thi ban than ddi twong s& duoc truyén qua mang. Cach truyén nay c6 han ché Ia:

= Anh huéng dén tdc do ciia mang nhat 1a khi truyén déi tuong c6 kich thuac lon.

= Chi truy xuét goi phuong thuc tir xa theo mot chiéu tir client t&i server.



Trong céch truyén dbi twong theo kiéu tham chiéu thi chi cé tham chiéu dén di twong duoc
truyén qua mang nén khic phuc dugc han ché caa truyén dbi tuong theo kiéu tham tri. Va nd cho
phép truy xuat goi phuong thirc tir xa theo ca 2 chiéu tir client dén server va nguoc lai.

Dé chi thi mot di tuong truyén cho phuong thie tir xa qua mang 1a truyén tham tri hay truyén

tham chiéu thi trong Java sir dung cach cai dat nhu sau: Tat ca cac ddi tuong cd kiéu 16p thuc thi

giao dién Serializable thi khi truyén cho phuong thirc déu duoc 4n dinh 13 truyén tham tri. Con

cac dbi twong ma cd kiéu 16p thuc thi giao dién Remote thi khi truyén cho phwong thirc tir xa s&

| truyén tham chiéu.

Sau ddy ching ta s& khao séat ky 2 cach truyén ddi tuong theo kiéu tham tri va kiéu tham chiéu.

2. Truyén déi twgng theo kiéu tham tri

Pé nam duoc ky thuat ndy, ching ta xét vi du sau: Viét chuong trinh RMI ¢6 cAu tric sau:

= Phia client cho phép tao déi twgng BOX c6 céac tham sé w, h, d twong ung la chiéu rong,

chiéu cao va chiéu sau cua hinh hop chir nhat. Sau dé goi phuong thic tir xa va truyén ddi
tuong BOX cho phuong thirc theo kiéu tham tri, nhan két qua tra vé va hién thi.

» Phia server ¢ dbi twgng c6 phuong thirc cho phép goi tir xa véi tham sé truyén 1a dbi
tuong BOX, thuc hién thay ddi w, h, d cua di twong va tra d6i twong vé cho client.
Qua trinh xay dung chuong trinh thuc hién cac buéc sau:
Bwéc 1: Xay dung I6p BOX thue thi giao dién Serializable thudc géi java.io dé dbi tuong co thé
truyén theo kiéu tham tri.
//B0OX. java
import java.io.*:
class BOX implements Serializable
{
int w,h,d;
BOXOA{
w=10; h=20; d=15;
3
Céc budc 2 tro di twong tu nhu ki thuat xay dyng churong trinh RMI d4 khao sét & phan trén.
Bwéc 2: Xay dung giao dién dé khai bao phuong thic changeOBject() cho phép goi tir xa
//BB. java
import java.rmi._*;
interface BB extends Remote

{
public BOX changeObject(BOX obj) throws RemoteException;



}
Budc 3: Khai bao 16p thuc thi giao dién BB
//BBImpl _java
import java.rmi.*;

class BBImpl implements BB

{

public BOX changeObject(BOX obj) throws RemoteException
{

obj.w+=10; obj.h+=5; obj.d+=15;

return obj;

3}

Bwoc 4: Xay dung chuong trinh server
//BBServer _java
import java.rmi.*;
import java.rmi.server.*;
class BBServer{

public static boid main(String[] args)

{

try{
BB c=new BBImpl():

UnicastRemoteObject.exportObject(c);
Naming.bind(“rmi://localhost/cObj”,c);

}

catch(Exception e)

{
System.out.printin(e);
33}

Buwdc 5: Xay dung chuong tinh client
//BBClient._java
import java.rmi.*;
class BBClient{
public static void main(String[] args)
{
try{



BB c=(BB)Naming. lookup(““rmi://localhost/cObj™);

BOX box=new BOX(Q);
System.out.printIn(“w="+box.w+”,h="+box.h+,d="+box.d);
box=c.changeObject(box) ;
System.out.printIn(*“w="+box.w+”,h="+box.h+,d="+box.d);

}

catch(Exception e)

{
System.out.printin(e);

}
i3

Sau khi tao chuong trinh xong, thuc hién dich va chay chuong trinh theo ky thuat d& duoc trinh
bay & phan trén. Bé rd hon, cac ban cd thé hién thi kich c& cua ddi twgng BOX phia client, hién
thi kich ¢ ddi twong d6 sau khi dd goi phuwong thic tr xa phia server dé so sanh.
3. Truyén déi tweng theo kiéu tham chiéu

Trong ky thuat nay, dbi twong phia bén client va server déu c6 thé goi phuwong thirc tir xa cua
nhau va khac véi ky thuat truén tham so trén 1a chi truyén tham chiéu dén ddi tuong thay vi
truyén ban than ddi tuong.

Nhung c6 mot van dé can luw y trong ki thuat nay 1a: Doi tuong phia client goi phuong thuc tir
xa cua doi tuong phia server thi vin xdy ra nhw da trinh bay. Nhung khi déi tuong server goi
phuong thuc tir xa cua client thi co ché c6 khac mét chat. Co ché goi nguoc tir xa cua ddi tuong
trén server dén ddi tuong trén client thdng quan tham chiéu goi la co ché callback.

Poi twgng client Doi twgng server
‘ Goi phwong thirc ‘
Goi phwong thire

Hinh 5.4. Béi tuong giita client va server goi phuong thirc cia nhau

Pé thé hién k¥ thuat truyén dbi tuong theo kiéu tham chiéu, ching ta s& xét vi du sau[2]: Chlng
ta sé tao ra 2 doi tuwong la AtClient chay trén client va AtServer chay trén server. DAu tién nhu k¥
thuat rmi binh thuong, client s& hoi trinh rmiregistry dé timg tham chiéu dén ddi tuong AtServer,
sau do trinh client s& tao di tuong AtClient phia client va goi phuong thirc caa AtServer dé ding
ky dbi tuong AtClient vai server. Sau khi thuc hién nhitng thao tac nay, dbi tuong AtClient va
AtServer c6 thé ty do diéu khiént va goi phuong thic tir xa ciia nhau. Qué trinh thyc hién nay c6
thé thé hién thdng qua cac budc sau:



Budc 1: Xay dung giao dién phias client la AtClient.
//AtClient._java
import java.rmi._*;
public interface AtClient extends Remote
{
public void callClientMethod(String msg) throws RemoteException;
}
Budc 2: Xay dung giao dién phia server la AtServer
//AtServer.java
import java.rmi._*;
public interface AtServer extends Remote
{
public void registerClient(AtClient c)throws RemoteException;
public void callServerMethod(String msg) throws RemoteException;
}
Budc 3: Cai dat I6p thuc thi cho céac giao dién AtClient va AtServer
//AtClientimpl_java
import java.rmi._*;

class AtClientimpl implements AtClient

{

public void callClientMethod(String msg) throws RemoteException
{

System.out._printin(msg);

3}

//AtServerimpl _java

import java.rmi._*;

class AtServerlimpl implements  AtServer

{

AtClient client;

public void registerClient(AtClient c) throws RemoteException{
client=c;

}

public void callServerMethod(String msg) throws RemoteException

{



System.out._printin(msg);
for(int 1=0;i<10;i++){
String msg=""Server response “+Math.random()*1000;
client_callClientMethod(msg);
33}
Budrc 4: Xay dung chuong trinh server
//rServer . java
import java.rmi._*;
import java.rmi.server.*;
class rServer{
public static void main(String[] args) throws Exception
{
AtServer server=new AtServerlmpl();
UnicastRemoteObject.exportObject(server);
Naming.bind(“rmi://localhost/serverObject”,server);
System.out.printIn(“Waiting for client request...”);
3}
Buwdéc 5: Xay dung chuong trinh client
//rClient._java
import java.rmi._*;
import java.rmi.server.*;
class rClient{
public static void main(String[] args) throws Exception
{
AtClient cl=new AtClientimpl();
UnicastRemoteObject.exportObject(cl);
Naming.bind(“rmi://localhost/clObject”, cl);
AtServer svr=(AtServer)Naming.lookup(“rmi://localhost/serverObject™);
svr.registerClient(cl);
svr.callServerMethod(““Client contact server”);
3}
Budc 6: Gia sir cac tép chuwong trinh trén déu dat trong thu muc D:\rmi, qué trinh dich va chay
chuong trinh ¢6 thé thuc hién bang c4c cau lénh sau:

= Dich:



D:\rmi\>javac *.java
D:\rmi\>rmic AtServerimpl
D:\rmi\>rmic AtClientImpl
= Mo cua sb lénh chay trinh ding ky
D:\rmi\>rmiregistry
= M¢ cira s lénh chay trinh rServer
D:\rmi\>java rServer
= M¢ cira sb Iénh chay trinh rClient
D:\rmi\>java rClient
V. KY THUAT SU DUNG MOQT POI TUQNG SAN SINH NHIEU POI TUQNG
1. Gigi thigu
Ching ta da biét, mot dbi twong c6 phuong thie cho phép goi tir xa truwcs khi sir dung phai diang
ky d6i twong voi may 4o java thdng qua trinh rmiregistry, sau d6 phai gan mot chudi URL phia
server va phia client phai c6 1énh tim kiém théng qua URL dé. Déi vai chuong trinh don gian, it
di twong thi khong van dé gi. Nhung khi phia Server c6 hang tram, hang nghin va hon nira cac
ddi tugng c6 phuong thirc cho phép goi tir xa thi van dé tré nén nghiém trong. Khi do6 trinh
rmiregistry phai quan ly qua nhiéu di twong, nguoi lap trinh chuong trinh client phai nhé nhiéu
dbi tuong, sb cau lénh dang ky dbi twong, gan chudi URL phia server(bind()) va cau lénh tim
kiém phia client(lookup()) qué nhiéu, twong tac qua mang qua nhiéu, tir d6 chuong trinh tré nén
phuc tap. Dé giai quyét van dé nay, rmi c6 mot ky thuat cuc ky hitu ich. Do 13, thay vi tao truy
xut, nhd nhiéu dbi tuong thi bay gio nguoi 1ap trinh chi can nhd mot dbi twong, chi can dang ky
VGi may 40 java mot doi tirong va chi can truy tim mot déi twong. Con tat ca cac dbi tugng con
lai s& do ddi twong dai dién ndy tao ra, dang ky va cho phép phia client chi can goi cac phuong
thire tir xa cua ddi twong dai dién dé tra vé tham chiéu dén cac ddi twgng do né san sinh ra. Déi
tuong do goi 1a d6i twgng san sinh nhiéu ddi twgng(Factory Object). Hinh 5.5. cho chung ta thay
co ché sir dung mot dbi tuong(Factory Object) dé san sinh nhiéu ddi teong khac(A, B, C). Co ché
sir dung ddi twong Factory dé san sinh nhiéu ddi tuong khac duoc thuc hién nhu sau:

= PAu tién d6i tugng Factory Object dang ki véi bo diang ky rmiregistry

= Trinh client mudn goi d6i twong A, B, C; trudc hét trinh client phai lién hé véi rmiregistry
dé lay vé tham chiéu dén ddi tugng Factory Object.

= Sau khi c6 tham chiéu dén déi tugng Factory Object, trinh client thuc hién Factory Object
dé yéu cau tao ra cac ddi tuong A, B, C, ding ky cac ddi tuong A, B, C véi may 4o java
va tra vé tham chiéu dén A, B, C cho client.

» Dua vao tham chiéu nhan dugc, client thuc hién 16i goi phwong thirc tir xa caa cac ddi
tuong A, B, C.



Phia Client

Client

Hinh 5.5. M6 hinh hoat dong cua doi turong Factory
2. Ky thuit cai dat wng dung Factory

K§ thuat cai dat dbi teong san sinh ra nhiéu ddi tugng duoc thé hién théng qua vi du sau: Gia sir
mo hinh bai toan nhu hinh 5.5. Trong d6 dbi tuong Factory Object c6 cac phuong thuc tir xa cho
phép tra vé tham chiéu dén ddi tugng A, B, C 1a getRef X() sau khi déi twong ndy dé tao A, B, C
va dang ky véi rmiregistry. Sau do client s& goi cac phuong thirc tir xa cua cac ddi tuong A, B, C
laf get_X(). Cac phuong thirc nay s& tra vé cho client chudi “Day la doi twong X”. Véi X 13 A, B
hoic C. Gia str giao dién cua di turong Factory Object 1a FF va Iop thyc thi 13 FFImpl.
Budc 1: Xay dung giac dién cua A, B, C tuong ung la AA, BB, CC

//AA_java

import java.rmi.*;

public interface AA extends Remote

{
public String get_A() throws RemoteException;

}

//BB._java

import java.rmi.*;

public interface BB extends Remote

{
public String get B() throws RemoteException;

}
//CC_java



import java.rmi._*;
public interface CC extends Remote

{
public String get_C() throws RemoteException;

}
Buwdc 2: Khai bao cac lop thuc thi cac giao dién AA, BB, CC
//AAImp._java
import java.rmi._*;
class AAImpl implements AA{
public String get A() throws RemoteException{
return “Day la doi tuong A.”;
3}
//BBlImpl _java
import java.rmi._*;
class BBImpl implements BB{
public String get B() throws RemoteException{
return “Day la doi tuong B.”;
3}
//CClmpl . java
import java.rmi.*;
class CCImp! 1implements CC{
public String get C() throws RemoteException{

return “Day la doi tuong C.”;

3}
Bwéc 3: Khai b4o giao dién FF, trong giao dién nay khai bao cac phuong thirc getRef X() dé tra
vé cac tham chiéu dén ddi tugng A, B, C

//FF._java

import  java.rmi.*;

public interface FF extends Remote{

public AA getRef A() throws RemoteException;

public BB getRef B() throws RemoteException;

public CC getRef C() throws RemoteException;

}

Budc 5: Khai bao 16p FFImpl thuc thi giao dién FF. Trong I6p nay phai thuc hién cac céng viéc
sau:



= Tao céc ddi twong A, B, C tuong tng 1a AAImpl, BBImpl, CCImpl
= Ping ky céc ddi teong nay véi trinh dang ky rmiregistry
= Cai dit c4c phuong thirc tra vé tham chiéu dé cac di tuong da duoc tao ra
//FFImpl _java
import java.rmi.*;
import java.rmi.serrver.*;
class FFImpl implements FF{
//Tao cac doi tuong
AA  a=new AAImpl ) ;
BB b=new BBImpl();
cC c=new CCImplQ);
//Khai bao cau tu FFImpl, trong do thuc hien dang ky cac doi tuong
FFImpl O

{

try{
UnicastRemoteObject.exportObject(a);

UnicastRemoteObject.exportObject(b);
UnicastRemoteObject.exportObject(c);

}catch(Exception e)

8

}
//Cai dat cac phuong thu

public AA getRef A() throws RemoteException{
return a;

}

public BB getRef B() throws RemoteException{
return b;

}

public CC getRef _C() throws RemoteException{

return c;

}

}

Budc 6: Xay dung chuong trinh phia server. Chuong trinh nay phai thuc hién cac nhiém vu
sau(nhu k¥ thuat c6 ban):



=  Tao dbi twong FFImpl
= Ping ky d6i tugng FFImpl véi may 4o java
= Gan cho dbi twong mot chudi URL dé truy xuét ddi twong trén mang
//FFServer.java
import java.rmi.*;
import java.rmi.server.*;
class FFServer{
public static void main(String[] args) throws Exception
{
FF f=new FFImpl;
UnicastRemoteObject.exportObject(fT);
Naming.bind(“rmi://localhost/ffObj” ,T);
System.out._printIn(*“Server da san sang...”);
3}
Budrc 7: Xay dung chuong trinh client. Chuong trinh nay ¢6 nhi¢m vu sau:
= Tim ddi teong FFImpl va nhan tham chiéu dén d6i twong FFImpl
»  Goi cac phuong thirc caa FFImpl dé 1y tham chiéu dén cac di tuong A, B, C
= Thdng qua tham chiéu dén A, B, C goi tir xa cac phuong thirc cua céc ddi tuong nay.
//FFClient.java
import  java.rmi.*;
class FFClient{
public static void main(String[] args ) throws Exception
{
//Lay tham chieu doi tuong Factorry
FF  f=(FF)Naming. lookup(“‘rmi://localhost/ffObj’");
//Goi phuong thuc cua Factory tra ve tham chieu toi A, B, C
AA a=f.getRef AQ;
BB b=f_getRef B();
CC c=f.getRef CQ;
//Goi cac phuong thuc cuar A, B, C thong qua tham chieu
System.out.printIn(a.get_AQ);
System.out.printin(b.get_ B(Q);
System.out.printIn(c.get_CQ);
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Buwdéc 8: Dich va chay chuong trinh

//Gia st tat ca cac tép ngudn nam trong thu muc d:\RMI\Factory
D:\RMI\Factory>javac *.java
//Phat sinh cac tép _Stub, _Skel cua FFImp, AAlmpl, BBImpl, CClmpl
D:\RMI\Factory>rmic  AAlmpl
D:\RMI\Factory>rmic BBImpl
D:\RMI\Factory>rmic CClmpl
D:\RMI\Factory>rmic FFImpl
/IChay chuong trinh
//b1: Mé cira s6 1énh chay trinh ding ky
D:\RMI\Factory>rmiregistry
//b2: Mé cira s6 1énh chay chuong trinh server
D:\RMI\Factory>java FFServer
//b3: M¢ cira s6 1énh chay chuong trinh client
D:\RMI\Factory>java FFClient
Lueu y: Néu chay chuong trinh server va client trén 2 may tinh ni mang thi phai phan bé cac tép
server va céc tép phia client twong tw nhu ky thuat ¢ ban nhung nhiéu dbi tuong. Va phai dbi dia
chi trong chudi URL phia chuong trinh client 1a dia chi caa server(trong lookup()).
VI. CASE STUDY 1: LOGIN TU XA DUNG RMI
1. Bai toén
Bai toan login tir xa dung RMI dat ra nhu sau:

- Co so dir liu doc luu trir va quan i trén server RMI, trong d6 c6 bang users chua it
nhét hai cot: cot username va cot password.

- Tai phia server, c6 khai bao, dinh nghia, va ding ki mot dbi twong tir xa c6 phuong th
kiém tra diang nhap, n6 s& tién hanh kiém tra trong co s& dir liéu xem c¢6 tai khoan nao
trung véi thong tin dang nhap nhan duogc hay khéng.

- Chuong trinh phia client phai hién giao dién do hoa, trong d6 c6 mot 6 text dé nhap
username, mot o text dé nhap password, va mot nit nhan Login.

- Khi nit Login duogc click, chuong trinh client s& triéu goi lam kiém tra login tir server
RMI, liy thdng tin diing nhap (username/password) trén form giao dién dé kiém tra



Sau khi ¢ két qua kiém tra (ding nhap dang, hoic sai), client s& hién thi thong béo
tuong tmg v6i két qua nhan duoc: néu dang nhap dung thi thdng bao login thanh cong.
Néu ding nhap sai thi thdng béo 1a username/password khéng dung.

Yéu cau kién truc hé théng & ca hai phia client va server RMI déu dugc thiét ké theo
mé hinh MVC

2. Thiét ké hé thong

Vi hé thdng duoc thiét ké theo md hinh client/server RMI nén mdi phia client, server s& c6 mot
so dd 16p riéng, cac so d6 nay duoc thiét ké theo mé hinh MVC.

2.1 So do |6p phia client

So d6 16p cua phia client dugc thiét ké theo md hinh MVC trong Hinh 5.6, bao gom 3 I6p chinh
tuong tmg Véi so @ M-V-C nhu sau:

Lép User: 1a 1op twong tng voi thanh phan model (M), bao gdm hai thudc tinh
username va password, cdc ham khai tao va cac cap getter/setter tuong rng véi cac
thudc tinh.

Lép RMILoginClientView: 1a 16p twong tng véi thanh phan view (V), 1a 16p form
nén phai ké thira tir 16p JFrame caa Java, n6 chia céc thudc tinh 1 cac thanh phan db
hoa bao gdm & text nhap username, d text nhap password, ndt nhat Login.

Lép RMILoginClientControl: 1a 16p tuong ting véi thanh phan control (C), n6 chira
mot 16p ndi tai 1a LoginListener. Khi ndt Login trén ting view bi click thi n6 s&
chuyén tiép su kién xudng I6p noi tai ndy dé xir Ii. Tat ca cac xir Ii déu goi tir trong
phuong thirc actionPerformed cua I6p noi tai ndy, bao gdom: liy thong tin trén form
giao dién, triéu goi thir tuc tir xa RMI vé kiém tra dang nhap va yéu cau form giao
dién hién thi.
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RMILoginClientView ClientRun
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-ttPassword : JPassword Field
-bitnlogin | JButton v
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Hinh 5.6: So d6 I6p phia client RMI

2.2 So' do |6p phia server

So d6 16p cua phia server duoc thiét ké theo md hinh MV/C trong Hinh 5.7, bao gém 3 Iép chinh
tuong tmg Véi so @ M-V-C nhu sau:

- Lép User: Ia 16p thyc thé, dung chung théng nhét vai I6p phia bén client.

- Lép RMILoginServerView: la I6p twong tng véi thanh phan view (V), 1a 16p ding
hién thi cac thong bao va trang thai hoat dong bén server RMI.

- Giao dién RMILoginlInterface: 1a giao dién (interface) khai bao ddi tuong tir xa, trong
d6 nd khai bao thu tuc checkLogin(): thii tuc nhan vao mot tham sb kiéu User, tra két
qua vé dang String.

- L&p RMILoginServerControl: 1a 16p twong tng véi thanh phan control (C), né dam
nhiém vai trd xu li cia server RMI, trong d6 né dinh nghia cu thé lai phuong thic da
dugc khai bao trong RMILoginInterface, sau do dang ki ban than né vao server RMI
dé phuc vu céc 101 tri€u goi tir phia cac client.



ServerRun RMILoginSe rverView <<|nterface=>
+main() +showMessage(Sting) : void RMILogininterface
+checkLoginiUser) : String

RMILoginServerControl

-serverPort | int

<<Entity Bean=> -registry | Registry

User -mmi Service : String
-username | String -con ;. Connection
-password : String -view | RMILoginServerview

: +RMILogin ServerControll RMILoginSe rveriew)

[ +checkLogin{User) : String

v +checkUserUser) : boolean
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Hinh 5.7: So d6 I6p phia server RMI
2.3 Tuan tw cdc buéc thuc hign
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Hinh 5.8: Tuan tu cac budc thuc hién khi login tir xa véi RMI

Tuan tu cac bude xir If nhu sau (Hinh 5.8):
1. O phia client, nguoi ding nhap username/password va click vao giao dién cua l6p
RMILoginClientView
2. Lop RMILoginClientView s€ dong goi théng tin username/password trén form
vao mot dbi twong model User bang phwong thirc getUser() va chuyén xudng cho
I6p RMILoginClientControl xu i



Lép RMILoginClientControl s€ triéu goi lam checkLogin() tur phia server RMI
Server tra vé cho bén client mot skeleton caa phuong thirc checkLogin().

Bén phia client, khi nhan dugc skeleton, né goi phuwong thirc checkLogin() dé kém
tra thdng tin dang nhap.

6. Két qua kiém tra s& dwoc lsp RMILoginClientControl s& chuyén cho lop
RMILoginClientView hién thi bing phwong thirc showMessage()

7. Lép RMILoginClientView hién thi két qua dang nhap 1én cho ngudi dung
3. Cai dat
3.1 Cé&c lgp phia client RMI
Lop User.java

package rmi.client;
import java.io.Serializable;

public class User implements Serializable{
private String userName;
private String password;

public User(){
}

public User(String username, String password){
this.userName = username;
this.password = password;

}

public String getPassword() {
return password;
}

public void setPassword(String password) {
this.password = password;
}

public String getUserName() {
return userName;
}

public void setUserName(String userName) {
this.userName = userName;
}

Ldép RMILoginClientView.java

package rmi.client;

import java.awt.FlowLayout;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.awt.event._WindowAdapter;



import java.awt.event._WindowEvent;

import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.

public class

swing.JButton;
swing.JFrame;
swing.JLabel;
swing.JOptionPane;
swing.JPanel;
swing.JPasswordField;
swing.JTextField;

RMILoginClientView extends JFrame implements ActionListener{

private JTextField txtUsername;
private JPasswordField txtPassword;
private JButton btnLogin;

public RMILoginClientView(){

}

super("'RMI Login MVC™);

txtUsername = new JTextField(15);
txtPassword = new JPasswordField(15);
txtPassword.setEchoChar("*");
btnLogin = new JButton(‘'Login™);

JPanel content = new JPanel();
content.setLayout(new FlowLayout());
content.add(new JLabel ("*Username:""));
content.add(txtUsername) ;
content.add(new JLabel (*Password:""));
content.add(txtPassword);
content.add(btnLogin);

this.setContentPane(content);
this.pack();

this.addWindowListener(new WindowAdapter(){
public void windowClosing(WindowEvent e){
System._exit(0);
}

K

public void actionPerformed(ActionEvent e) {

}

public User getUser(){

}

User model = new User(txtUsername.getText(), txtPassword.getfext());
return model;

public void showMessage(String msg){

}

JOptionPane.showMessageDialog(this, msg);

public void addLoginListener(ActionListener log) {

btnLogin.addActionListener(log);
}



Lép RMILoginClientControl.java

package rmi.client;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.rmi.NotBoundException;
import java.rmi.RemoteException;

import java.rmi.registry.lLocateRegistry;
import java.rmi.registry.Registry;
import rmi.server.RMILoginlnterface;

public class RMILoginClientControl {
private RMILoginClientView view;
private String serverHost = "localhost";
private int serverPort = 3232;
private RMILoginlnterface rmiServer;
private Registry registry;
private String rmiService = "rmiLoginServer';

public RMILoginClientControl (RMILoginClientView view){
this.view = view;
view.addLoginListener(new LoginListener());

try{
// lay the dang ki
registry = LocateRegistry.getRegistry(serverHost, serverPort);
// tim Kiem RMI server
rmiServer = (RMILoginlnterface)(registry.lookup(rmiService));
}catch(RemoteException e){
view.showMessage(e.getStackTrace() -toString());
e._printStackTrace();
}catch(NotBoundException e){
view.showMessage(e.getStackTrace() -toString());
e.printStackTrace();

}

class LoginListener implements ActionListener {
public void actionPerformed(ActionEvent e) {

try {
User model = view.getUser();

if(rmiServer.checkLogin(model) .equals(ok™)){
view.showMessage(*'Login succesfully!™);

Yelse{

view.showMessage("'Invalid username and/or password!™);
}
} catch (Exception ex) {

view.showMessage(ex.getStackTrace() -toString());
ex.printStackTrace();

Lop ClientRun.java



package rmi.client;

public class ClientRun {

public static void main(String[] args) {

RMILoginClientView view
RMILoginClientControl control
view.setVisible(true);

3.2 Céc lop phia server RMI
Ldép RMILoginServerView.java

package rmi.server;

public class RMILoginServerView {
public RMILoginServerView(){

}

public void showMessage(String msg){
System.out.println(msg);
}

Interface RMILoginInterface.java

package rmi.server;

import java.rmi.Remote;

import java.rmi.RemoteException;
import rmi.client.User;

new RMILoginClientView();
new RMILoginClientControl(view);

public interface RMILogininterface extends Remote{
public String checkLogin(User user) throws RemoteException;

}

Ldép RMILoginServerControl.java

package rmi.server;

import java.rmi.RemoteException;

import java.rmi.registry.lLocateRegistry;
import java.rmi.registry.Registry;

import java.rmi.server._UnicastRemoteObject;
import java.sqgl.Connection;

import java.sqgl.DriverManager;

import java.sqgl.ResultSet;

import java.sqgl.Statement;

import rmi.client.User;

public class RMILoginServerControl extends UnicastRemoteObject implements

RMILoginlInterface{



private int serverPort = 3232;

private Registry registry;

private Connection con;

private RMILoginServerView view;

private String rmiService = "rmiLoginServer';

public RMILoginServerControl (RMILoginServerView view) throws RemoteException{
this.view = view;
getDBConnection('usermanagement', "root™, "12345678");
view.showMessage("RMI server is running...");

// dang ki RMI server
try{
registry = LocateRegistry.createRegistry(serverPort);
registry._rebind(rmiService, this);
}catch(RemoteException e){

throw e;
}
}
public String checkLogin(User user) throws RemoteException{
String result = "";
if(checkUser(user))
result = "ok";
return result;
}

private void getDBConnection(String dbName,
String username, String password){
String dbUrl = "jdbc:mysql://localhost:3306/" + dbName;
String dbClass = "com.mysql.jdbc.Driver™;

try {
Class.forName(dbClass);

con = DriverManager.getConnection (dbUrl, username, password);
}catch(Exception e) {

view.showlMessage(e.getStackTrace() -toString());
}

}

private boolean checkUser(User user) {
String query = "Select * FROM users WHERE username =
+ user.getUserName()
+ " AND password =""" + user.getPassword() + """;

try {
Statement stmt = con.createStatement();

ResultSet rs = stmt.executeQuery(query);

it (rs.next()) {
return true;

}catch(Exception e) {
view.showMessage(e.getStackTrace() -toString());
}

return false;



Lop ServerRun.java

package rmi.server;

public class ServerRun {
public static void main(String[] args) {

RMILoginServerView view = new RMILoginServerView();
try{

RMILoginServerControl

control = new RMILoginServerControl(view);

}catch(Exception e){

e.printStackTrace();

1
1
1
4. Két qua
| £| Login MVC ————— . . — g (e =h g
Username: || | Password: | | Login

Login thanh cong:

Message - e |
@ Login succesfully!
0K |
Login 16i:
Message - e

@ Invalid username and/or password!
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VII. CASE STUDY 2: KET HOP RMI VA TCP/IP

1. Bai toan



Bai toan login tir xa dung két hop TCP/IP va RMI dit ra nhu sau:

- Co so dir liu doc luu trir va quan i trén server RMI, trong d6 c6 bang users chua it
nhét hai cot: cot username va cot password.

- Tai phia server RMI, ¢6 khai béo, dinh nghia, va dang ki mot ddi tuong tir xa co
phuong th kiém tra ding nhap, nd sé tién hanh kiém tra trong co sé dit liéu xem c0 tai
khoan nao trung vai théng tin dang nhap nhan dugc hay khoéng.

- Chuong trinh phia client TCP phai hién giao dién d6 hoa, trong d6 c6 mot 6 text dé
nhap username, mot O text dé nhap password, va mét nat nhan Login.

- Khi ndt Login duoc click, chwong trinh client s& lidy théng tin ding nhap
(username/password) trén form giao dién dé giri snag server TCP kiém tra

- Tai phia server TCP, khi nhan duoc yéu cau kiém tra danug nhap (kém theo
username/password), nd sé triéu goi ham kiém tra dang nhap tir xa ciia RMI

- Sau khi c6 két qua kiém tra (dang nhap dung, hoic sai), server TCP s& giri lai cho
client TCP.

- Client TCP s& hién thi thong bao twong tmg voi két qua nhan duoc: néu ding nhap
dung thi théng bao login thanh cdéng. Néu ding nhdp sai thi théng bao la
username/password khong dtng.

- Yéu cau kién trac hé thong ¢ ca hai phia client TCP, server TCP va server RMI déu
duoc thiét ké theo mo hinh MVC

2. Thiét ké hé thong

Hé théng s& bao gom ba phia: client TCP, server TCP, va server RMI. Mai phia déu dugc thiét ké
theo mdé hinh MVC.

2.1 So' do |6p phia client TCP
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Hinh 5.9 : So dd 16p phia client TCP

So d6 16p cua phia client dugc thiét ké theo mé hinh MVC trong Hinh 5.9, bao gdm 3 16p chinh
tuong g véi so @ M-V-C nhu sau:

- Lép User: 1a 16p twong tmg vai thanh phan model (M), bao gdm hai thudc tinh
username va password, cdc ham khoi tao va cac cap getter/setter tuong (rng vai cac
thudc tinh.

- Lép ClientView: 12 I6p tuong tng v6i thanh phan view (V), 1a 16p form nén phai ké
thira tir 16p JFrame ciia Java, no chira cac thudc tinh 1a cac thanh phan d6 hoa bao gom
0 text nhap username, 6 text nhip password, niit nhat Login.

- Lép ClientControl: Ia 16p twong tng vai thanh phan control (C), nd chira mot 16p ndi
tai 1a LoginListener. Khi nit Login trén tang view bj click thi né s& chuyén tiép sy
kién xudng 16p ndi tai nay dé xur li. TAt ca cic xur li déu goi tir trong phwong thirc
actionPerformed cua 16p ndi tai ndy, bao gdm: Iy thong tin trén form giao dién, giri
sang server TCP theo giao thire TCP/IP, nhan két qua vé& va yéu cau form giao dién
hién thi.

2.2 So db 16p phia server TCP



ServerView ServerControl
+showMessage(Sting) : void _{:}-rﬂyﬂewcr : ServerSocket
-dientSocket | Socket
-serverTCPPort : int
-serverRiMIPort © int
-gerverRMIHost : String
-mmiServer | RMILogin Interface
-miService | String
-view | ServeiView
-reqgistry | Registry
+ServerControl| Serveryiew)
+open3arver(int) : void
+bindingRMI{)} : woid
Histennind() : void

ServerRun

+main{)

Hinh 5.10: So db Ip phia server TCP
So db I6p caa phia server dugc thiét ké theo md hinh MV/C trong Hinh 5.10, bao gom 3 16p chinh
tuong tmg Vi so @6 M-V-C nhu sau:

- Lép User: Ia 16p thyc thé, dung chung thdng nhat vai I6p phia bén client.

- Lop ServerView: 1a 16p tuong tng véi thanh phan view (V), 1a 16p dung hién thi cac
théng bdo va trang thai hoat dong bén server TCP.

- Lép ServerControl: 1a 1ép twong tng v6i thanh phan control (C), n6 dam nhiém vai
tro xur 1i cua server TCP: nhan thong tin dang nhap tur cac client TCP, triéu goi thu tuc
tir xa clia server RMI vé chay d¢ kiém tra dang nhap, sau d6 guri két qua kiém tra ding
nhap vé lai phia client TCP.

2.3 So dé 16p phia server RMI

So dd 16p cua phia server duoc thiét ké theo mé hinh MVC trong Hinh 5.11, bao gom 3 16p chinh
tuong tmg véi so @ M-V-C nhu sau:

- Lép User: 1a 16p thyc thé, dung chung théng nhét vai 16p phia bén client.

- Lép RMILoginServerView: 1a I6p twong tng véi thanh phan view (V), 1a 16p ding
hién thi cac thong bao va trang thai hoat dong bén server RMI.

- Giao dién RMILoginlnterface: 1a giao dién (interface) khai bao ddi tugng tir xa, trong
d6 no khai bao thu tuc checkLogin(): thu tuc nhan vao mot tham s6 kiéu User, tra két
qua vé dang String.

- Lép RMILoginServerControl: 1 16p tuéng tng véi thanh phan control (C), né6 dam
nhiém vai trd xu li ciia server RMI, trong d6 né dinh nghia cy thé lai phwong thic d4
dugc khai bao trong RMILoginInterface, sau do dang ki ban than n6 vao server RMI
dé phuc vu cac o1 triéu goi tu phia cac server TCP.



RMILoginServerView ServerRun <<Interface>>
+showMessage(String) : void +mainy) RMILogininterface
+checkLogin{User) : String

RMILoginServerControl
{}-mmrPort: int
<<Entity Bean=> -mmiService : String
User -con : Connection
-username : String -registry : Registry
-password : String -view : RMILoginServeryiew
: +RMILogin ServerControl{ RMILoginSe rverView)
\;:,.' +getDBConnection(String, String2, String3) : woid
<<Interface>> +checkUserUsar) : boolean
Sarilizable +checkLogin{User) : String

Hinh 5.11 : So dd I6p phia server RMI

2.4 Tudn tw cdc bwdc thuc hign
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Hinh 5.12 : Tuan tu c4c budc thuc hién khi d¢ang nhap két hop TCP/IP - RMI
Tuan tu cac bude xtr 1i nhu sau (Hinh 5.12):
1. O phia client, nguoi ding nhap username/password va click vao giao dién cua 16p
ClientView
2. Lop ClientView s& dong goi thong tin username/password trén form vao mot déi
tugng model User bing phuong thirc getUser() va chuyén xudng cho 16p
ClientControl xur 1i

3. Ldp ClientControl giri thong tin dang nhap sang server TCP



4. Lép ServerControl triéu goi 1am checkLogin() tur phia server RMI ngay khi nhan
duoc yéu cau tur phia client TCP
5. Server RMI tra vé cho bén server TCP mot skeleton cua phuong thuc
checkLogin().
6. Bén phia server TCP, khi nhan dugc skeleton, né goi phuong thic checkLogin()
dé kém tra thdng tin dang nhap.
Két qua kiém tra s& duogc 1op ServerControl tra vé cho I6p Client Control.
Lép ClientControl s& chuyén cho I6p ClientView hién thi bang phwong thirc
showMessage()
9. Lép ClientView hién thi két qua dang nhap 1én cho nguoi diing
3. Cai dat
3.1 C&c lép phia client TCP

Ldp User.java

package rmi_tcp.-tcpClient;
import java.io.Serializable;

public class User implements Serializable{
private String userName;
private String password;

public User(){
}

public User(String username, String password){
this.userName = username;
this.password = password;

}

public String getPassword() {
return password;
}

public void setPassword(String password) {
this.password = password;
}

public String getUserName() {
return userName;
}

public void setUserName(String userName) {
this.userName = userName;
}

Lap ClientView.java
package rmi_tcp.-tcpClient;



import java.awt.FlowLayout;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.awt.event._WindowAdapter;
import java.awt.event._WindowEvent;
swing.JButton;

import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.

public class

swing.JFrame;
swing.JLabel;

swing.JOptionPane;

swing.JPanel;

swing.JPasswordField;
swing.JTextField;

ClientView extends JFrame implements ActionListener{
private JTextField txtUsername;

private JPasswordField txtPassword;

private JButton btnLogin;

public ClientView(){
super ("TCP-RMI Login MVC™);

}

txtUsername
txtPassword

new JTextField(15);
new JPasswordField(15);

txtPassword.setEchoChar("*");

btnLogin

new JButton(*'Login’);

JPanel content = new JPanel();

content.setLayout(new FlowLayout());
content.add(new JLabel ('Username:"));
content.add(txtUsername) ;
content.add(new JLabel ("’*Password:""));
content.add(txtPassword);
content.add(btnLogin);

this.setContentPane(content);

this.pack();

this.addWindowListener(new WindowAdapter(){

public

}
K

void windowClosing(WindowEvent e){
System.exit(0);

public void actionPerformed(ActionEvent e) {

}

public User getUser(){

}

User model
return model;

new User(txtUsername.getText(), txtPassword.getFext());

public void showMessage(String msg){
JOptionPane.showMessageDialog(this, msg);

}

public void addLoginListener(ActionListener log) {



btnLogin.addActionListener(log);
}

Lap ClientControl.java

package rmi_tcp.-tcpClient;

import java.awt.event._ActionEvent;
import java.awt.event._ActionListener;
import java.io.ObjectlnputStream;
import java.io.ObjectOutputStream;
import java.net.Socket;

public class ClientControl {
private ClientView view;
private String serverHost = "localhost";
private int serverPort = 8388;

public ClientControl(ClientView view){
this.view = view;

this.view.addLoginListener(new LoginListener());

}

class LoginListener implements ActionListener {
public void actionPerformed(ActionEvent e) {
try {
User user = view.getUser();
Socket mySocket = new Socket(serverHost, serverPort);
ObjectOutputStream oos =

new ObjectOutputStream(mySocket.getOutputStream());
oos.writeObject(user);

ObjectinputStream ois =

new ObjectlinputStream(mySocket.getInputStream());
Object o = ois.readObject();
if(o instanceof String){
String result = (String)o;
if(result.equals('ok™))
view.showMessage(*'Login succesfully!™);
else view.showMessage(*'Invalid username and/or password!™);
}
mySocket.close();
} catch (Exception ex) {

view.showMessage(ex.getStackTrace() -toString());
}

Lap ClientRun.java
package rmi_tcp.-tcpClient;
public class ClientRun {

public static void main(String[] args) {
ClientView view = new ClientView();



ClientControl control = new ClientControl(view);
view.setVisible(true);

3.2 Cac lgp phia server TCP

Ldp ServerView.java

package rmi_tcp.tcpServer;

public class ServerView {
public ServerView(){

}

public void showMessage(String msg){
System.out.println(msg);
}

Ldp ServerControl.java

package rmi_tcp.tcpServer;

import java.io.lOException;

import java.io.ObjectlnputStream;

import java.io.ObjectOutputStream;
import java.net.ServerSocket;

import java.net.Socket;

import java.rmi.NotBoundException;
import java.rmi.RemoteException;

import java.rmi.registry.lLocateRegistry;
import java.rmi.registry.Registry;
import rmi_tcp.rmiServer.RMILoginlnterface;
import rmi_tcp.tcpClient.User;

public class ServerControl {
private ServerView view;
private ServerSocket myServer;
private Socket clientSocket;
private String serverRMIHost = "localhost";
private int serverRMIPort = 3535;
private int serverTCPPort = 8000;
private RMILoginInterface rmiServer;
private Registry registry;
private String rmiService = "rmitcpLoginServer";

public ServerControl(ServerView view){
this.view = view;
openServer(serverTCPPort);
bindingRMI();
view.showMessage("'TCP server is running...");

while(true){
listenning();
}



private void openServer(int portNumber){
try {
myServer = new ServerSocket(portNumber);
}catch(10Exception e) {
view.showMessage(e.-toString());
e._printStackTrace();

}

private void bindingRMI(){

try{
// lay the dang ki
registry = LocateRegistry.getRegistry(serverRMIHost,

serverRMIPort);

// tim Kiem RMI server
rmiServer = (RMILoginlnterface) (registry.lookup(rmiService));

}catch(RemoteException e){
view.showMessage(e.getStackTrace() -toString());
e._printStackTrace();

}catch(NotBoundException e){
view.showMessage(e.getStackTrace() -toString());
e._printStackTrace();

}

private void listenning(){
try {
clientSocket = myServer.accept();
ObjectlinputStream ois =
new ObjectlnputStream(clientSocket.getlnputStream());

Object o = ois.readObject();

if(o instanceof User){
User user = (User)o;
String result = rmiServer.checkLogin(user);
ObjectOutputStream oos =
new ObjectOutputStream(clientSocket.getOutputStream());
oos.writeObject(result);

}catch (Exception e) {
view.showMessage(e.-toString());
e._printStackTrace();

Ldp ServerRun.java

package rmi_tcp.tcpServer;

public class ServerRun {
public static void main(String[] args) {
ServerView view = new ServerView();



ServerControl control = new ServerControl(view);

3.3 Céc lap phia server RMI
Ldép RMILoginServerView.java

package rmi_tcp.rmiServer;

public class RMILoginServerView {
public RMILoginServerView(){

}

public void showMessage(String msg){
System.out.println(msg);
}

Interface RMILoginInterface.java

package rmi_tcp.rmiServer;
import java.rmi.Remote;

import java.rmi.RemoteException;
import rmi_tcp.tcpClient.User;

public interface RMILoginInterface extends Remote{
public String checkLogin(User user) throws RemoteException;
}

Ldép RMILoginServerControl.java

package rmi_tcp.rmiServer;

import java.rmi.RemoteException;

import java.rmi.registry.lLocateRegistry;
import java.rmi.registry.Registry;

import java.rmi.server_UnicastRemoteObject;
import java.sqgl.Connection;

import java.sqgl.DriverManager;

import java.sqgl.ResultSet;

import java.sqgl.Statement;

import rmi.client.User;

public class RMILoginServerControl extends UnicastRemoteObject implements
RMILoginlInterface{

private int serverPort = 3535;

private Registry registry;

private Connection con;

private RMILoginServerView view;

private String rmiService = "rmitcpLoginServer";

public RMILoginServerControl (RMILoginServerView view) throws RemoteException{



this.view = view;
getDBConnection('usermanagement', "root", "12345678");
view.showMessage("RMI server is running...");

// dang ki RMI server
try{
registry = LocateRegistry.createRegistry(serverPort);
registry._rebind(rmiService, this);
}catch(RemoteException e){
throw e;
}

}

public String checkLogin(User user) throws RemoteException{
String result = """;

if(checkUser(user))
result = "ok";

return result;

}

private void getDBConnection(String dbName,
String username, String password){
String dbUrl = "jdbc:mysql://localhost:3306/" + dbName;
String dbClass = "com.mysqgl.jdbc.Driver™;

try {
Class.forName(dbClass);

con = DriverManager.getConnection (dbUrl, username, password);
}catch(Exception e) {

view.showMessage(e.getStackTrace() -toString());

b
b

private boolean checkUser(User user) {
String query = "Select * FROM users WHERE username =""
+ user.getUserName()
+ " AND password =""" + user.getPassword() + """;

try {
Statement stmt = con.createStatement();

ResultSet rs = stmt.executeQuery(query);

it (rs.next()) {
return true;
}

}catch(Exception e) {
view.showMessage(e.getStackTrace() -toString());
}

return false;

}

Ldp ServerRun.java

package rmi_tcp.rmiServer;



public class ServerRun {
public static void main(String[] args) {

RMILoginServerView view = new RMILoginServerView();
try{

RMILoginServerControl

control = new RMILoginServerControl(view);

}catch(Exception e){

e._printStackTrace();

b
b
b
4. Két qua
|4 Login MVC - — e e B e
Username: || Password: | | Login

Login thanh cong:

Message lﬁ
'~_5|_,;' Login succesfully!
Ok
Login 15i:
Message &J

.'f:q-"-
U_,' Invalid username andl/or password!

OK 1

VIII. KET LUAN

Qua cac muc cia chwong ndy, chung ta d4 Iam sang to ky thuat Iap trinh, co ché truyén thong va
ban chit cua lap trinh phan tan d6i twong ciia RMI. Théng qua d6, sinh vién co thé hiéu duoc cac
k¥ thuat Iap trinh khdc nhu RPC, DCOM, CORBA, EJB, WebService... vdi cac ky thuat 1ap trinh
OOP, SOP va kién tric nhiéu tang. Ngoai cac van dé néu trong chuwong, con mot sé ky thuat khac
cua RMI khong kém phan quan trong ma sé duoc dé cap dén trong bai giang va thong qua bai tap
cua sinh vién nhu: Van dé dinh nghia bd ding ky, van dé tuan tu hoa ddi tuong, Ky thuat goi di



tugng tir xa bang phwong thic dong, ky thuat kich hoat ddi tuong tir xa tu dong, chinh séch bao
mat tur phia client.v.v..



PHAN IV.
LAP TRINH TRUYEN THONG QUA MANG PSTN&ET
CHUONG 5
LAP TRINH UNG DUNG TRUYEN THONG
QUA MANG DPIEN THOAI CONG CONG (PSTN)

I. KY THUAT LAP TRINH VOI JTAPI

1. Gié6i thiéu thu vién JTAPI

JTAPI 1a mot giao dién lap trinh mg dung hudng d6i tuong cho nhitng Gmg dung may tinh-dién
thoai trén nén Java. Twong tu nhu nhitng giao dién lap trinh mg dung cho cac nén tang khac nhu
TAPI (Telephony API) trén Microsoft Windows va TSAPI trén Novell Netware. Cau tric cua thu
vién JITAPI duoc thé hién nhu hinh sau: N6 gdm bo cdt 16i va cac g6i md rong chuan.

canlm‘-
apabilities
call pr:\ru‘ﬂ
Center Dll'l-‘ﬂ

'm,
}

Hinh 6.1. Cau trac thu vién JTAPI
Tai trung tam cua JTAPI 1a g6i "cbt 18i ". Goi cdt 18i cung cap khung co ban cho md hinh goi
dién thoai va nhiing dic trung dién thoai so khai ban diu . Nhirng dic tinh ndy bao gdm dinh vj
mot cudc goi, tra 101 mot goi, va huy mét cudc goi. Nhirng irng dung ky thuat dién thoai don gian
s& chi can st dung 101 dé thuc hién cac tac vu caa ching ma khdng can quan tam tdi nhitng chi
tiét ciia nhitng goi khac. Chang han, goi 16i cho phép nguoi sir dung dé dang thiét ké dé thém dac
tinh dién thoai vao mot trang Web.
Phan tang xung quanh g6i 16i JTAPI 1a mot s goi "md rong chuan ". Nhitng goi mo rong ndy bd
sung thém cac chirc nang dién thoai cho API. Cac g6i mé rong chuin trong APl bao gém cac goi
sau:callcontrol, callcenter, media, phone, privatepackages va goéi capabilities.
> Goi diéu khién goi — call control.

Goi javax.telephony.callcontrol: Mé rong 16i bang viée cung cép CAc cudc goi mirc cao hon bao
gom cac dic tinh diéu khién dién thoai nhu gitr cudc goi, chuyén cudc 20i... G6i ndy cling
cung cdp mot md hinh trang thai chi tiét hon cua nhitng cudc goi. Céc I6p tiéu biéu cua
g6i gdm céc giao dién sau:

1 CallControlAddress
1 CallControlAddressObserver




CallControlCall
CallControlCallObserver
CallControlConnection
CallControlTerminal
CallControlTerminalConnection
CallControlTerminalObserver
» GOi callcenter
Go6i javax.telephony.callcenter cung cip kha ning thuc hién quan 1y c&c trung tam cudc
goi 16n & mirc d6 cao. Vi du nhu: dinh tuyén, phan bb cudc goi tw dong ACD, du bdo cudc goi va
lién két dir liéu Gmg dung v&i dbi tuong dién thoai. Goi ndy gdom céc I6p sau:
) ACDAddress
ACDAddressObserver
ACDConnection
ACDManagerAddress
ACDManagerConnection
AgentTerminal
AgentTerminalObserver
CallCenterAddress
CallCenterCall
CallCenterCallObserver
CallCenterProvider
RouteAddress
RouteCallback
RouteSession
» GOi Media.
Goi javax.telephony.media cho phép truy nhap toi cac ludng(stream) phuong tién truyén
thong lién quan dén cudc goi. Ching cho phép doc va viét dit liéu tir nhitng ludng phurong
tién truyén thong ndy. Goi ndy gom céc I6p:
(] MediaCallObserver
(] MediaTerminalConnection
» GOi Phone:
Go6i javax.telephony.phone cho phép cac ung dung diéu khién céc dic tinh vat ly cua
phan ctng dién thoai.
G6i Phone gém céc 16p:
Component
ComponentGroup
PhoneButton
PhoneDisplay
PhoneGraphicDisplay
PhoneHookswitch

PhoneLamp
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[1 PhoneMicrophone

] PhoneRinger

] PhoneSpeaker
[J PhoneTerminal

'] PhoneTerminalObserver
» GOi capabilities :

Goi javax. telephony.capabilities & goi cung cip cho cac tng dung kha ning truy van toi
hoat dong x&c dinh mot khi nd duoc thyuc hién. Va né gom cac 16p sau :

] AddressCapabilities

[ CallCapabilities

(1 ConnectionCapabilities
[ ProviderCapabilities
U
U

TerminalCapabilities
TerminalConnectionCapabilities
» GOi Private Data
Goi javax.telephony.privatedata cho phép cac tmg dung truyén truc tiép dit liéu trén cac
chuyén mach cing. Dir liéu nay dugc sir dung dé chi dan chuyén mach thyc hién mot thao
tac chuyén mach cu.
2. Co sé ctia JTAPIL
Muc dich cta thu vién JTAPI dugc xiy dung dé tao ra mot giao dién cho phép trinh mg dung
Java giao tiép v6i hé thong dién thoai. Diém giao tiép nay xac dinh mirc d6 diéu khién ma mot
mg dung phai ¢6. JTAPI hd tro ca 2 kiéu ung dung: first-party va third-party.
Trong tng dung first- party, giao dién dugc dinh vi tai thiét bi dau cudi. Ung dung c6 cling muc
d6 diéu khién nhu cudc goi dién thoai binh thuong cua nguoi dung. Trong kich ban diéu khién
third —party, giao dién dwoc xac dinh bén trong hé théng dién thoai va phu thudc vao hé thong
dién thoai. Sy truy cdp bén trong nay thudng cung cdp cho tmg dung nhiéu kha ning diéu khién
hon kich ban first- party.

JTAPRI

first-parly call contral

XN

JTAPI

third-party call contral ﬁ _><_ ﬁ)

Hinh 6.2. Didu khién cudc goi
JTAPI trong thuc té, thyc chit 1a mot tap API. Bo ¢t 16i cia API cung cap md hinh cudc goi co
ban va nhitng dic trung dién thoai co so nhat nhu: dinh vi cude goi va tra 10i cac cudc goi
telephone.
Céc dac trung cua dién thoai Java la:

»)




= Lam don gian hau hét cac ung dung dién thoai co ban

= Cung cip mot khung lam viéc ma trai khip cac img dung desktop ddi véi cac ung dung
dién thoai trung tdm goi phén tan.

= Giao tiép cac tmg dung truc tiép vé6i céc noi cung cap dich vu hoic thyuc hién giao tiép véi
cac API dién thoai ton tai san nhu SunXTL, TSAPI, and TAPI.

= Dua trén bo I6i don gian, gia ting thém cac géi mé rong chuén.

= Chay duoc trén mot pham vi rong cac cau hinh phan cirmg mot khi Java run-time dugc sir
dung.

3. Cac cAu hinh cudc goi tiéu biéu

Muc ndy trinh bay nhitng vi du c4u hinh cudc goi dugc lya chon dé giai thich mé hinh goi. N6
duoc bit diu vai mot cude goi 2 phia co ban, sau d6 md rong vi du vdi cude goi, ngudi st dung
v c4c thiét bi dau cubi khac.
Culc gl 2 phia(two- party call):

Mot vi du cude goi véi hai nguoi tham gia dugce biéu dién trong hinh 6.3. Nhitng nguoi chua co
kinh nghiém c6 thé rat ngac nhién trong truong hop don gian nay: hai ddi tuong két ndi
(Connection object) gan vao ddi twong cudc goi (Call object), mdi ddi tuong két ndi cho mdi
nguoi tham gia. Céu hinh nay cho phép mé rong dé thuc hién cho cudc goi hoi thao vdi ba hoac
nhiéu nguoi tham gia hon. Can cha v rang mé hinh ndy hoan toan can dbi (N6 khong phan biét
gitta thyc thé cuc b va thyc thé & xa) boi vi N6 cung cap cach nhin third-party

AN N

Alice@bmcom  bB205.bmcom s131ibm.com  Bob@ibm.com

I " Cm |' TrmCimx b205.ibm.com
E— Alice@ibm com

"| G HTnnE.‘-nx 5131 ibm.com

Bab @ibm.com

Call

Hinh 6.3.. M6 hinh two- party call
Hai cudc goi dong thoi:
M6t vi du v& mot ngudi sir dung ma ¢d hai cudc goi dong loat trén clng thiét bi dau cudi duogc
dua vao hinh 6.4. Moi d6i tugng lién quan cudc goi da gap doi sd cua ho. Doi tugng dia chi
(Address object) va dbi tuong thiét bj dau cudi (Terminal object) ctua nguoi st dung c6 hai cudc
goi chi sinh ra mot lan nhung dugc gan cho hai dbi tuong két ndi (Connection object) va hai d6i
tugng két nbi dau cudi (TerminalConnection).
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Hinh6.4. M6 hinh Two simultaneous calls.

Cai dit cude goi voi hai thiét bi dau cudi:
Mot vi du cude goi hai nguoi véi thiét bi dau cudi c6 chudng béo duoc trinh bay trong hinh 6.5.
Trong vi duy trén, Bob thuc hién nhiéu ludng, c6 nghia ring khi Bob duoc goi thi vai thiét bi dau
cudi s& d6 chuéndngy thé hién nhiéu ludng duge dai dién boi hai d6i tuong két ndi dau cudi gan

Trm b205.ilbm.com

cho két nbi dbi twong ciua Bob, mdi dbi twong cho mdi thiét bi dau cudi. Khi mot trong nhiing
thiét bi dau cudi tra 16i cudc goi thi thiét bi dau cudi khac s& bj loai ra( trong gidi han ciia mo
hinh cudc goi ndy, dbi twong két ndi dau cubi duge dit vao trong mot trang thai cim hoat dong)
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-I Cnx M TrmCns £205.ibm com
E— Alice@ibm.com
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Hinh 6.5. Mé hinh Two alerting terminal calls.
Cudc goi 3 thanh vién:
Mot vi du tidu biéu cho cudc goi ba thanh vién Ia cudc goi hoi nghi voi ba ngudi tham gia duogc
thé hién nhu hinh 6.6. Md hinh cudc goi 1a mdt sy mé rong truc tiép tir mé hinh cudc goi co ban



V6i hai ngudi tham gia. M6 hinh don gian thém mét thanh vién thir ba véi cac dbi tuong két ndi,
dia chi, két ndi dau cudi va thiét bi dau cudi cho ngudi thir ba tham gia.
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Hinh 6.6. M6 hinh Third-party call.

4. Md hinh cugc goi Java
4.1. Nguyén tdc
JTAPI la mot md hinh triru twong héa mire do cao va doc 1ap vé cong nghé. N6 mo ta cude goi
nhur 12 mot tap hitu han trang thai may ma phai trai qua trang thai chuyén tiép d6 khi cudc goi
duoc thuc hién.
M6 hinh cudc goi duoc xay dung tong quét, bao trum nhiéu kich ban cudc goi khac nhau. N6 c6
thé duwoc mo ta bang vi du chang han :
= Cudc goi giita hai doi tac.
= Nhiéu cudc goi dong loat xay ra trén cing thiét bi dau cudi.
= Mot cude hdi thao nhicu ddi tac.
= Cai dit cudc goi dé thong bao nhiéu thiét bi du cudi.
M6 hinh cudc goi md ta viéc goi cing nhu nhitng thanh phan tham gia cudc goi. Tt ca nd dinh
nghia trong 5 16p co s&. Hai 16p mo ta nhitng thanh phan tham gia cudc goi. Nhitng ddi tuong
duy tri va doc 1ap ctia cude goi:
= Mot nguoi st dung (user) duge dai dién bdi mot ddi tuong dia chi (Address). Thudc tinh
chinh cua dbi twong dia chi la dinh danh ngudi sir dung (user identifier).
= M0t dién thoai dau cudi duoc dai dién cho bai ddi twong dau cudi (Terminal). Thudc tinh
chinh cua ddi twong thiét bi dau cudi 14 dia chi cua thiét bi do.
Ba lop khac mo ta mot cudc goi. Nhitng ddi twong thé hién cua cac 16p nady khong duy tri ma
duoc tao ra dong trong khi cudc goi xay ra. Mdi ddi twong bao gdm mot trang thai may hiru han:
= Mot dbi tuong goi (Call) dugc tao ra cho mdi cude goi.



Mot dbi twong két ndi (Connection) dugce tao ra cho mdi ngudi sir dung tham gia va0 cude
goi. No két ndi d6i tuong dia chi ciia nguoi st dung véi dbi tuong goi.

Mot dbi twong két ndi dau cudi (TerminalConnection) duoc tao ra cho mdi thiét bi dau
cudi tham gia vao cudc goi. No két ndi dbi twong (Terminal) thiét bi dau cudi voi ddi
tugng két nbi (Connection).

4.2. Cic doi twong trong mé hinh Qoi thogi java
Céc d6i tugng trong md hinh goi thoai Java dugc thé hién nhu hinh 6.7.

Poi twong Provider: 1a mot sy triru tugng cua phan mém service-provider telephone.
Provider c6 thé quan ly két ndi gitra PBX voi server, mot card telephony/fax trong may
desktop hodc mot cdng nghé mang may tinh nhu IP. Provider an tat ca céc chi tiét dich vu
cu thé cua cac hé thong con telephone va cho phép tmg dung Java hodc Applet tuong tac
V6i cac hé thdng con telephone trong co ché doc lap thiét bi.

Poi twong Call: Dbi tuong ndy thé hién mot cude goi dién thoai 1a ludng thong tin giita
nguoi cung cip dich vu va céc thanh vién cia cudc goi. Mot cude goi dién thoai bao gom
mot dbi tugng Call va khong hodc nhiéu két ndi. Trong kiéu goi two-party gom mot dbi
tugng Call va 2 két ndi, con trong kiéu hoi thao thi cd 3 hozc nhiéu hon s6 két ndi véi mot
d6i tuong Call.

Poi twong Address: Doi twong nay bic¢u dién mot sb dién thoai. N6 Ia sy triru twong ddi
v6i mot diém cudi logic cia mot cude goi dién thoai. Trong thuc té mot sb dién thoai cd
thé twong trng vai mot sé diém cudi vat 1y.

Poi twong Connection: Mot doi tirong Connection méd hinh hoa lién két truyén théng
gita d6i tugng Call va ddi tugng Address. Dbi twong Connection ¢ thé & trong mot trong
cac trang thai khac nhau chi thi trang thai quan hé hién thoi gitra Call va Address.
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Call

Connection Connection

= Terminal
“_]] Connections

Origination Terminal Destination Terminals

Hinh 6.7. M6 hinh cudc goi thoai Java

= Pdi twong Terminal: Biéu didn mot thiét bi vat ly nhu dién thoai va cac thudc tinh gin
Vv6i n6. Mbi dbi tuong Terminal c6 mot hodc nhiéu dbi twong Address( sé dién thoai) gin
két voi nd. Terminal ciing dugc xem nhu 1a diém cudi vat ly cia mot cude goi vi nd
tuong tmg v4i mot phan cing vat 1y.

= Dl tiing TerminalConnection: Th{] hil'ln m{li quan h(] gitlam( Itk itn(livamtdi’imculli
vitlycllam‘itcucgllimadilic billudilin blli dlit1ing Terminal. DUi tu’Ing nay
mo t[] trling thai hilin th{li c[Ja m(li quan h(l gilla d(1i t[1[1ng Connection va Terminal
cllthil,

4.3. Cac phiing thic géi cit I16i JTAPI

Goi cl1t I6i cla JTAPI dInh nghia 3 phiI[Ing thile hi tri] cac dlic triing c[] blin: Thi(lt dlt
m{ltculleglli tril Iicullegllivahull kitnilicllamlitculle glli. CAc phiilIng thile
tlifing [lng vili c&c t&c vi] nay la Call.connect(), TerminalConnection.answer(),
Connection.disconnect().

= Phiing thic Call.connect():Khi miit [ing dling c6 dli tl1Ing r(Ji( thu dJl]¢ thong qua
phi1ing th(l¢ Provider.createCall()), né c6 th(1 thitit [[lp mit culle glli dilln tholJi



blng cach sl dl1ng phl1[Ing thi e Call.connect(). [1ng d(ing ph(lich(] ra ddoois t]1ng
Terminal ngulin( dilim culliviitly) va dilit11ng Address ngulIn( dil1m cullilogic) trén
Terminal d6. N6 ciing cung cllp m(Jt chulli s[1 dilln tholli dich. Hai d(li t1(ng
Connection d(I(1¢ tr(1 v(] t[] philling thilec Call.connect() billu dilln cac dllu culli
ngulinvadichcllam(itcullcgllidillntholli.

= TerminalConnection.answer(): Khi mit culle glli di t[1i m{/t Terminal, n6 si1 dl/[ ¢ chl]
th(] blli dl1itl101ng TerminalConnection d(1i v(1i Terminal d6 trong tr(ng thai RINGING.
TUIi thili dilim dé, [Ing d(ing s[] glli phiIIng thil¢ TerminalConnection.answer() d
tri) I0icullc gllitilido.

= Connection.disconnect(): PhillIngthilenay d(11e gllidil lo[libl] AddresstlI miitcullc
tholli. BL1i t[1[1ng Connection bilJu dilJn quan h(] dlJi tl1Ing Address vii cullc glli
di(1n tholli. [Ing dlng s[1 glli ph{I[Ing th(l¢ nay khi d(1i t[10ng Connection dang [
triing thai CONNECTED va triJ v(] k{1t qul la d7li t1Cing Connetction chuyin dlin
tr(1ng thai DISCONNECTED.

4.4. Nhitng trang thdi mdy hitu han

4.4.1.P6i tuwong cugc goi

Mdi d6i tuong cudc goi dugc tao ra modi khi thuc hién cudc goi. Trang thai cia dbi tuong cudce
goi phu thudc vao ma sb cua dbi twong két ndi va nd gdm céc trang thai thé hién nhu hinh 6.8.

l imiial state

Hinh 6.8. Déi tuong goi.
Trang thdi nhan réi(IDLE): Day 1a trang thai khoi dau cho moi cude goi. Trong trang thai nay,
cude goi khong co két ndi ndo.
Hoat dong(Active):Pay trang thai khi mot cudc goi dang xay ra.Cac cudc goi voi mot hodc nhiéu
két ndi déu phai ¢ trong trang thai ny.

V6 hiéu héa(Invalid):Day 1a trang thai cubi ciing cho moi cudc goi. Cudc goi ma mit tat ca cac
d6i twong két ndi (thong qua mot sy chuyén tiép cua ddi twong két ndi vao trong két ndi - trang
thai ngung két ndi) s& chuyén vao trong trang thai ndy. Cac cudc goi khi & trong trang thai ndy s&
khong c6 két nbi ndo va nhimng ddi twong cudc goi ndy c6 thé khong dugce sir dung cho bét ky
hoat dong ndo trong tuong lai.  2.4.1. C&c trang thdi déi tiwong Connection



4.4.2. C4c tring thai dii ting Connection va dli tiing TerminalConnection
LI Cle diJ dliech chuy[n triing thai clla dJi t{)Jng Connection c6 thl d1(]¢ billu diC’n nh(J
hinh 6.9. N6 g[/m céc tr[Ing théi sau:

= IDLE: Déy latr(ing thai kh(lit'lo ban duclJatlitcl] cac d lit[11ng Connection mLJi.

»= INPROGRESS: Ch(J thl] cullc glli dil'n tholli hilin th(lj da thil 't d[it tl]i dil'm culli
dich.

= ALERTING: Ch[1th(] phia dichcllacullcgllidaclinhbdomiitcullcgllitlli.

= CONNECTED: Ch(J th{1 trling thai dlwcj ki tnlliclJamtcullc dilln tholJi

= DISCONNECTED: Ch(J th( tr(ing thai kIt thic cullc gLli.

=  FAILED: Chilthid miitculle gllithicit diittilidicim cullibO) 10, vidl kKOgnClitoimot
phia dang b(1n.

=  UNKNOWN: Ch(1 thiJ rling d(li t[1[ng Provider khoéng thi] xac d'nh d(1(Jc d(1it[Ing
Connection tllithliditim hiln thii.

(except FAILED

I or DISCOMMECTED)

Hinh 6.9. L[ 1 Je dC1 dl1ch chuy[In tr(1ng thai c[1a Connection
4.4.3. C4c tring thai dii ting TerminalConnection
L Cle dil diJeh chuyin triing thai ca dlit[][1ng TerminalConnection th(] hiCln nh{J hinh 6.10.

= |DLE: Trling thai kh(lit[Jo ban dlu clJa m{Ji dJit[]1[1ng TerminalConnection

= ACTIVE: Ch(1 th(] Terminal la ph(In kich ho[ 1t cllamitcullc gllidi’In tholli.

= RINGING: Ch(I th(J riJng m{Jt Terminal béo tin hiCJu cho nglI(Ji st dlng ¢ culle glli
tllitl)i Terminal hitin thiJi.

= DROPPED: Ch(1 th{J trlng thai bl dJtcullcglli

= PASSIVE: Chll th{J trl1ng thai khdng kich ho[Jt c[Ja Terminal.

=  UNKNOWN: Ch(] thil provider khéng cho phép xac dlinh triing thai hilln th(li cla
TerminalConnection.
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Hinh 6.10. L1 0e diJ dlJech chuy[In tr(1ng thai cla TerminalConnection
4.5. Thilt dit mit culc gli diln tholi
Philn nay si1 m6 t[1 si] thay d(i tr(1ng thai cl1a toan bl md hinh gl1i phJi tr(1i qua khi thi( 1t d[ ¢
mItcullegllidilCinthollidlIn giCin. Qua trinh nay co thi1 dl1l]eth] hiClnbling miItI10¢c
d diinhth(1imd hinh glJinh(] hinh 6.11.

Terminal 2
Terminal 1 Address Call Address Terminal 3
1
2 ACTIVE COMNECTED
3
@
E RAINGING
- 4 ——
RINGING
5 ACTIVE
4 PASSIVE
6 DROPPED DROPPED
 DROPPED |

— Connections

— T et rrE e o R et E Conmvection Stades

— TerminalConneoction E TerminalConnection Statea
= TerminalConnection

Hinh 6.11. L[ [le U1 dInh thi1i mé hinh cullc glli
Trong IC1 e @01 trén, cac bliTlethiligian rilirlle blli cic sl nguyén hi1[ng xullng theo triJc tung.
LO1Ce dil nay bitlu ditin mlitculle glli diin gilln kiTlu two-party. L[ e d nay chia lam 2
phiin, n[Ja trdi va nCla phii. N[Ja trai biClu dil'n dilim cullingulin clJacullc gllivanila
philibiCludiCindilimcullidich cllacullcglli.
Il. CAU HINH HE THONG



JTAPI chay trén nhiéu cdu hinh hé thong khac nhau, bao gom trung tim phuc vu va may tinh
mang tir xa truy nhdp tai nguyén dién thoai qua mang. Trong ciu hinh dau tién, mot may tinh
mang dang chay ung dung JTAPI va dang truy nhdp nhitng tai nguyén dién thoai qua mdt mang
duoc minh hoa trong hinh 6.12. C4u hinh thir hai ung dung dang chay trén mot may tinh véi
nhirng tai nguyén dién thoai riéng dugc minh hoa trong hinh 6.13.
1. Céu hinh méay tinh mang

Trong cdu hinh nay, tng dung JTAPI hay Java applet chay trén mot tram tir xa. Tram 1am viéc
nay c6 thé 1a mot may tinh ndi mang. NG truy nhap tai nguyén mang, sir dung mot trung tam
quan 1y k¥ thuat dién thoai. JTAPI giao tiép véi bd phan phuc vu ndy qua mot co ché truyén
thdng tir xa, nhu RMI cia Java, JOE hay mot giao thirc dién thoai ndo d6. Cau hinh nay duwcj
thé hién nhu hinh 6.10.

————— Hetwork Computer

Remote Access Mechanism |
7 {Java RMI or Joe or a
» Telephony Protocel)

Remote Telephony Server

of —= XTL TSAPI TARl |Other APIs|
*Power® Dasklop

PEX IPASOMNATM

Hinh 6.12. C4u hinh may tinh mang
2. Céu hinh desktop
Trong cdu hinh méy dé ban, mg dung JTAPI hay Java applet chay trén cing tram 1am viéc.
Céu hinh desktop thé hién nhu hinh 6.13.

(PUTS Gard/Fax Gard)

Hinh 6.13: C4u hinh May dé ban

I11. MOT SO Vi DU LAP TRINH VOI JTAPI



1. Vi du thiét 1ap mdt cudc goi dién thoai sir dung phwong thire Call.connect()

import javax.telephony.*;

import javax.telephony.events.*;

/*

* The MyOutCallObserver class implements the CallObserver

* interface and receives all events associated with the Call.
*/

public class MyOutCallObserver implements CallObserver {
public void callChangedEvent(CallEv[] evlist) {
for (int 1 = 0; 1 < evlist.length; i++) {
it (evlist[i] instanceof ConnkEv) {

String name = null;
try {
Connection connection = ((ConnEv)evlist[i]).getConnection();
Address addr = connection.getAddress();
name = addr.getName();
} catch (Exception excp) {
// Handle Exceptions

}

String msg = "Connection to Address: " + name + " is ;

it (evlist[i].getiD() == ConnAlertingEv.ID) {
System.out.printin(msg + "ALERTING™);

}

else if (evlist[i].-getID() == ConnlnProgresskv.ID) {
System.out.printIn(msg + "INPROGRESS™);

3

else if (evlist[i].getID() == ConnConnectedEv.ID) {
System.out.printIn(msg + ""CONNECTED');

3

else if (evlist[i]-getID() == ConnDisconnectedEv.ID) {
System.out.printIn(msg + ""DISCONNECTED);

3

¥
¥
¥
}

2. Thuc hién cudc goi dién thoai tir mot s6 téi mot so

import javax.telephony.*;
import javax.telephony.events.*;



import MyOutCallObserver;
public class Outcall {

public static final void main(String args[]) {
/*
* Create a provider by first obtaining the default implementation of
* JTAP1 and then the default provider of that implementation.
*/
Provider myprovider = null;
try {
JtapiPeer peer = JtapiPeerFactory.getJtapiPeer(null);
myprovider = peer.getProvider(null);

} catch (Exception excp) {
System.out.printIn(’’Can*t get Provider:
System_exit(0);

}

/*
* We need to get the appropriate objects associated with the

+ excp-toString());

* originating side of the telephone call. We ask the Address for a list

* of Terminals on it and arbitrarily choocse one.
*/
Address origaddr = null;
Terminal origterm = null;
try {
origaddr = myprovider.getAddress("4761111™);
/* Just get some Terminal on this Address */
Terminal[] terminals = origaddr.getTerminals();
if (terminals == null) {
System.out.printIn(’'No Terminals on Address.™);
System_exit(0);
}
origterm = terminals[0];
} catch (Exception excp) {
// Handle exceptions;
}
/*
* Create the telephone call object and add an observer.
*/
Call mycall = null;
try {
mycall = myprovider.createCall();
mycal l _addObserver(new MyOutCallObserver());
} catch (Exception excp) {
// Handle exceptions
}
/*
* Place the telephone call.
*/
try {
Connection c[] = mycall.connect(origterm, origaddr, "5551212");
} catch (Exception excp) {



// Handle all Exceptions

}
}
}

3. Vi du minh hoa cudc goi dién thoai téi

import javax.telephony.*;

import javax.telephony.events.*;

import javax.telephony.*;

import javax.telephony.events.*;

/*

* The MylInCallObserver class implements the CallObserver and
* recieves all Call-related events.

*/

public class MyInCallObserver implements CallObserver {

public void callChangedEvent(CallEv[] evlist) {
TerminalConnection termconn;
String name;
for (int 1 = 0; 1 < evlist.length; i++) {

it (evlist[i] instanceof TermConnkEv) {
termconn = null;
name = null;

try {
TermConnEv tcev = (TermConnkv)evlist[i];
Terminal term = termconn.getTerminal();
termconn = tcev.getTerminalConnection();
name = term.getName();

} catch (Exception excp) {
// Handle exceptions.

}

String msg = "TerminalConnection to Terminal: ™ + name + " is "';
it (evlist[i].getID() == TermConnActiveEv.ID) {
System.out.printIn(msg + "ACTIVE™);
}
else if (evlist[i].getID() == TermConnRingingEv.ID) {
System.out._printIn(msg + "RINGING™);
/* Answer the telephone Call using "inner class”™ thread */
try {
final TerminalConnection _tc = termconn;
Runnable r = new Runnable() {
public void run(){

try{



_tc.answer();
} catch (Exception excp){
// handle answer exceptions
}
}:

}:
Thread T = new Thread(r);
T.start();
} catch (Exception excp) {
// Handle Exceptions;

¥

} else if (evlist[i]-getID() == TermConnDroppedEv.ID) {
System.out.println(msg + "DROPPED™);

}

¥
3
¥
}

import javax.telephony.*;
import javax.telephony.events.*;
import MyInCallObserver;

/*

* Create a provider and monitor a particular terminal for an incoming call.
*/

public class Incall {

public static final void main(String args[]) {

/*
* Create a provider by Tirst obtaining the default implementation of
* JTAP1 and then the default provider of that implementation.
*/

Provider myprovider = null;

try {
JtapiPeer peer = JtapiPeerFactory.getJtapiPeer(null);
myprovider = peer.getProvider(null);

} catch (Exception excp) {
System.out._printIn(’’Can”"t get Provider: "™ + excp-toString());
System_exit(0);

}

/*
* Get the terminal we wish to monitor and add a call observer to that
Terminal . This will place a call observer on all call which come to
that terminal. We are assuming that Terminals are named after some
* primary telephone number on them.
*/
try {
Terminal terminal = myprovider.getTerminal (*"4761111™);
terminal _.addCal I0bserver(new MylInCallObserver());

} catch (Exception excp) {
System.out._printIn(’Can”"t get Terminal: " + excp.-toString());
System_exit(0);

*

*



4. Vi du xay dung dich vu RAS véi thw vién JTAPI
import java.awt.*;
import java.awt.event.*;
import javax.swing.*;
import javax.swing.event.*;
import com.jpackages.jdun.*;
import javax.swing.border.*;
public class Do_an extends JFrame {
public class DialNotify implements DialingNotification {
// Phuong thuc goi lai
public void notifyDialingState(String name, int state, int error) {
// Hien thi y nghia cua trang thai quay so moi
System.out._printIn("'Tien trinh - " + npame + ": (' + state + ™) " +
DialingState._getDialingStateString(state));
// Neu co loi thi hien thi y nghia cua ma loi
it (error 1= 0) {
System.out._printIn(’'Loi:""+error+""+
dum.getErrorMessageForCode(error));

}
}

}
// handle cho minh hoa ve quan ly quay so (DialUpManager)

DialUpManager dum;

// Minh hoa lop DialNotify (da dinh nghia o tren) ma co phuong thuc goi lai
DialNotify dnot = new DialNotify();

// Dinh nghia giao dien do hoa

JPanel contentPane;

BorderLayout borderLayoutl = new BorderLayout();
JPanel jPanell = new JPanel();

JPanel jPanel2 = new JPanel();

JScrollPane jScrollPanel = new JScrollPane();
DefaultListModel Im = new DefaultListModel();
JList jListl = new JList(Im);

JPanel jPanel3 = new JPanel();

BorderLayout borderLayout?2 = new BorderLayout();
JButton jButtonConnect = new JButton();

JButton jButtonDisconnect = new JButton();
BorderLayout borderLayout3 = new BorderLayout();
JPanel jPanel4 = new JPanel();

JLabel jlLabell = new JLabel();

JButton jButtonRefresh = new JButton();

JPanel jPanel5 = new JPanel();

FlowLayout flowLayoutl = new FlowLayout();
JButton jButtonDelete = new JButton();

JButton jButtonRename = new JButton();

JPanel jPanel6 = new JPanel();



JCheckBox jCheckBox1l = new JCheckBox();
BorderLayout borderLayout4 = new BorderLayout();
JPanel jPanel9 = new JPanel();
JPanel jPanel7 = new JPanel();
JTextField jTextFieldUsername = new JTextField();
JLabel jlLabel2 = new JLabel();
JPasswordField jPasswordFieldl = new JPasswordField();
JPanel jPanel8 = new JPanel();
JLabel jlLabel3 = new JLabel();
BorderLayout borderLayout5 = new BorderLayout();
BorderLayout borderLayout6 = new BorderLayout();
BorderLayout borderLayout7 = new BorderLayout();
JPanel jPanell0 = new JPanel();
JRadioButton jRadioButtonOverride = new JRadioButton();
JRadioButton jRadioButtonDefault new JRadioButton();
JTextField jTextFieldPhoneNumber = new JTextField();
JLabel jlLabel4 = new JLabel();
//Constructor
public Do_an(Q) {
try {
// minh hoa lop quan ly quay so (DialUpManager)
dum = new DialUpManager(dnot);
}
catch (LibraryLoadFailedException e) {
iT (e instanceof JDUNLibraryLoadFailedException)

System.out.printIn("’Khong the tai duoc thu vien JDUN...")
else if (e instanceof RASLibraryloadFailedException)
System.out.printIn(’Khong the tai duoc thu vien RAS... ™)

System_exit(0);
}
enableEvents(AWTEvent _WINDOW_EVENT_MASK) ;
try {
jbInitQ;
initialize();
}
catch(Exception e) {
e.printStackTrace();

}
}

// kich hoat kha nang ghi de username/password

public void enableParams(boolean b) {
this. jTextFieldUsername.setEnabled(b);
this. jTextFieldUsername.setEditable(b);
this. jPasswordFieldl._setEnabled(b);
this. jPasswordFieldl._setEditable(b);

}

// khoi tao he thong

public void initialize() {
this.enableParams(false);
System.out.printIn(’’'Dang khoi tao...™");



ButtonGroup bg = new ButtonGroup();
bg.add(this. jRadioButtonDefault);
bg.add(this. jRadioButtonOverride);
this.refreshList();
}
// Danh sach JList
public void refreshList() {
Im.clear();
try {
// Tim nap ten
String[] names = dum.getEntryNames();
for (int i=0; i < names.length; i++) {
Im.addElement(names[i]);

}
this.jListl.repaint();
}
catch (Exception e) {}

}
//Khoi tao cac thanh phan

private void jblnit() throws Exception {

contentPane = (JPanel) this.getContentPane();

contentPane.setlLayout(borderLayoutl);

this.setSize(hew Dimension(500, 400));

this.setTitle(""Chuong trinh minh hoa JDUNPhamHienTN2008@yahoo.com™);

JPanell_setlLayout(borderlLayout?);

jJScrollPanel._setPreferredSize(new Dimension(660, 80));

JPanell_setPreferredSize(new Dimension(260, 100));

JButtonConnect.setPreferredSize(new Dimension(105, 24));

JButtonConnect.setText("'Ket noi™);

JButtonConnect.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(ActionEvent e) {

JButtonConnect_actionPerformed(e);

}
DE

JButtonDisconnect.setPreferredSize(new Dimension(105, 24));

JButtonDisconnect.setText("'Ngat ket noi™);

JButtonDisconnect.addActionListener(new java.awt.event_ActionListener() {
public void actionPerformed(ActionEvent e) {

JButtonDisconnect_actionPerformed(e);

}
P:
JPanel2_setlLayout(borderLayout3);
JLabell_setText("'Nhap ten quay so™);
JButtonRefresh.setPreferredSize(new Dimension(79, 24));
JButtonRefresh.setText(*'Lam lai™);
JButtonRefresh._addActionListener(new java.awt.event.ActionListener() {
public void actionPerformed(ActionEvent e) {
JButtonRefresh_actionPerformed(e);

}
DE



JPanel5_setPreferredSize(new Dimension(70, 28));

JPanel5_setLayout(flowLayoutl);

flowLayoutl_setVgap(2);

JButtonDelete.setPreferredSize(new Dimension(60, 24));

JjButtonDelete.setMargin(new Insets(0, 0, 0, 0));

JButtonDelete._setText(*'Xoa™);

JButtonDelete.addActionListener(new java.awt.event._ActionListener() {
public void actionPerformed(ActionEvent e) {

JButtonDelete_actionPerformed(e);

}
DE

JButtonRename.setPreferredSize(new Dimension(70, 24));
JButtonRename.setMargin(new Insets(0, 0, 0, 0));
JButtonRename.setText(*'Doi ten™);
JButtonRename.addActionListener(new java.awt.event._ActionListener() {
public void actionPerformed(ActionEvent e) {
JButtonRename_actionPerformed(e);

}

P:
JPanel6._setBorder(BorderFactory.createEtchedBorder());

JPanel6._setLayout(borderLayout4) ;
JCheckBox1.addActionListener(new java.awt.event_ActionListener() {
public void actionPerformed(ActionEvent e) {
JCheckBox1_actionPerformed(e);

}
P:
JListl_addListSelectionListener(new

Javax.swing.event.ListSelectionListener() {
public void valueChanged(ListSelectionEvent e) {
JListl_valueChanged(e);

}
P:
JTextFieldUsername.setPreferredSize(new Dimension(200, 24));
JLabel2_setPreferredSize(new Dimension(65, 17));
JLabel2_setText(*'Nguoi dung™);
JPasswordFieldl.setPreferredSize(new Dimension(200, 24));
JLabel2_setPreferredSize(new Dimension(65, 17));
JLabel2_setText('Mat khau');
JPanel9_setlLayout(borderLayout5);
JPanel8._setlLayout(borderLayout?);
JPanel7_setlLayout(borderLayout6b);
JRadioButtonOverride.setText("'Ghi de™);
JRadioButtonOverride.addActionListener(new

Java.awt_event._ActionListener() {
public void actionPerformed(ActionEvent e) {
JRadioButtonOverride_actionPerformed(e);

}
P:
JRadioButtonDefault.setSelected(true);
JRadioButtonDefault.setText(*'Mac dinh');



JRadioButtonDefault.addActionListener(new jJava.awt.event._ActionListener()

public void actionPerformed(ActionEvent e) {
JRadioButtonDefault_actionPerformed(e);

}

P:
JTextFieldPhoneNumber .setPreferredSize(new Dimension(120, 24));
JTextFieldPhoneNumber .setEditable(false);
JLabel3_setText("'So dien thoai™);
contentPane.add(jPanell, BorderLayout.CENTER);
JPanell_add(jScrollPanel, BorderlLayout.CENTER);
JPanell_add(jPanel3, BorderLayout.NORTH);
JPanel2_add(jPanel4, BorderLayout.CENTER);
JPanel3._add(jLabell, null);
JPanel3._add(jButtonRefresh, null);
JPanel2_add(jPanel5, BorderLayout.SOUTH);
JPanel5._add(jButtonDelete, null);
JPanel5_add(jButtonRename, null);
JPanell_add(jPanel6, BorderLayout.SOUTH);
JPanel6._add(jCheckBox1l, BorderLayout.WEST);
JPanel6._add(jPanel9, BorderlLayout_CENTER);
JPanel8._add(jLabel3, BorderLayout.WEST);
JPanel8._add(jPasswordFieldl, BorderLayout.CENTER);
JPanel9_add(jPanel8, BorderlLayout.SOUTH);
JPanel9_add(jPanel7, BorderLayout.NORTH);
JPanel7_add(jLabel2, BorderLayout_WEST);
JPanel7_add(JTextFieldUsername, BorderLayout.CENTER);
JPanel6._add(jPanell1l0, BorderLayout.SOUTH);
JPanell0.add(jlLabel4, null);
JPanell10.add(jRadioButtonDefault, null);
JPanell0.add(JRadioButtonOverride, null);
JPanell10.add(JTextFieldPhoneNumber, null);
jJScrollPanel._getViewport().add(jListl, null);
contentPane.add(JPanel2, BorderLayout.SOUTH);
JPanel2_add(jButtonConnect, null);
JPanel2_add(jButtonDisconnect, null);

}

//Kha nang ghi de nho the ta co the thoat khi cua so duoc dong

protected void processWindowkEvent(WindowEvent e) {
super .processWindowEvent(e);
iT (e.getID() == WindowEvent . WINDOW_CLOSING) {

System_exit(0);

}

}
// Cap nhat lai JList

void jButtonRefresh_actionPerformed(ActionEvent e) {
this.refreshList();

}

// Ket noi toi doi tuong da chon

void jButtonConnect_actionPerformed(ActionEvent e) {



String entryName = (String) this_jListl.getSelectedvalue();
ifT (entryName == null)
return;
// Tim nap so dien thoai ghi de
String phonenum = null;
ifT (this._jRadioButtonOverride.isSelected()) {
phonenum = this.jTextFieldPhoneNumber.getText();
}
iT (1jCheckBoxl.isSelected()) {
// Quay so voi username/password mac dinh
it (phonenum == null) {
dum.dialEntryAsynchronous(entryName);
}
else {
dum.dialEntryAsynchronous(entryName, phonenum);
}
}

else {
// lLay username/password ghi de va su dung chung de quay so
String username = this.jTextFieldUsername.getText();
String password = new String(this.jPasswordFieldl.getPassword());
it (phonenum == null) {
dum.dialEntryAsynchronous(entryName, username, password);

}

else {
dum.dialEntryAsynchronous(entryName,username,password, ", phonenum) ;

}
}
}

// Ket thuc cuoc goi da chon
void jButtonDisconnect actionPerformed(ActionEvent e) {
final String entryName = (String) this._jListl._getSelectedValue();
it (entryName == null)
return;
dum.hangUpEntry(entryName) ;
}
// Xoa doi tuong duoc chon
void jButtonDelete_actionPerformed(ActionEvent e) {
String entryName = (String) this_jListl.getSelectedvalue();
iT (entryName == null)
return;
// Xac nhan xoa
Int eply=JOptionPane.showConfirmDialog(this, ' 'Ban co chac chan
muonxoa''+entryName+"khong?*"'Chuy. . ."*,JOptionPane.YES_NO_OPTION,JOptionPane.PLAI
N_MESSAGE) ;
it (reply == JOptionPane_.NO_OPTION) {
return;
}
// Da xac nhan vi the xoa doi tuong
dum.deleteEntry(entryName);



// Cap nhat danh sach(JList) sau khi doi tuong da duoc xoa
this.refreshList();

}

// Doi ten doi tuong duoc chon

void jButtonRename_actionPerformed(ActionEvent e) {
String entryName = (String) this.jListl_getSelectedValue();

if (entryName == null)
return;
// Doi ten moi
String message = "Nhap ten moi "' + entryName + """

String newname = (String) JOptionPane.showlnputDialog(this, message, 'Doi
ten™, JOptionPane.PLAIN_MESSAGE, null, null, entryName);

it (newname == null)
return;

it (newname.equals(entryName))
return;

// DOi ten bat ky doi tuong nao sang ten moi
dum.renameEntry(entryName, newname);
// Cap nhat lai danh sac (JList) sau khi doi tuong duoc chon da duoc doi
ten
this.refreshList();
}
void jCheckBox1_ actionPerformed(ActionEvent e) {
iT (JCheckBoxl.isSelected())
this.enableParams(true);
else
this.enableParams(false);

}
// Khi mot danh sach cac lua chon duoc tao ra thi nap username/password
thich hop.

void jListl valueChanged(ListSelectionEvent e) {
String entryName = (String) this_jListl.getSelectedvalue();
if (entryName == null)
return;
// Tim nap username/password
String password = dum.getPassword(entryName);
String username = dum.getUsername(entryName);
// Hien thi username/password
this. jTextFieldUsername.setText(username);
this. jPasswordFieldl.setText(password);
// Tim nap cac thuoc tinh doi tuong
DialUpEntryProperties props = dum.getDialUpEntryProperties(entryName);
// Hien thi so dien thoai
iT (props.getUseCountryAndAreaCodes()) {
String areacode = props.getAreaCode();
String phonenum = props.getLocalPhoneNumber();
this. jTextFieldPhoneNumber.setText(areacode + phonenum);
}
else {
this. jTextFieldPhoneNumber.setText(props.getLocalPhoneNumber());



}

}
void phoneButtonChange() {

ifT (this.jRadioButtonDefault.isSelected()) {
this. jTextFieldPhoneNumber _setEditable(false);
}
else {
this. jTextFieldPhoneNumber .setEditable(true);
}
}

void jRadioButtonDefault_actionPerformed(ActionEvent e) {
phoneButtonChange();

}

void jRadioButtonOverride_actionPerformed(ActionEvent e) {
phoneButtonChange();

}

//Phuong thuc chinh

public static void main(String[] args) {
Do_an frame = new Do_an();
//Can giua cho cua so
Dimension screenSize = Toolkit.getDefaultToolkit().getScreenSize();
Dimension frameSize = frame.getSize();
iT (frameSize.height > screenSize.height) {

frameSize._height = screenSize.height;
}
iT (frameSize.width > screenSize.width) {
frameSize.width = screenSize.width;
}
frame.setlLocation((screenSize.width -frameSize.width) / 2,
(screenSize_height - frameSize._height) / 2);

frame.setVisible(true);

}
}

V. KET LUAN

Trong chuong nay ching ta da khao sat goi thu vién JTAPI va ky thuat lap trinh vai nd. Qua
chuong nay sinh vién nim dugc céu trc caa thu vién JTAPI, cac khéi niém, mé hinh va cach cai
dit chuwong trinh véi cac cude goi dién thoai don gian. Trén co so d6 sinh vién c6 thé phét trién
céc chuong trinh tng dung thuc té nhu dich vu truy cap tir xa RAS, hoi thao truc tuyén va cac
cdng nghé lién qua dén IP khac, nhit la cac dich vu trén hé thong dién thoai doanh nghiép(ET:
Enterprise Telephony).



PHAN IV. LAP TRINH MANG AN TOAN BAO MAT
CHUONG VI
LAP TRINH MANG AN TOAN BAO MAT VOI SSL

I. GIOI THIEU SSL VA MOQT SO KHAI NIEM

1. Gioi thiéu SSL o
SSL (Secure Socket Layer) la giao thirc da muc dich duogc thiét ké dé tao ra cac

giao tiép gitra hai chuong trinh mg dung trén Mot cong dinh trudc (socket 443)
nhim ma hoa toan bo thong tin di/dén, duoc sir dung trong giao dich dién tir nhu
truyén s6 liéu thé tin dung, mat khau, s6 bi mat ca nhan (PIN) trén Internet.

Trong cac giao dich dién tir trén mang va trong cac giao dich thanh toan truc tuyén,
thdng tin/dir li€u trén modi truong mang Internet khong an toan thuong dugc bao
dam boi co ché bao mat thuc hién trén tﬁng van tai co tén Lop céng bao mat SSL
(Secure Socket Layer) - mot giai phap k¥ thuat hién nay duoc st dung kha phd bién
trong cac hé diéu hanh mang may tinh trén Internet. Giao thic SSL duoc hinh
thanh va phat trién dau tién nim 1994 boi nhém nghién ciru Netscape dan dit boi
Elgammal, va ngiy nay d4 tro thanh chuan bao mat thuc hanh trén mang Internet.
Phién ban SSL hién nay 1& 3.0 va vin dang tiép tuc duoc bd sung va hoan thién.
Twong tu nhu SSL, mot giao thic khac c6 tén 1a Cong nghé truyén thong riéng tu
PCT (Private Communication Technology) duoc dé xuéng boi Microsoft, hién nay
cling duoc sir dung rong rédi trong cAC mang may tinh chay trén hé diéu hanh
Windows NT. Ngoai ra, mdt chuin caa Nhom dic trach ky thuat Internet IETF
(Internet Engineering Task Force) co tén la Bao mat 16p giao van TLS (Transport
Layer Security) dya trén SSL ciing duoc hinh thanh va xuat ban dudi khudén khd
nghién ctru ctia IETF Internet Draft dugc tich hop va hd trg trong san phdm cua
Netscape.

2. Khéa — Key
Dinh nghia khoa

Khéa (key) 1a mot thong tin quan trong dung dé ma hda théng tin hoic giai ma
thong tin d bi ma hoa. C6 thé hiéu ném na khoa giéng nhu 1a mat khau(password).



D¢ dai khda — Key Length
Do dai khoa dugc tinh theo bit: 128 bits, 1024 bits hay 2048 bits,...
Khéa cang dai thi cang kho pha. Ching han nhu khoa RSA 1024 bits
ddng nghia v6i viée chon 1 trong 2'%** kha ning.

Password va PassParse
Password va passparse gan gidng nhau. Password khong bao gio hét
han(expire). Passparse chi c¢6 hiéu luc trong mot khoang thoi gian nhat
dinh c6 thé 1a 5 nim, 10 nim hay chi 13 vai ba ngay. Sau thoi gian do,
phai thay d6i lai mat khau mdi. N6i chung, moi thtt trong SSL nhur
passparse, khda, gidy chimg nhan, chit ki sé (s& ndi sau), ... déu chi co
thoi han st dung nhat dinh. Passparse dugc dung dé mo (méd hoda/giai
ma) khoa riéng.

3. Thuét toan mé héa

Ma hoa (encrypt) va giai ma (decrypt) théng tin dung cac ham toan hoc dat
biét. Puoc biét dén voi cai tén la thuat toan md hoa (cryptographic
algorithm) va thudng dugc goi tit 1a cipher. Céc thuat toan ma hod va xac
thuc ctia SSL duoce sir dung bao gdm (phién ban 3.0):

(1) DES - Chuan ma hod dit liéu (ra doi nim 1977), phat minh va s

dung cua chinh phu M¥.

(2) DSA - Thuat toan chit ky dién tir, chudn xac thyc dién tir, phat

minh va sir dung cua chinh phu My.

(3) KEA - Thuat toan trao d6i khoa, phat minh va str dung cta chinh

phu My.

(4) MD5 - Thuat toan tao gia tri "bam" (message digest), phat minh
bai Rivest.

(5) RC2, RC4 - M4 hoé Rivest, phat trién bai cong ty RSA Data
Security.

(6) RSA - Thuat toan khoa cong khai, cho md hod va xac thuc, phat
trién boi Rivest, Shamir va Adleman.

(7) RSA key exchange - Thuat toan trao doi khoa cho SSL dua trén
thuat toan RSA.



(8) SHA-1 - Thuat toan ham bam an toan, phat trién va sit dung boi
chinh phu My.

(9) SKIPJACK - Thuat toan khoa dbi xtmg phéan loai dugc thuc hién
trong phan ctig Fortezza, sir dung boi chinh phit M¥;

(10) Triple-DES - M4 hoa DES ba lan.

Cac phwong phap mé héa

C6 hai phuong phap mé hda dugce sir dung phd bién hién nay 1a ma hda bang
khoa d6i xtmg va ma héa ding cap khoa chung - khda riéng..
M4 hoa bang khéa doi ximg (symmetric-key)

Step 2: Give key and
ciphertext to receiver. ™~ J . g7 - .
{Separatelyl)
A
i Y
' Step 3: Use key
Step 1: Select key to deerypt
and encrypt. ciphertext.
plaintext encryption ciphertext decryption plaintext

Hinh 7.1. M4 hoa bang khoé ddi xing

Khoa dung dé ma hda ciing 1a khoa dung dé giai ma.

Mot khe ho trong ma hoa dbi xing 1a ban phai chuyén khoa cho ngudi nhan dé ho
c6 thé giai ma. Viéc chuyén khoa khong dugc mé hda qua mang 1a mot diéu cuc ki
mao hiém. Nh& nhu khoa nay roi vao tay nguoi khac thé 1 ho c¢6 thé giai ma duoc
thong tin ma d4 chuyén di. Phuong phap ma héa bang khéa chung - khoa riéng ra
doi nham giai quyét van dé nay.

Thay vi chi c6 mot khoa duy nhat dung chung cho ma hda va giai mé, s& c6 mot
cip khoa gdom khoa chung chi dung dé ma hoa va khda riéng chi dung dé giai ma.



Khi ngudi A mudn gui théng diép cho ngudi B thi nguoi B can biét khoa chung
ctia ngudi A. (Khoa nay duge nguoi A cong bd cong khai). Nguoi B mé hda cac
thdng tin goi dén nguoi A bang khéa chung ctia ngudi A. Chi c6 ngudi A mébi c6
khoa riéng dé giai ma céc thong tin ndy. Nhd nhu thong tin ndy co roi vao tay
ngudi khéac thi ho ciing khong thé giai ma dugc vi chi ¢ ngudi A méi c¢6 khoa
riéng danh cho viéc giai ma dang thong di€p trén.

Ma hoa dung clp khéa chung - khoa riéng

Step 1: Give your public Step 2 Sender uses your public
key to sender. key to encrypt the plaintext,
----- *
plain1 ext ciphertext i
encryption ]
Step 3 Sender gives Step 4: Use your private key (and
the ciphertext to you, passphrase) to decrypt the ciphertext
-
ciphertext plaintext

decryption

Hinh 7.2. Ma hoéa cong khai
4. Co ché 1am vige ciia SSL — SSL Protocol

Piém co ban cua SSL 1a duoc thiét ké doc 1ap voi téng ung dung dé dam bao tinh
bi mat, an toan va chéng gia mao ludng thong tin qua Internet gitra hai ing dung
bat ky, thi du nhu webserver va cac trinh duyét (browser), do d6 dugc sir dung
rong rdi trong nhiéu tng dung khic nhau trén méi truong Internet. Toan bo co ché
hoat dong va hé thong thuat todan ma hoé str dung trong SSL duoc phd bién cong
khai, trir khoa chia sé tam thoi dugc sinh ra tai thoi diém trao doi gitra hai ung
dung 1a tao ngau nhién va bi mat d6i voi nguoi quan sat trén mang may tinh. Ngoai
ra, giao thicc SSL con dodi hoi tng dung chi phai dugc ching thuc boi mot dbi
tuong 16p thir ba (CA) thong qua chung chi dién tir (digital certificate) dua trén
mat ma cong khai (thi du RSA).



Sau ddy ta xem xét mot cach khdi quat co ché hoat dong ctia SSL dé phan tich cap
d6 an toan cua no6 va cac kha niang ap dung trong cac rng dung nhay cam, dac biét
|a cac ing dung vé thwong mai va thanh toan dién tir.

Giao thire SSL dya trén hai nhém con giao thtc 1a giao thic "bat tay" (handshake
protocol) va giao thirc "ban ghi" (record protocol). Giao thirc bat tay xac dinh céac
tham s6 giao dich gitta hai d6i twong c6 nhu cau trao d6i thong tin hoac dir lidu,
con giao thirc ban ghi xac dinh khudn dang cho tién hanh ma hoa va truyén tin hai
chiéu giita hai ddi twong d6. Khi hai tmg dung mdy tinh, thi du giita mot trinh
duyét web va may chu web, 1am viéc véi nhau, may chu va may khach sé& trao doi
"loi chdo" (hello) dudi dang cac thong diép cho nhau véi xudt phat dau tién chu
dong tir may chu, dong thoi xac dinh cic chuan vé thut toan mé hod va nén sé liéu
c6 thé dugc 4p dung giita hai ing dung. Ngoai ra, cac ung dung con trao doi "sd
nhan dang/khod theo phién" (session 1D, session key) duy nhat cho 1an 1am viéc
d6. Sau d6 ung dung khach (trinh duydt) yéu ciu cé ching chi dién tir (digital
certificate) x&c thuc cta tng dung chu (web server).

Chtng chi dién to thuong duoc xac nhédn rong rdi béi mdt co quan trung gian
(Tham quyén xac nhan CA - Certificate Authority) nhu RSA Data Sercurity hay
VeriSign Inc., mot dang t6 chirc doc 1ap, trung 1ap va cd uy tin. C4c to chirc nay
cung cap dich vu "xac nhan" s6 nhan dang ctia mot cong ty va phat hanh chang chi
duy nhat cho cong ty d6 nhur 1a bang ching nhan dang (identity) cho céc giao dich
trén mang, ¢ day la cac may chu webserver.

Sau khi kiém tra chimg chi dién tir cia may chu (st dung thuat todn mat mé cong
khai, nhu RSA tai trinh may tram), ing dung may tram sur dung cac théng tin trong
chtng chi dién tir ¢ ma hoa thdng diép guri lai may chi ma chi ¢6 may cha dé cé
thé giai ma. Trén co so do, hai ing dung trao d6i khoa chinh (master key) - khoa bi
mat hay khoa dbi xing - dé 1am co s& cho viéc ma hoa ludng thong tin/dir lidu qua
lai gitra hai ung dung cha khach. Toan bo cip d6 bao mat va an toan cua thong
tin/di liéu phu thudc vao mot sd tham so:

(i) S6 nhan dang theo phién lam viéc ngau nhién.

(i) Cap d6 bao mat cua cac thuit toan bao mat ap dung cho SSL.

(iii) Do dai cua khoa chinh (key length) st dung cho luge ¢6 ma hoa thdng tin.

5. Bao mat cua giao thirc SSL



Murc d6 bao mat cua SSL nhu trén mo6 ta phu thudc chinh vao do dai khoa hay phu
thudc vao viéc str dung phién ban mé hoé 40 bits va 128bits. Phuong phap mé hoa
40 bits dugc str dung rong rdi khdng han ché ngoai nuéc My va phién ban ma hoa
128 bits chi dugc st dung trong nudc My va Canada. Theo luat phap MV, cac mat
ma "manh" dugc phan loai vao nhom "vii khi" (weapon) va do d6 khi st dung
ngoai My (coi nhu 13 xudt khau vii khi) phai duoc phép cua chinh pha M§ hay phai
dugc cap gidy phép ciia B6 Qudc phong My (DoD). Pay 1a mot loi diém cho qua
trinh thuc hién cac dich vu thuong mai va thanh toan dién tir trong My va cac nude
d6ng minh phuong Tay va 1a diém bt loi cho viéc sir dung cac san phdm can co co
ché bao mat va an toan trong giao dich dién tir néi chung va thuong mai dién ttr ndi
riéng trong cac nudce khac.

Céac phuong thic tan cong (hay bé khod) ctia cac thudt toan bao mat thudng ding
dia trén phuong phap "tin cong vét can" (brute-force attack) bing cach thu-sai
mién khong gian cac gia tri ¢6 thé ciia khoa. S6 phép thu-sai ting 1én khi do dai
kho4 tiang va dan dén vuot qua kha ning va cong suat tinh toan, ké ca cac siéu may
tinh hién dai nhat. Thi du, v6i do dai khod 1a 40 bits, thi sé phép the s& 1A
29=1,099,511,627,776 t6 hop. Tuy nhién d6 dai khod lon kéo theo tbe do tinh toan
giam (theo luy thira nghich dao) va dan dén kho c¢6 kha ning ap dung trong thuc
tin. Mot khi khoa bi pha, toan bo thong tin giao dich trén mang s& bi kiém soét
toan bo. Tuy nhién do do dai khoa 1n (thi du 128 bits, 256 bits), s6 phép thu-sai
tro nén "khdng thé thuc hién" vi phai mat hang nam hodc thim chi hang nghin nim
Vi cong suat va ning luc tinh toan ciia may tinh manh nhét hién nay.

Ngay tir nam 1995, ban mé hoa 40 bits da bi pha bdi st dung thuat toan vét can.
Ngoai ra, mot s6 thudt toan bao mat (nhu DES 56 bits, RC4, MD4,...) hién nay
cling bi coi 1 khdng an toan khi 4p dung mot sé phuong phap va thuat toan tin
cong dic biét. DA ¢ mot sd dé nghi thay ddi trong ludt phap My nham cho phép sir
dung rong rdi cAc phan mém mi hod sir dung ma hoé 56 bits song hién nay van
chua duoc chip thuin.

I1. LAP TRINH MANG AN TOAN BAO MAT VOI SSL

1. Thur vién java hd trg 1ap trinh SSL
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Hinh 7.3. Kién trac JDK
Java™ security bao gom tap hop rat nhidu APIs, cong cu, va cai dit clia cac thuat
todn bao mat thong dung (commonly-used security algorithms), cac co ché
(mechanisms) va cac giao thic (protocols). Java security APIs dugc sir dung rong
rdii. Bao gom md hda (cryptography), ha ting khoa chung (public key
infrastructure), trao d6i bao mat (secure communication), xac thuc (authentication),
va diéu khién truy cap (access control). Bao gom rat nhiéu 16p thu vién nhu Java
Authentication and Authorization Service (JAAS), Java Cryptography Extension
(JCE), Java Secure Socket Extension (JSSE)... Tuy nhién trong bao cao nay chi tap
trung vao JSSE. Va cu thé hon 1a JSSE hd tro SSL. Céc goi thu vién hd tro lap
trinh voi SSL:
= (0i javax.net.ssl (JSSE)

= GOi javax.rmi.ssl (SSL/TLS-based RMI Socket Factories)
1.1. Lép SSL

Pé truyén thdng an toan, ca 2 phia cta két nbi déu phai sir dung SSL. Trong java,
cac 1op diém cudi ciia két ndi 14 SSLSocket va SSLEngine. Hinh 7.4. cho thay céc lop
chinh duoc str dung dé tao ra SSLSocket/SSLEngines.



Key Material Key Material
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Hinh 7.4. C&c 16p java SSL
2. Vi du vé sir dung céc l6p SSL

Chuong trinh vi du c6 mi lénh cho phép server va client ¢ thé xac thuc nhau.
Muén vay thi client phai cé ching chi cua server ( thuc té 14 mot tap (chain) ching
chi). Truong hop vi du chirng chi cua server la chung chi tu ky (self-certificate).
Sau do khi chay chuong trinh thi tro toi no.
Sau khi danh 1énh trén thi s& hién ra cac thong tin dé dién vao nhu mat khau, tén ca
nhan, tén to chuc, thanh phd,...
Server source code (EchoServer.java)

import javax.net.ssl_SSLServerSocket;

import javax.net.ssl_SSLServerSocketFactory;

import javax.net.ssl_SSLSocket;

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

public class EchoServer {

public static void main(String[] arstring) {
try {



SSLServerSocketFactory sslserversocketfactory =
(SSLServerSocketFactory)
SSLServerSocketFactory.getDefault();
SSLServerSocket sslserversocket =
(SSLServerSocket)
sslserversocketfactory.createServerSocket(9999);

SSLSocket sslsocket = (SSLSocket) sslserversocket.accept();

InputStream inputstream = sslsocket. getlnputStream()

InputStreamReader inputstreamreader = new
InputStreamReader (inputstream);
BufferedReader bufferedreader = new
BufferedReader (inputstreamreader);
String string = null;
while ((string = bufferedreader.readLine()) !'= null) {
System.out.printin(string);
System.out.flush();
}
} catch (Exception exception) {
exception.printStackTrace();
}
}
}
Client source code (EchoClient.java)
import javax.net.ssl.SSLSocket;
import javax.net.ssl_SSLSocketFactory;
import java.io.*;
public class EchoClient {
public static void main(String[] arstring) {
try {
SSLSocketFactory sslsocketfactory = (SSLSocketFactory)
SSLSocketFactory.getDefault();
SSLSocket sslsocket = (SSLSocket)
sslsocketfactory.createSocket(*'localhost', 9999);
InputStream inputstream = System.in;
InputStreamReader inputstreamreader = new
InputStreamReader (inputstream);
BufferedReader bufferedreader = new
BufferedReader (inputstreamreader);
OutputStream outputstream = sslsocket. getOutputStream()
OutputStreamiWriter outputstreamwriter = new
OutputStreamWriter(outputstream);
BufferedWriter bufferedwriter = new

BufferedWriter(outputstreamwriter);
String string = null;
while ((string = bufferedreader.readLine()) != null) {
bufferedwriter.write(string + "\n%);



bufferedwriter.flush();

}
} catch (Exception exception) {

exception._printStackTrace();

}

}

Sau khi dich chay chuong trinh , dyoc két qua sau:

Re—enter new password:

What iz vour first and last name?
[Unknownl= THMH

What iz the name of vour organizational wnit?
[Unknownl: THH Corp

What iz the name of wvour organization?
[Unknownl: THH Corp...

What iz the name of wvour City or Localituy?,
[Unknownl: Ha Hoi

What iz the name of your State or Provimce?
[Unknownl: Thanh Xuan

What iz the two—letter country code for €his unit?
[Unknownl: 84

Is CHN=THH. OU=TMH Corp. O0=TMH Corg.... L=HaiMbi. 5T=Thanh Huvan,. C=84 correct?
[nol: yes

CRETURN if zame asz Mevstore password):

Giai thich:
-genkey: Lénh tao key
-keystore mySrvKeystore: Tén key la mySrvKeystore
-keyalg RSA: Thuat toan dung dé ma hda 1a RSA
Vé phin tng dung qua giao dién dong lénh thi sit dung chwong trinh miu
gidng nhw ¢ trén. Chay nhw sau:
Tao chiing nhan:
keytool -genkey -keystore mySrvKeystore -keyalg RSA
Mat khau s& dién 1a 123456
Sau khi tao xong chirng chi thi copy file key vao trong thu muc chua file
Phia server thi chirng chi dugc luu trong keyStore
Chay chuong trinh:
java -Djavax.net.ssl.keyStore=mySrvKeystore -
Djavax.net.ssl.keyStorePassword=123456 EchoServer



Phia Client thi chirng chi dugc luu trong trustStore

Chay chuong trinh:

java -Djavax.net.ssl.trustStore=mySrvKeystore -
Djavax.net.ssl.trustStorePassword=123456 EchoClient

I1l. KET LUAN

Chuong nay budc dau dé cap dén van dé lap trinh mang an toan bao mat ma chu
yéu véi SSL, 1a giao thirc dugc sir dung rong rai nhit cho viéc cai dat ma hoé trong
Web. Vi cach tiép can nay, sinh vién cé thé ty nghién ciru khai thac cac ki thuat
lap trinh mang an toan bao mat khac nhau, khai thac cac ho trg khac nhau cia céac
moi truong Java, .NET...(bao mat trong java, phuong thiec SOCKS, JCA, JCE...).
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